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Common Criteria (CC) for SQL Server 
Microsoft is committed to optimizing the security of its products and services. As part of 

that commitment, Microsoft supports the Common Criteria Certification Program, ensures 

that products incorporate the features and functions required by relevant Common 

Criteria Protection Profiles, and completes Common Criteria certifications of Microsoft SQL 

Server products. Common Criteria is an international program which is broadly used as a 

(cyber) security standard (ISO 15408) to test and improve the IT security measures of 

commercial products and products for use in National Security Systems. To learn more 

about Common Criteria, please visit https://www.commoncriteriaportal.org. 

 

This topic lists the current and archived certified SQL Server products, together with 

relevant documentation from each certification. 

 

Certified Products 

SQL Server 2022 CU11 EAL2 

SQL Server 2022 CU11 on Linux EAL2 

SQL Server 2022 CU3 EAL4 

SQL Server 2019 CU13 EAL4 

SQL Server 2019 CU4 EAL2 

SQL Server 2019 CU4 on Linux EAL2 

SQL Server 2017 CU16 EAL2 

SQL Server 2017 on Linux CU16 EAL2 

SQL Server 2017 CU16 EAL4 

 

Archived Certified Products 

SQL Server 2016 EAL4 

SQL Server 2016 SP1 EAL2 

SQL Server 2014 SP1 EAL4 

https://www.commoncriteriaportal.org/
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SQL Server 2014 EAL2 

 

Certified Products 

The product releases below are currently certified and listed on the Common Criteria 

Portal - Certified Products and/or on the website of the used certification body. 

SQL Server 2022 CU11 EAL2 

SQL Server 2022 CU11 Enterprise Edition (x64) 

This document and its links contain important information and processes for 

understanding and using SQL Server 2022 CU11 CC Version (16.0.4105.2) as evaluated 

and certified according to the Common Criteria (CC).  

 

The CC evaluation of SQL Server 2022 CU11 @ EAL4 

SQL Server 2022 CU11 has been successfully evaluated using the Security Target 

referenced below by the “Organismo de Certificación de la Seguridad de las Tecnologías 

de la Información” managed by “Centro Criptólogico Nacional” (CCN). The evaluation was 

performed at Evaluation Assurance Level 2 augmented by ALC_FLR.3 (EAL2+). 

 

The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about CCN, the certifying body of the Spanish government 

➔ View the SQL Server 2022 CU11 EAL2 certification 

➔ Learn more about the evaluation lab, DEKRA Testing & Certification. 

 

Downloads for Microsoft SQL Server 2022 CU11 @ EAL2 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website:  

• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-256 hash sum (which should be pre-installed on Microsoft Windows). 

Alternatively, any other tool capable of calculating the SHA256 sum of a file can be 

used instead. 

https://www.commoncriteriaportal.org/products/index.cfm
https://www.commoncriteriaportal.org/products/index.cfm
https://oc.ccn.cni.es/
https://oc.ccn.cni.es/
https://oc.ccn.cni.es/productos-certificados/productos-certificados/1016-microsoft-sql-server-2022-database-engine-enterprise-edition-x64-english-version-16-0-4105-2
https://www.dekra.com/en/cyber-security-certification/
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• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “CertUtil -hashfile SQL22_EAL2-W_AGD_ADD_1.2.pdf SHA256” on the 

command prompt and verify that the SHA-256 output is identical to 

5FE65E6AABBD301B4ACA55FF7F1EE8F341CC72714FD423490A319E93F462FB74 

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.2.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

➔ CC Guidance Addendum 

➔ SQL Server Technical Documentation 

➔ Integrity Check Validation Data 

➔ Permissions Poster 

➔ Install Triggers Script 

SQL Server 2022 CU11 on Linux EAL2 

SQL Server 2022 CU11 on Linux Enterprise Edition (x64) 

This document and its links contain important information and processes for 

understanding and using SQL Server 2022 CU11 on Linux CC Version (16.0.4105.2) as 

evaluated and certified according to the Common Criteria (CC).  

 

The CC evaluation of SQL Server 2022 CU11 on Linux @ EAL2 

SQL Server 2022 CU11 on Linux has been successfully evaluated using the Security Target 

referenced below by the “Organismo de Certificación de la Seguridad de las Tecnologías 

de la Información” managed by “Centro Criptólogico Nacional” (CCN). The evaluation was 

performed at Evaluation Assurance Level 2 augmented by ALC_FLR.3 (EAL2+). 

 

The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about CCN, the certifying body of the Spanish government 

➔ View the SQL Server 2022 CU11 on Linux EAL2 certification 

➔ Learn more about the evaluation lab, DEKRA Testing & Certification. 

https://go.microsoft.com/fwlink/?linkid=2270945
https://go.microsoft.com/fwlink/?linkid=2271343
https://go.microsoft.com/fwlink/?linkid=2271306
https://download.microsoft.com/download/1/8/0/180a47eb-0843-4d9c-9097-ef2217cb317a/hash_dir_1.0_2022-12-20.bat
https://download.microsoft.com/download/7/2/6/726fbfa3-3607-4005-8294-ae2941265385/Microsoft_SQL_Server_2017_and_Azure_SQL_Database_permissions_infographic_1.0.pdf
https://download.microsoft.com/download/f/d/2/fd289d3f-71f0-4452-a8d9-4c1edb56e0d4/SQL22-W_Install_cc_triggers_1.0_2022-12-20.sql
https://oc.ccn.cni.es/
https://oc.ccn.cni.es/
https://oc.ccn.cni.es/productos-certificados/productos-certificados/1015-microsoft-sql-server-2022-on-linux-database-engine-enterprise-edition-x64-english-version-16-0-4105-2
https://www.dekra.com/en/cyber-security-certification/
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Downloads for Microsoft SQL Server 2022 CU11 on Linux @ EAL2 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website:  

• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-256 hash sum (which should be pre-installed on Microsoft Windows). 

Alternatively, any other tool capable of calculating the SHA256 sum of a file can be 

used instead. 

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “CertUtil -hashfile SQL22_EAL2-L_AGD_ADD_1.1.pdf SHA256” on the 

command prompt and verify that the SHA-256 output is identical to 

1C97B50190B40BF64120BC2501046A6DDAACE043B949878C5C4F42F2B4FC760F 

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.2.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

➔ CC Guidance Addendum 

➔ SQL Server Technical Documentation 

➔ Permissions Poster 

➔ Install Triggers Script 

SQL Server 2022 CU3 EAL4 

SQL Server 2022 CU3 Enterprise Edition (x64) 

This document and its links contain important information and processes for 

understanding and using SQL Server 2022 CU3 CC Version (16.0.4025.1) as evaluated and 

certified according to the Common Criteria (CC).  

 

The CC evaluation of SQL Server 2022 CU3 @ EAL4 

SQL Server 2022 CU3 has been successfully evaluated using the Security Target referenced 

below by the “Organismo de Certificación de la Seguridad de las Tecnologías de la 

https://go.microsoft.com/fwlink/?linkid=2271342
https://go.microsoft.com/fwlink/?linkid=2270868
https://go.microsoft.com/fwlink/?linkid=2271306
https://download.microsoft.com/download/7/2/6/726fbfa3-3607-4005-8294-ae2941265385/Microsoft_SQL_Server_2017_and_Azure_SQL_Database_permissions_infographic_1.0.pdf
https://go.microsoft.com/fwlink/?linkid=2270837
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Información” managed by “Centro Criptólogico Nacional” (CCN). The evaluation was 

performed at Evaluation Assurance Level 4 augmented by ALC_FLR.3 (EAL4+). 

 

The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about CCN, the certifying body of the Spanish government 

➔ View the SQL Server 2022 CU3 EAL4 certification 

➔ Learn more about the evaluation lab, DEKRA Testing & Certification. 

 

Downloads for Microsoft SQL Server 2022 CU3 @ EAL4 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website:  

• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-256 hash sum (which should be pre-installed on Microsoft Windows). 

Alternatively, any other tool capable of calculating the SHA256 sum of a file can be 

used instead. 

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “CertUtil -hashfile SQL22_EAL4-W_AGD_ADD_1.2.pdf SHA256” on the 

command prompt and verify that the SHA-256 output is identical to 

C62A9D1ED067D2319AF92026E5F39607ED81CAE3734A44E4B04455404D6E57A9 

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.2.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

➔ CC Guidance Addendum 

➔ SQL Server Technical Documentation 

➔ Integrity Check Validation Data 

➔ Permissions Poster 

➔ Install Triggers Script 

SQL Server 2019 CU13 EAL4 

https://oc.ccn.cni.es/
https://oc.ccn.cni.es/
https://oc.ccn.cni.es/productos-certificados/productos-certificados/989-microsoft-sql-server-2022-database-engine-enterprise-edition-x64-english-version-16-0-4025-1
https://www.dekra.com/en/cyber-security-certification/
https://download.microsoft.com/download/b/5/8/b587f7d5-0567-4b0d-b8b0-5e6db8ed4ba7/SQL22_EAL4-W_ST_1.3.pdf
https://download.microsoft.com/download/a/6/b/a6b82edc-c0ab-4c29-a4dd-f5979143dd41/SQL22_EAL4-W_AGD_ADD_1.2.pdf
https://download.microsoft.com/download/3/c/5/3c5375dd-2119-4971-a474-386c50ef17ab/Offline-Book_SQL-Server-2022_1.0_2022-12-23.zip
https://download.microsoft.com/download/1/8/0/180a47eb-0843-4d9c-9097-ef2217cb317a/hash_dir_1.0_2022-12-20.bat
https://download.microsoft.com/download/7/2/6/726fbfa3-3607-4005-8294-ae2941265385/Microsoft_SQL_Server_2017_and_Azure_SQL_Database_permissions_infographic_1.0.pdf
https://download.microsoft.com/download/f/d/2/fd289d3f-71f0-4452-a8d9-4c1edb56e0d4/SQL22-W_Install_cc_triggers_1.0_2022-12-20.sql
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SQL Server 2019 CU13 Enterprise Edition (x64) 

This document and its links contain important information and processes for 

understanding and using SQL Server 2019 CU13 CC Version (15.0.4178.1) as evaluated 

and certified according to the Common Criteria (CC).  

 

The CC evaluation of SQL Server 2019 CU13 @ EAL4 

SQL Server 2019 CU13 has been successfully evaluated using the Security Target 

referenced below by the “Organismo de Certificación de la Seguridad de las Tecnologías 

de la Información” managed by “Centro Criptólogico Nacional” (CCN). The evaluation was 

performed at Evaluation Assurance Level 4 augmented by ALC_FLR.3 (EAL4+). 

 

The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about CCN, the certifying body of the Spanish government 

➔ View the SQL Server 2019 CU13 EAL4 certification 

➔ Learn more about the evaluation lab, DEKRA Testing & Certification. 

 

Downloads for Microsoft SQL Server 2019 CU13 @ EAL4 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website:  

• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-256 hash sum (which should be pre-installed on Microsoft Windows). 

Alternatively, any other tool capable of calculating the SHA256 sum of a file can be 

used instead. 

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “CertUtil -hashfile SQL19_EAL4-W_AGD_ADD_1.3.pdf SHA256” on the 

command prompt and verify that the SHA-256 output is identical to 

893CDAF7310DAE93836FC2B91156E9FABE73682ED97B7CD2695B04F3DA1018A4 

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.2.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

https://oc.ccn.cni.es/
https://oc.ccn.cni.es/
https://oc.ccn.cni.es/en/certified-products/certified-products/product-category/814-microsoft-sql-server-2019-database-engine-enterprise-edition-x64-english-version-15-0-4178-1
https://www.dekra.com/en/cyber-security-certification/
https://download.microsoft.com/download/9/4/4/94430d5f-14eb-45fd-a7f4-80cde5500004/SQL19_EAL4-W_ST_1.5.pdf


 
 

© 2024 Microsoft Corporation. All rights reserved. This data sheet is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS 
SUMMARY. Names and/or data used in screens are fictitious, unless otherwise noted. Microsoft, MS-DOS, Windows, Windows NT, and the Windows logo are either registered 
trademarks or trademarks of Microsoft Corporation in the United States and/or other countries. 

Microsoft Corporation • One Microsoft Way • Redmond, WA 98052-6399 • USA 

➔ CC Guidance Addendum 

➔ SQL Server Technical Documentation 

➔ Integrity Check Validation Data 

➔ Permissions Poster 

➔ Install Triggers Script 

SQL Server 2019 CU4 EAL2 

SQL Server 2019 CU4 Enterprise Edition (x64) 

This document and its links contain important information and processes for 

understanding and using SQL Server 2019 CU4 CC Version (15.0.4033.1) as evaluated and 

certified according to the Common Criteria (CC).  

 

The CC evaluation of SQL Server 2019 CU4 @ EAL2 

SQL Server 2019 CU4 has been successfully evaluated using the Security Target referenced 

below by the “Organismo de Certificación de la Seguridad de las Tecnologías de la 

Información” managed by “Centro Criptólogico Nacional” (CCN). The evaluation was 

performed at Evaluation Assurance Level 2 augmented by ALC_FLR.2 (EAL2+). 

 

The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about CCN, the certifying body of the Spanish government 

➔ View the SQL Server 2019 CU4 EAL2 certification 

➔ Learn more about the evaluation lab, DEKRA Testing & Certification. 

 

Downloads for Microsoft SQL Server 2019 CU4 @ EAL2 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website:  

• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-256 hash sum (which should be pre-installed on Microsoft Windows). 

Alternatively, any other tool capable of calculating the SHA256 sum of a file can be 

used instead. 

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

https://download.microsoft.com/download/9/4/4/94430d5f-14eb-45fd-a7f4-80cde5500004/SQL19_EAL4-W_AGD_ADD_1.3.pdf
https://download.microsoft.com/download/6/a/b/6ab8152f-2780-4c08-9102-e4935bd7ed9c/Offline-Book_SQL-Server-2019-CU13_1.0_2021-10-25.zip
https://download.microsoft.com/download/a/4/9/a49dd7f1-3c4a-472e-afe6-5f64e54628b9/hash_dir_1.0_2020-05-07.bat
https://download.microsoft.com/download/7/2/6/726fbfa3-3607-4005-8294-ae2941265385/Microsoft_SQL_Server_2017_and_Azure_SQL_Database_permissions_infographic_1.0.pdf
https://download.microsoft.com/download/d/e/4/de430a35-250b-4809-a06e-9dc1a0582fb0/SQL19-W_Install_cc_triggers_1.0_2020-05-07.sql
https://oc.ccn.cni.es/
https://oc.ccn.cni.es/
https://oc.ccn.cni.es/en/certified-products/certified-products/604-microsoft-sql-server-2019-database-engine-enterprise-edition-x64-english-version-15-0-4033-1
https://www.dekra.com/en/cyber-security-certification/
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• Run “CertUtil -hashfile SQL19_EAL2-W_AGD_ADD_1.3.pdf SHA256” on the 

command prompt and verify that the SHA-256 output is identical to 

AB5FDB87A7A5C3C0B1C550830CC6CD47373EFB2C88782F088D3D1D3542FF008

A 

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.2.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

➔ CC Guidance Addendum 

➔ SQL Server Technical Documentation 

➔ Integrity Check Validation Data 

➔ Permissions Poster 

➔ Install Triggers Script 

SQL Server 2019 CU4 on Linux EAL2 

SQL Server 2019 CU4 on Linux Enterprise Edition (x64) 

This document and its links contain important information and processes for 

understanding and using SQL Server 2019 CU4 on Linux CC Version (15.0.4033.1) as 

evaluated and certified according to the Common Criteria (CC).  

 

The CC evaluation of SQL Server 2019 CU4 on Linux @ EAL2 

SQL Server 2019 CU4 on Linux has been successfully evaluated using the Security Target 

referenced below by the “Organismo de Certificación de la Seguridad de las Tecnologías 

de la Información” managed by “Centro Criptólogico Nacional” (CCN). The evaluation was 

performed at Evaluation Assurance Level 2 augmented by ALC_FLR.2 (EAL2+). 

 

The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about CCN, the certifying body of the Spanish government 

➔ View the SQL Server 2019 CU4 on Linux EAL2 certification 

➔ Learn more about the evaluation lab, DEKRA Testing & Certification. 

 

https://download.microsoft.com/download/5/f/6/5f656d2a-ce72-4e15-bb52-e6949fc7bcf2/SQL19_EAL2-W_ST_1.3.pdf
https://download.microsoft.com/download/8/d/4/8d4bf48d-0667-4370-8536-3988907dbd2d/SQL19_EAL2-W_AGD_ADD_1.3.pdf
https://download.microsoft.com/download/8/b/b/8bb39f28-df0c-4a0f-a217-9aeab9066d4b/Offline-Book_SQL-Server-2019-CU4_1.0_2020-05-07.zip
https://download.microsoft.com/download/a/4/9/a49dd7f1-3c4a-472e-afe6-5f64e54628b9/hash_dir_1.0_2020-05-07.bat
https://download.microsoft.com/download/7/2/6/726fbfa3-3607-4005-8294-ae2941265385/Microsoft_SQL_Server_2017_and_Azure_SQL_Database_permissions_infographic_1.0.pdf
https://download.microsoft.com/download/d/e/4/de430a35-250b-4809-a06e-9dc1a0582fb0/SQL19-W_Install_cc_triggers_1.0_2020-05-07.sql
https://oc.ccn.cni.es/
https://oc.ccn.cni.es/
https://oc.ccn.cni.es/en/certified-products/certified-products/product-category/92-sistema-de-gestion-de-base-de-datos/603-microsoft-sql-server-2019-on-linux-database-engine-enterprise-edition-x64-english-version-15-0-4033-1
https://www.dekra.com/en/cyber-security-certification/
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Downloads for Microsoft SQL Server 2019 CU4 on Linux @ EAL2 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website:  

• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-256 hash sum (which should be pre-installed on Microsoft Windows). 

Alternatively, any other tool capable of calculating the SHA256 sum of a file can be 

used instead. 

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “CertUtil -hashfile SQL19_EAL2-L_AGD_ADD_1.3.pdf SHA256” on the 

command prompt and verify that the SHA-256 output is identical to 

D363534C3FE4083BFD8F32A3C72651DF206B8BE070560348A48309173E40279D 

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.2.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

➔ CC Guidance Addendum 

➔ SQL Server Technical Documentation 

➔ Permissions Poster 

➔ Install Triggers Script 

SQL Server 2017 CU16 EAL2 

SQL Server 2017 CU16 Enterprise Edition (x64) 

This document and its links contain important information and processes for 

understanding and using SQL Server 2017 CU16 CC Version (14.0.3223.3) as evaluated 

and certified according to the Common Criteria (CC).  

 

The CC evaluation of SQL Server 2017 CU16 @ EAL2 

SQL Server 2017 CU16 has been successfully evaluated using the Security Target 

referenced below by the Information-technology Promotion Agency (IPA). The evaluation 

was performed at Evaluation Assurance Level 2 augmented by ALC_FLR.2 (EAL2+). 

https://download.microsoft.com/download/b/c/a/bcafc556-1231-400e-99e6-d561113b0dc2/SQL19_EAL2-L_ST_1.3.pdf
https://download.microsoft.com/download/b/8/d/b8dc8771-056e-4546-8786-d7a45a039c04/SQL19_EAL2-L_AGD_ADD_1.3.pdf
https://download.microsoft.com/download/8/b/b/8bb39f28-df0c-4a0f-a217-9aeab9066d4b/Offline-Book_SQL-Server-2019-CU4_1.0_2020-05-07.zip
https://download.microsoft.com/download/7/2/6/726fbfa3-3607-4005-8294-ae2941265385/Microsoft_SQL_Server_2017_and_Azure_SQL_Database_permissions_infographic_1.0.pdf
https://download.microsoft.com/download/c/b/1/cb12bede-55a1-4291-b988-3ba33be4e69e/SQL19_L_Install_cc_triggers_1.0_2020-05-07.sql
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The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about IPA, the certifying body of the Japanese government 

➔ View the SQL Server 2017 CU16 EAL2 certification 

➔ Learn more about the evaluation lab, TUViT. 

 

Downloads for Microsoft SQL Server 2017 CU16 @ EAL2 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website:  

• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-256 hash sum (which should be pre-installed on Microsoft Windows). 

Alternatively, any other tool capable of calculating the SHA256 sum of a file can be 

used instead. 

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “CertUtil -hashfile MS_SQL2017_G2_AGD_ADD_2.2.pdf SHA256” on the 

command prompt and verify that the SHA-256 output is identical to 

c6725c0206dd35e39a6549dc6b8402d6fce315f9bf07779499a5a2546b483b61.  

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.3.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

➔ CC Guidance Addendum 

➔ SQL Server Technical Documentation 

➔ Integrity Check Validation Data 

➔ Permissions Poster 

➔ Install Triggers Script 

SQL Server 2017 on Linux CU16 EAL2 

SQL Server 2017 on Linux CU16 Enterprise Edition (x64) 

https://www.ipa.go.jp/en/index.html
https://www.ipa.go.jp/security/jisec/jisec_e/certified_products/c0672/c0672_it9725.html
https://www.tuvit.de/en
https://download.microsoft.com/download/6/1/4/614a8da9-7195-4cb6-a381-4231e43cf714/MS_G2_ST_1.7.pdf
https://download.microsoft.com/download/a/6/b/a6b918c4-3a47-4aa9-84a6-987d9cc73520/MS_SQL2017_G2_AGD_ADD_2.2.pdf
https://download.microsoft.com/download/b/b/b/bbb26935-bf19-4cc4-b522-21de73fe5b60/Offline-Book.SQL-Server-2017-CU16.zip
https://download.microsoft.com/download/1/8/4/184dccc3-e385-4fe7-afb8-a7cf506620cb/hash_dir.bat
https://download.microsoft.com/download/e/8/5/e856641f-48ba-428f-9892-667950569cab/Microsoft_SQL_Server_2017_and_Azure_SQL_Database_permissions_infographic.pdf
https://download.microsoft.com/download/f/2/a/f2a73817-37c6-4df4-b613-565a51fe9659/G24_Install_cc_triggers.sql


 
 

© 2024 Microsoft Corporation. All rights reserved. This data sheet is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS 
SUMMARY. Names and/or data used in screens are fictitious, unless otherwise noted. Microsoft, MS-DOS, Windows, Windows NT, and the Windows logo are either registered 
trademarks or trademarks of Microsoft Corporation in the United States and/or other countries. 

Microsoft Corporation • One Microsoft Way • Redmond, WA 98052-6399 • USA 

This document and its links contain important information and processes for 

understanding and using SQL Server 2017 on Linux CU16 CC Version (14.0.3223.3) as 

evaluated and certified according to the Common Criteria (CC).  

 

The CC evaluation of SQL Server 2017 on Linux CU16 @ EAL2 

SQL Server 2017 on Linux CU16 has been successfully evaluated using the Security Target 

referenced below by the Information-technology Promotion Agency (IPA). The evaluation 

was performed at Evaluation Assurance Level 2 augmented by ALC_FLR.2 (EAL2+). 

 

The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about IPA, the certifying body of the Japanese government 

➔ View the SQL Server 2017 on Linux CU16 EAL2 certification 

➔ Learn more about the evaluation lab, TUViT. 

 

Downloads for Microsoft SQL Server 2017 on Linux CU16 @ EAL2 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website:  

• The following steps assume that the “sha256sum” tool is available for calculating 

the SHA-256 hash sum (which should be pre-installed on Linux). Alternatively, any 

other tool capable of calculating the SHA256 sum of a file can be used instead. 

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “sha256sum MS_SQL2017_GL2_AGD_ADD_2.3.pdf” on the command prompt 

and verify that the SHA-256 output is identical to 

e3eab8496a856a7facc1064f06e98d084a187468e7027c72bbd3fdc137f10f39.  

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.3.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

➔ CC Guidance Addendum 

➔ SQL Server Technical Documentation 

https://www.ipa.go.jp/en/index.html
https://www.ipa.go.jp/security/jisec/jisec_e/certified_products/c0673/c0673_it9726.html
https://www.tuvit.de/en
https://download.microsoft.com/download/4/6/3/4630d6cb-bef9-496b-af74-252c8a30f838/MS_GL2_ST_1.9.pdf
https://download.microsoft.com/download/b/e/2/be201425-6b0c-4d6b-a62d-d4aa5e78f616/MS_SQL2017_GL2_AGD_ADD_2.3.pdf
https://download.microsoft.com/download/b/b/b/bbb26935-bf19-4cc4-b522-21de73fe5b60/Offline-Book.SQL-Server-2017-CU16.zip
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➔ Permissions Poster 

➔ Install Triggers Script 

SQL Server 2017 CU16 EAL4 

SQL Server 2017 CU16 Enterprise Edition (x64) 

This document and its links contain important information and processes for 

understanding and using SQL Server 2017 CU16 CC Version (14.0.3223.3) as evaluated 

and certified according to the Common Criteria (CC).  

 

The CC evaluation of Microsoft SQL Server 2017 CU16 @ EAL4 

SQL Server 2017 CU16 has been successfully evaluated using the Security Target 

referenced below by the Federal Office for Information Security, Germany (BSI). The 

evaluation was performed at Evaluation Assurance Level 4 augmented by ALC_FLR.2 

(EAL4+). 

 

The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about BSI, the certifying body of the German government 

➔ View the SQL Server 2017 CU16 EAL4 certification 

➔ Learn more about the evaluation lab, TUViT 

 

Downloads for Microsoft SQL Server 2017 CU16 EAL4 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website: 

• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-256 hash sum (which should be pre-installed on Microsoft Windows). 

Alternatively, any other tool capable of calculating the SHA256 sum of a file can be 

used instead. 

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “CertUtil -hashfile MS_SQL2017_G4_AGD_ADD_1.4.pdf SHA256” on the 

command prompt and verify that the SHA-256 output is identical to 

6832a0058879c804924bf73b0e97f3716a0bfc90c1295f5018250116e9448c9d. 

https://download.microsoft.com/download/e/8/5/e856641f-48ba-428f-9892-667950569cab/Microsoft_SQL_Server_2017_and_Azure_SQL_Database_permissions_infographic.pdf
https://download.microsoft.com/download/f/2/a/f2a73817-37c6-4df4-b613-565a51fe9659/G24_Install_cc_triggers.sql
https://www.bsi.bund.de/EN/Home/home_node.html
https://www.bsi.bund.de/SharedDocs/Zertifikate_CC/CC/Serveranwendungen_Datenbankserver/1050.html
https://www.tuvit.de/en
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After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.3.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

➔ CC Guidance Addendum 

➔ SQL Server Technical Documentation 

➔ Integrity Check Validation Data 

➔ Permissions Poster 

➔ Install Triggers Script 

Archived Certified Products 

The product releases below were certified and are now archived, as listed on the Common 

Criteria Portal - Archived Certified Products, and/or listed on the website of the used 

certification body. 

SQL Server 2016 EAL4 

SQL Server 2016 Enterprise Edition (x64) 

This document and its links contain important information and processes for 

understanding and using SQL Server 2016 CC Version (13.0.4001.0) as evaluated and 

certified according to the Common Criteria (CC).  

 

The CC evaluation of Microsoft SQL Server 2016 @ EAL4 

SQL Server 2016 has been successfully evaluated using the Security Target referenced 

below by the Federal Office for Information Security, Germany (BSI). The evaluation was 

performed at Evaluation Assurance Level 4 augmented by ALC_FLR.2 (EAL4+). 

 

The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about BSI, the certifying body of the German government 

➔ View the SQL Server 2016 EAL4 certification 

https://download.microsoft.com/download/9/1/f/91f4f107-17d3-460e-b4ef-f6cd5a9b62be/MS_G4_ST_1.4.pdf
https://download.microsoft.com/download/4/f/e/4febfc9c-3a1e-4870-81f0-918f243a7b7a/MS_SQL2017_G4_AGD_ADD_1.4.pdf
https://download.microsoft.com/download/b/b/b/bbb26935-bf19-4cc4-b522-21de73fe5b60/Offline-Book.SQL-Server-2017-CU16.zip
https://download.microsoft.com/download/1/8/4/184dccc3-e385-4fe7-afb8-a7cf506620cb/hash_dir.bat
https://download.microsoft.com/download/e/8/5/e856641f-48ba-428f-9892-667950569cab/Microsoft_SQL_Server_2017_and_Azure_SQL_Database_permissions_infographic.pdf
https://download.microsoft.com/download/f/2/a/f2a73817-37c6-4df4-b613-565a51fe9659/G24_Install_cc_triggers.sql
https://www.commoncriteriaportal.org/products/index.cfm?archived=1
https://www.commoncriteriaportal.org/products/index.cfm?archived=1
https://www.bsi.bund.de/EN/Home/home_node.html
https://www.bsi.bund.de/SharedDocs/Zertifikate_CC/CC/Serveranwendungen_Datenbankserver/1004.html
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➔ Learn more about the evaluation lab, TUViT 

 

Downloads for Microsoft SQL Server 2016 EAL4 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website: 

• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-1 hash sum (which should be pre-installed on Microsoft Windows).  

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “CertUtil -hashfile MS_SQL2016_F4_AGD_ADD_1.3.pdf SHA1” on the 

command prompt and verify that the SHA-1 output is identical to 

EC233A36043A98378F95855364A1D794CB228453 (hex). 

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.3.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Microsoft SQL Server 2016 Service Pack 1 

➔ Security Target 

➔ CC Guidance Addendum 

➔ Books Online Documentation Package 

➔ Integrity Check Validation Data 

➔ Permissions Poster 

➔ Install Triggers Script 

 

NOTE: CC Guidance Addendum includes references to Microsoft FCIV tool. This tool has 

been deprecated, however CertUtil or alternatively, any other tool capable of calculating 

the SHA1 sum of a file can be used instead. 

SQL Server 2016 SP1 EAL2 

SQL Server 2016 SP1 Enterprise Edition (x64) 

https://www.tuvit.de/en
http://approjects.co.za/?big=en-us/download/details.aspx?id=54276
http://download.microsoft.com/download/8/0/9/8091C9A5-DC56-4DA2-B5BB-48DCA3EA67A6/MS_F4_ST_1.1.pdf
http://download.microsoft.com/download/A/E/7/AE700600-51AE-4D22-AD96-9886A64D9359/MS_SQL2016_F4_AGD_ADD_1.3.pdf
http://download.microsoft.com/download/4/6/7/46782E70-4283-463A-ACDC-06DDA2156A12/SQL_Server_2016_Technical_Documentation.exe
http://download.microsoft.com/download/F/5/1/F5180FBA-54E9-451A-9E2E-4C88CE09089F/integritycheck_sqlserver2016.zip
http://download.microsoft.com/download/0/E/8/0E8A3BE6-5AD2-4F5D-A150-50C4ABE4DF85/Permissions_Poster_2016_and_SQLDB.pdf
http://download.microsoft.com/download/2/E/1/2E1BE529-E163-4737-82D0-549801CB668A/F24_Install_cc_triggers%20(003).sql
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This document and its links contain important information and processes for 

understanding and using SQL Server 2016 SP1 CC Version (13.0.1601.5) as evaluated and 

certified according to the Common Criteria (CC).  

 

The CC evaluation of SQL Server 2016 SP1 @ EAL2 

SQL Server 2016 SP1 has been successfully evaluated using the Security Target referenced 

below by the Information-technology Promotion Agency (IPA). The evaluation was 

performed at Evaluation Assurance Level 2 augmented by ALC_FLR.2 (EAL2+). 

 

The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about IPA, the certifying body of the Japanese government 

➔ View the SQL Server 2016 SP1 certification 

➔ Learn more about the evaluation lab, TUViT. 

 

Downloads for Microsoft SQL Server 2016 SP1 @ EAL2 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website:  

• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-1 hash sum (which should be pre-installed on Microsoft Windows).  

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “CertUtil -hashfile MS_SQL2016_F2_AGD_ADD.pdf SHA1” on the command 

prompt and verify that the SHA-1 output is identical to 

a82b23f7564ebac1ba2df555d3b1f9ff94418ed4 (hex). 

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.3.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

➔ CC Guidance Addendum 

➔ Books Online Documentation Package 

➔ Integrity Check Validation Data 

https://www.ipa.go.jp/en/index.html
https://www.ipa.go.jp/security/jisec/jisec_e/certified_products/c0537/c0537_it5563.html
https://www.tuvit.de/en
https://download.microsoft.com/download/f/e/c/fecb5b80-9964-49bf-a205-b428bd1b2170/MS_F2_ST.pdf
https://download.microsoft.com/download/e/b/8/eb833231-4c07-41e0-8ae7-b4c201763439/MS_SQL2016_F2_AGD_ADD.pdf
https://msdn.microsoft.com/en-us/library/mt742925(v=sql.1).aspx
http://download.microsoft.com/download/0/A/2/0A284F7F-352A-4BCB-B9CB-EEE2AA4601EE/integritycheck_SQL2016.zip
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➔ Permissions Poster 

➔ Install Triggers Script 

 

NOTE: CC Guidance Addendum includes references to Microsoft FCIV tool. This tool has 

been deprecated, however CertUtil or alternatively, any other tool capable of calculating 

the SHA1 sum of a file can be used instead. 

SQL Server 2014 SP1 EAL4 

SQL Server 2014 SP1 Enterprise Edition (x64) 

This document and its links contain important information and processes for 

understanding and using SQL Server 2014 SP1 CC Version (12.0.4100.1) as evaluated and 

certified according to the Common Criteria (CC). 

 

The CC evaluation of Microsoft SQL Server 2014 SP1 @ EAL4 

This is the second CC evaluation of SQL Server 2014. It evaluated the comprehensive set 

of security capabilities of SQL Server 2014 SP1 as described in the Security Target. To 

provide a timely formal evaluation as requested by Microsoft customers, the first 

evaluation was performed at the medium Evaluation Assurance Level (EAL2) by a complete 

Security Target while the second evaluation was performed at Evaluation Assurance Level 

4 augmented by ALC_FLR.2 (EAL4+). 

 

The Certifying body, CC certificate, and evaluation lab 

SQL Server 2014 SP1 has been successfully evaluated using the Security Target referenced 

below at EAL4+ by the Bundesamt für Sicherheit in der Informationstechnik (BSI). 

 

➔ BSI, the certifying body of the German government 

➔ View the SQL Server 2014 SP1 @ EAL4 certification 

➔ Learn more about the evaluation lab, TUViT 

 

Downloads for Microsoft SQL Server 2014 SP1 EAL4 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website: 

http://download.microsoft.com/download/0/E/8/0E8A3BE6-5AD2-4F5D-A150-50C4ABE4DF85/Permissions_Poster_2016_and_SQLDB.pdf
http://download.microsoft.com/download/2/E/1/2E1BE529-E163-4737-82D0-549801CB668A/F24_Install_cc_triggers%20(003).sql
https://www.bsi.bund.de/EN/Home/home_node.html
https://www.bsi.bund.de/SharedDocs/Zertifikate_CC/CC/Serveranwendungen_Datenbankserver/0929.html
https://www.bsi.bund.de/SharedDocs/Zertifikate_CC/CC/Serveranwendungen_Datenbankserver/0929.html
https://www.tuvit.de/en
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• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-1 hash sum (which should be pre-installed on Microsoft Windows).  

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “CertUtil -hashfile MS_SQL_AGD_ADD.1.1.pdf SHA1” on the command prompt 

and verify that the SHA-1 output is identical to 

289e684a4894d74540a93f0e7aecc5d148c792dd (hex). 

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.3.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

➔ CC Guidance Addendum 

➔ Books Online Documentation Package 

➔ Integrity Check Validation Data 

➔ Permissions Poster 

➔ Install Triggers Script 

 

NOTE: CC Guidance Addendum includes references to Microsoft FCIV tool. This tool has 

been deprecated, however CertUtil or alternatively, any other tool capable of calculating 

the SHA1 sum of a file can be used instead. 

SQL Server 2014 EAL2 

SQL Server 2014 Enterprise Edition (x64) 

This document and its links contain important information and processes for 

understanding and using SQL Server 2014 CC Version (12.0.2000.8) as evaluated and 

certified according to the Common Criteria (CC). 

 

The CC evaluation of Microsoft SQL Server 2014 

SQL Server 2014 has been successfully evaluated using the Security Target referenced 

below by the Information-technology Promotion Agency (IPA). The evaluation was 

performed at Evaluation Assurance Level 2 augmented by ALC_FLR.2 (EAL2+). 

http://download.microsoft.com/download/3/0/2/30259616-64B2-428E-8EC0-39BCE94A4CF3/MS_E4_ST_1.21.pdf
http://download.microsoft.com/download/E/B/B/EBB2D9CD-8C03-4D08-B190-F2111F8726AB/MS_SQL_AGD_ADD_1.1.pdf
http://download.microsoft.com/download/E/B/8/EB8C4D57-BF70-412E-98A2-EF6D8F4AACBC/SQLServer2014Document_August2014_EN.exe
http://download.microsoft.com/download/B/A/3/BA35F9C6-C204-4AF2-989C-00E0D819A760/integritycheck_SQL2014.zip
http://download.microsoft.com/download/4/7/E/47EBBA16-10CC-4021-9F33-7701A6BB3521/0245.Permissions_Poster_2014.pdf
http://download.microsoft.com/download/D/B/4/DB4ED248-BCC3-4181-AEBE-0EB56C129462/E24_Install_cc_triggers.sql
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The Certifying body, CC certificate, and evaluation lab 

 

➔ Information about IPA, the certifying body of the Japanese government 

➔ View the SQL Server 2014 Certification 

➔ Learn more about the evaluation lab, TUViT 

 

Downloads for Microsoft SQL Server 2014 

Please perform the following steps in order to ensure the integrity of the downloads from 

this website: 

• The following steps assume that the “CertUtil” tool is available for calculating the 

SHA-1 hash sum (which should be pre-installed on Microsoft Windows).  

• Download the “CC Guidance Addendum”, open a command prompt and change 

to the download directory. 

• Run “CertUtil -hashfile MS_SQL_AGD_ADD_1.0.pdf SHA1” on the command prompt 

and verify that the SHA-1 output is identical to 

bf1c1881533c0ead38f57a7a03ffce77059ad0e6 (hex). 

 

After the integrity of the “CC Guidance Addendum” has been successfully verified please 

follow the instructions in chapter 3.3.1 of the CC Guidance Addendum for the verification 

of the other downloads. 

➔ Security Target 

➔ CC Guidance Addendum 

➔ Books Online Documentation Package 

➔ Integrity Check Validation Data 

➔ Permissions Poster 

➔ Install Triggers Script 

 

NOTE: CC Guidance Addendum includes references to Microsoft FCIV tool. This tool has 

been deprecated, however CertUtil or alternatively, any other tool capable of calculating 

the SHA1 sum of a file can be used instead. 

https://www.ipa.go.jp/en/index.html
https://www.ipa.go.jp/security/jisec/jisec_e/certified_products/c0475/c0475_it3480.html
https://www.tuvit.de/en
http://download.microsoft.com/download/4/2/F/42F70E6A-2E29-4D5E-BDB3-A1A6566564B5/MS_E2_ST_1.42.pdf
http://download.microsoft.com/download/9/D/6/9D6426BF-1402-4375-BE61-C5883779D9BC/MS_SQL_AGD_ADD_1.0.pdf
http://download.microsoft.com/download/E/B/8/EB8C4D57-BF70-412E-98A2-EF6D8F4AACBC/SQLServer2014Document_August2014_EN.exe
http://download.microsoft.com/download/B/A/3/BA35F9C6-C204-4AF2-989C-00E0D819A760/integritycheck_SQL2014.zip
http://download.microsoft.com/download/4/7/E/47EBBA16-10CC-4021-9F33-7701A6BB3521/0245.Permissions_Poster_2014.pdf
http://download.microsoft.com/download/D/B/4/DB4ED248-BCC3-4181-AEBE-0EB56C129462/E24_Install_cc_triggers.sql

