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rRUUNG BAI

GIU AN TOAN CHO SINH VIEN CA TREN MANG | :::::
LAN TRONG KHUON VIEN TRUGNG HOC ?

Nhiing nguy cc k¥ thuat sé de doa tinh vi ngay cang tédng cung bao lyc gia tang
trong hoc dudng khién nha trudng gap khoé khan trong viéc bao vé sinh vién va
nhapn_vién
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36% s6 trusng dai hoc bi mot dot tén
cong trén mang moi gidy!

Gido duc bac cao la khu vuc chiém 17%

cac vu xam nhap di liéu vé&i thong tin ca
nhan bi danh cap, chi ding sau nganh y
té3

Nam 2016, theo bao cao vé Pao luat Clery,
78% t6i pham hudng dén sinh vién va nhan
vién trong trudng dai hoc?

37% lanh dao gido duc bac cao cho biét clra
ra vao va khéa trong nha trudng chua dugc
thiét k& dung chuén an toan va an ninh4

Giadi phap Théng minh va Bao mat Trudng hoc gilp cac trudng dai hoc bao
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LUra dao lay Mat dir
théng tinﬁ liéu
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vé sinh vién va gido ban ca trén mang lan trong khuén vién truong

N DDoS
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Bao vé dir liéu khoi bi xam Pam bao sinh vién ducc bao T6i da hda an toan thé chat
nhap va st dung trai phép vé tranh bi Itra dao va danh trong trudng hoc va day
cap théng tin ca nhan nhanh thgi gian phan (ing
khan cap

D&y manh kiém soat an ninh va am Thiét 1ap tuyén phong vé chuyén Kiém soat quyén ra vao toa nha
hiéu tinh hinh gitp phong chéng sau va bién phap khac phuc nham tién |gi va nhanh chong xac dinh
nhiing dgt tdn cong mdi va ngay tang cuong bao vé thong tin ca nhitng nguy cd tiém an vdi thong
cang da dang nhan cua sinh vién bao khan va phan ting nhanh hon

Hop tac v8i mét don vi dau nganh cé kha nang cung cap cac giai phap

toan dién nham dap ¢ng moi nhu cau an ninh mang va an ninh thuc té
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An ninh mang va bao vé dir liéu

Tang cudng bdo mat thong tin ca nhan, d
liéu, thiét bi, ing dung va cad s& ha tang

Phat huy ky thuat phan tich tan tién nham
nhanh chéng xac dinh hoat dong bat
thudng va am hiéu sau hon vé tan céng
trén mang

Lai ich tir viéc dugc hd trg bdi doi ngl hon
3.500 chuyén gia an ninh mang va han 1ty
USD dugc dau tu hang nam dé bao mat
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An toan va an ninh thé chat cho nha trudng

Tu déng xac dinh hoat dong kha nghi qua
phan tich video theo thdi gian thuc, dong
thai dap ng yéu cau bao mat va tinh riéng
tu cla video.

Téi da hoa an toan va tang cudng truyén
théng trong trudng hap khan cép véi tin
nhan canh bao gui dén dién thoai va ting
dung an toan

Dam bao dung déi tugng cd kha néang tiép
can dung nai vao dung thai diém nha ap
dung cach kiém soat truy cap ky thuat s6

1. VMWare, Thdch thuc Hoc ducdng: Tdn céng mang trong trudng Pai hoc, 2016. 2. B& Giao duc Hoa Ky, Céng cu phan tich dit liéu an toan va bdo mat trong trudng hoc, 2018.
3. HUB, Trudng Bai hoc — Mt mé vang dir liéu ca nhdn cho tin tac, 2017. 4. Tap chi Campus Safety, Khdo sdt Quan ly Ra vdo Trudng hoc An toan, 2017.



@ Toi da héa an toan va bao mat truc tuyén

cho sinh vién v&i cong nghé méi nhat

Xac dinh va khac phuc cac méi de doa trén mang c6 anh hudng dén di liéu sinh vién va nha trudng

Pa chan dirng dot tan cong may tinh: 2018
. 300,
Muu toan lay
cap théng tin 122
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Chuyén vién CNTT Trudng dai hoc
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Canh bao muu
thang tn " .
Chan URL
Cai dit lai
ngudi dung

Canh bao muu toan
lay cap théng tin

Vui long dgfat lai
MEIMGED

Cam ra vao trén toan trudng:
Su tr NUi trong khuon vién truang.
T4t ca cac toa nha déu dugc khoa chat
cho dén khi cé thong bao tiép theo

O PHAT HIEN NGUY CO
e PIEU PONG NHAN VIEN
e Khdai dong Iénh khéa cha

SDU<

UNIVERSITY OF
SOUTHERN DENMARK

Pai hoc Puerto Rico Trudng DPai hoc Southern Denmark

"Giai phap dua trén Microsoft Azure that ly tudng "Nhiing cong cu nhu Windows Defender ATP dugc
khong chi cho nha trudng ma cho bat ky té chiic tich hgp chuyén sau... cung cap cho chiing t6i dir
nao muén giif an toan cho cac thanh vién cua ho. liéu phan tich va giam dinh chi tiét dé€ ciing cé hé

Sy an tam ma né mang lai la vo gia.” thong bao mat noi chung.

Efrain Vazquez-Vera, Hiéu trudng Trudng dai hoc - Bo S. Dreier, Chuyén vién Bao mat CNTT
Puerto Rico tai Humacao Trudng dai hoc Southern Denmark

Dan dau nganh véi kinh nghiém siu sac vé bao mét va an toan cho nha tru’c‘jnq%

> ictus @
4

COMMVAULT

Microsoft 365 Gmec $ARMORED HiNGS  FEERTINET

= Microsoft San sang trao déi véi chuyén gia? Lién hé ching téi



https://info.microsoft.com/ww-landing-Contact-Microsoft-Education-website.html

