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Abstract

Despite the great empirical success of adversarial training to defend deep learning models
against adversarial perturbations, so far, it still remains rather unclear what the principles are
behind the existence of adversarial perturbations, and what adversarial training does to the
neural network to remove them.

In this paper, we present a principle that we call “feature purification”, where we show the
existence of adversarial examples are due to the accumulation of certain “dense mixtures” in the
hidden weights during the training process of a neural network; and more importantly, one of the
goals of adversarial training is to remove such mixtures to “purify” hidden weights. We present
both experiments on the CIFAR-10 dataset to illustrate this principle, and a theoretical result
proving that for certain natural classification tasks, training a two-layer neural network with
ReLU activation using randomly initialized gradient descent indeed satisfies this principle.

Technically, we give, to the best of our knowledge, the first result proving that the following
two can hold simultaneously for training a neural network with ReLU activation. (1) Training
over the original data is indeed non-robust to small adversarial perturbations of some radius.
(2) Adversarial training, even with an empirical perturbation algorithm such as FGM, can in
fact be provably robust against any perturbations of the same radius. Finally, we also prove
a complexity lower bound, showing that low complexity models such as linear classifiers, low-
degree polynomials, or even the neural tangent kernel for this network, cannot defend against
perturbations of this same radius, no matter what algorithms are used to train them.

*V1 of this paper was presented at IAS on this date, and can be viewed online: https://video.ias.edu/csdm/
2020/0316-Yuanzhili. We added more experiments in V1.5.
We would like to thank Sanjeev Arora for many useful feedbacks.
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1 Introduction

Large scale neural networks have shown great power to learn from a training data set, and generalize
to unseen data sampled from similar distributions for applications across different domains [39,
43, 50, 83]. However, recent study has discovered that these trained large models are extremely
vulnerable to small “adversarial attacks” [17, 91]: It has been discovered that small perturbations to
the input— often small enough to be invisible to humans— can create numerous errors in prediction.
Such slightly perturbed inputs are often referred to as “adversarial examples”.

Since the original discovery of “adversarial examples”, a large body of works have been done
emphasizing how to improve the robustness of the deep learning models against such perturba-
tions [41, 59, 60, 79, 85]. One seminal approach is called the adversarial training [61], where one
iteratively compute the adversarial perturbations for the training examples and retrain the model
with these adversarial examples. This approach was also reported in [13] as the only approach that
can defend carefully designed adversarial attacks.

However, despite the great empirical success on improving the robustness of neural networks
over various data sets, the theory of the adversarial examples is much less developed. In particular,
we found that the following fundamental questions remain largely unaddressed:

Questions

Why do adversarial examples exist when we train the neural networks using the original training
data set? How can adversarial training further “robustify” the trained neural networks against
these adversarial attacks?

To answer these questions, one sequence of theoretical works try to explain the existence of
adversarial examples using the high dimensional nature of the input space and the over-fitting
behavior due to the sample size and sample noise [29, 30, 36, 37, 63, 82, 92|, and treat adversarial
training from the broader view of min-max optimization [21, 61, 88, 89, 98]. However, recent
observations [45] indicate that these adversarial examples can also, and arguably often, arise from
features (those that do generalize) rather bugs (those that do not generalize due to effect of poor
statistical concentration). Moreover, to the best of our knowledge, all of the existing works study
adversarial examples either (1) applying to the case of an unstructured function f, or (2) under
a structured setting involving only linear learners. These theoretical works, while shedding great
lights to the study of adversarial examples, do not yet give concrete mathematical answers to the
following questions regarding the specific hidden-layer structure of neural networks, which we
refer to as “features”:

1. What are the features (i.e. the hidden weights) learned by the neural network via clean training
(i.e., over the original data set)? Why are those features “non-robust”?

2. What are differences between the features learned by clean training vs adversarial training
(i.e., over a perturbed data set consisting of adversarial examples)?

3. Why do adversarial examples for one neural network transfer to other independently trained
networks?

To answer these questions, it is inevitable to study what are the features (i.e. the hidden
weights) learned by a neural network during clean training. We point out theoretical studies are
rather limited in this direction: Most of the works only focus on the case when the training data
is spherical Gaussian or require heavy initialization using tensor decomposition [14, 18, 20, 33,
49, 52, 55, 57, 84, 86, 93, 95, 99, 105, 107], which might fail to capture the specific structure
of the input; or only consider the neural tangent kernel regime, where the neural networks are
linearized so the features are not learned (they stay at random initialization) [4, 6-8, 11, 12, 23, 23—
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Figure 1: Feature purification in adversarial training (for the first layer of AlexNet on CIFAR-10). Another visual-
ization of some deeper layer of ResNet can be found in Figure 5.

26, 35, 42, 47, 54, 58, 100, 108, 109].

In this paper, we present a new routine that enables us to formally study the learned features
(i.e. the hidden weights) of a neural network, when the inputs are more naturally structured than
being spherical Gaussians. Using this tool, we give, to the best of our knowledge, the first theoretical
result towards answering the aforementioned fundamental questions of adversarial examples, for
neural networks with ReLU activation functions. We summarize our contributions as follows:

Our theoretical results. One way to interpret our result is as follows. We prove, for certain
binary classification data set, when we train a two-layer ReL U neural network using gradient descent
(GD), starting from random initialization,

1. As long as polynomially manly training examples are used, and in polynomially number of
iterations, the learned neural network will learn well-generalizing features, and the learned
network will have close-to-perfect prediction accuracy for the unseen data sampled from the
same distribution.

2. However, even with a weight decay regularizer to avoid over-fitting, even with infinitely many
training data, and even when super-polynomially many iterations are used to train the neural
network to convergence, the learned network still has near-zero robust accuracy against small
norm-bounded adversarial perturbations to the data. In other words, those provably well-
generalizing features are also provably non-robust.

3. Adversarial training, using perturbation algorithms such as fast gradient method (FGM) [37],
can provably and efficiently make the learned neural network nearly-perfectly robust against
even the worst-case norm-bounded adversarial perturbations, using a principle we refer to as
“feature purification”. See Figure 1 for an illustration in experiment.

Feature purification: How adversarial training can perform robust deep learning. In
this work, we also give precise, mathematical characterizations on the difference between learned
features by clean training versus adversarial training, leading to (to our best knowledge) the first
explanation of how, the provably non-robust features after clean training can be provably “robusti-
fied” via adversarial training. We emphasize in prior theoretical works [32, 48, 80, 106], they study
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Figure 2: Measure of feature purifications, AlexNet on CIFAR-10 data set

adversarial examples in the context of linear models (such as linear regression, linear regression
over prescribed feature mappings, or the neural tangent kernels). In those models, the features are
not trained, so adversarial training only changes the weights associated with the linear combination
of these features, but not the actual features themselves.

In our work, we have developed, to the best of knowledge, the first theory on how adversarial
training can actually change the features of a neural network to improve its robustness. We
call this principle feature purification. Let us describe the high-level idea of this principle as follows.
The Principle of Feature Purification

During adversarial training, the neural network will neither learn new, robust features nor remove
existing, non-robust features learned over the original data set. Most of the works of adversarial
training is done by purifying a small part of each learned features after clean training.

Mathematically, as a provisional step to measure of change of features in a network, let us
use wgo) to denote the weight of the i-th neuron at initialization, use w; to denote its weight
after clean training (using wlgo) as initialization), and use w/} to denote its weight after adversarial
training (using w; as initialization). The “feature purification” principle, in math, says if we use
0(z,7) := m

Figure 2)

as a provisional measure of the correlation between “features”, then (see also

1. for most neurons: Q(wgo),wi),G(wgo),wg) =o(1);

2. for most neurons: 6(w;, w;) > C for a large constant C; and

3. for most pairs of different neurons: 6(w;,w;) = o(1).

Thus, this principle implies that both clean training and adversarial training discover hidden
weights w, w’ fundamentally different from the prescribed initialization w(®). However, in fact clean
training has already discovered a big portion of the “robust features”, and adversarial training
merely needs to “purify” some small part of each original feature. Our theory provides a proof to
this phenomenon, and more importantly, we also give a characterization on what are the “non-
robust” part of each feature that needs to be purified during adversarial training. We summarize
it as follows.

Why clean training learns non-robust features? Our work gives mathematical charac-
terizations of where the “non-robust” part of each feature comes from during clean training. As
we shall discuss in more detail in Section 6.2, training algorithms such as gradient descent will, at
every step, add to the current parameters a direction that is mazimally correlated with the label-



ing function on average. Our main observation is that such simple correlations will accumulate,
in each neuron, a “dense mixture” which is also maximumly correlated with the average of the
training data. However, due to a natural structure of the training examples we refer to as the
sparse coding model, such “dense mixture” does not have high correlation with any individual
natural training example. Thus, even with these “dense mixtures” in the features, the network can
still generalize well on the original data set due to the low correlation of “dense mixtures” with
any natural training examples. However, we observe and prove that these portions of the features
are extremely vulnerable to small, adversarial perturbations to perturb the original input along the
“dense mixture” directions. Therefore, one of the main goals of adversarial training, as we show, is
to purify the neurons by removing such “dense mixtures”. This is one of the main principal behind
feature purification.

Moreover, our theoretical work implies that these “dense mixtures” come from the “sparse
coding” structure of the data and the gradient descent training algorithm. It is rather independent
of the random initialization of the neural network at the beginning. Thus, we prove that, at least
in our scenario, adversarial examples for one network do transfer to other independently trained
ones. This is given in more details in Theorem 5.2 and Section 6.2.

Our contribution to computation complexity. We also prove a lower bound that, in special
case of the main theorem for neural networks, even when the original data is linearly-separable,
any linear classifier, any low-degree polynomial, or even the corresponding neural tangent kernel
(NTK) of this two-layer neural network, cannot achieve meaningful robust accuracy (although
they can easily achieve high clean accuracy). Together with our upper bound, we have shown
that using a higher-complezity model (such as a two-layer neural network with ReLLU activation,
comparing to NTK) can in fact achieve better robustness against adversarial perturbations. Thus,
our theory strongly supports the experimental finding in [37, 61], where experts have noticed
that robustness against adversarial examples requires a model with higher complexity. The main
intuition is that low complexity models, including the neural tangent kernel, lacks the power to zero
out low magnitude signals to improve model robustness, as illustrated in Figure 3 and Section 3.

Our experimental contributions. We also present quite a few experimental results supporting
our theory. (1) Our sparse coding model can indeed capture real-world data to certain degree. (2)
Our principle of feature purification also holds for architectures such as AlexNet and ResNet. (3)
Adversarial training using adversarial examples indeed purify some “dense mixtures” in practice.
(4) During clean training, how the features can emerge from random initialization by wining the
“lottery tickets”, as predicted by our theory. We present our experiments following each of the
theorem statements accordingly. We also include a whole Section 8 for more detailed experiments.

1.1 Related works

Adversarial examples: Empirical study. Since the seminal paper [91] shows the existence of
small adversarial perturbations to change the prediction of the neural networks, many empirical
studies have been done to make the trained neural networks robust against perturbations [41, 59,
60, 79, 85] (and we refer to the citations therein). The recent study [13] shows that the seminal
approach [61] of adversarial training is the most effective way to make the neural networks robust
against adversarial perturbations.

Adversarial examples: Theoretical study. Existing theories mostly explain the existence of
adversarial examples as the result of finite-sample data set over-fitting to high-dimensional learning
problems [29, 30, 36, 37, 63, 82, 92]. Later, it is discovered by Ilyas et al. [45] that well-generalizing



features can also be non-robust. Other theories focus on the Fourier perspective of the robust-
ness [97, 103], showing that adversarial training might be preventing the network from learning the
high frequency signals of the input image. Our theoretical work is fundamentally different from
the aspect of poor statistical concentration over finite-sample data set, and our Theorem 5.1 and
Theorem 5.3 strongly upports [45] that a well-trained, well-generalizing neural network can still
be non-robust to adversarial attacks.

Other theories about adversarial examples focus on how adversarial training might require more
training data comparing to clean training [80], and might decrease clean training accuracy [76].
The works by [32, 106] focus on how adversarial training can be performed efficiently in the neural
tangent kernel regime. The purpose of these results are also fundamentally different than ours.

Sparse coding. We use a data model called sparse coding, which is a popular model to model
image, text and speech data [65, 73, 74, 96, 101, 102]. There are many existing theoretical works
studying algorithm for sparse coding [9, 15, 40, 44, 51, 64, 81, 87, 90], however, these algorithms
share little similarity to training a neural network.

The seminal work by Arora et al. [10] provides a neurally-plausible algorithm for learning sparse
coding along with other works using alternative minimization [1, 2, 34, 53, 56]. However, all of these
results require a (carefully picking) warm start, while our theory is for training a neural network
starting from random initialization.

Threshold degree and kernel lower bound. We also provide, to the best of our knowledge, the
first example when the original classification problem is learnable using a linear classifier but no low-
degree polynomial can learn the problem robustly against small adversarial perturbations. Yet, the
high-complexity neural networks can provably, efficiently and robustly learn the concept class. The
lower bound for the classification accuracy using low-degree polynomials has been widely studied as
the (approximate) threshold degree of a function or the sign-rank of a matrix [16, 19, 22, 38, 71, 77].
Our paper give the first example of a function with high (approximate) robust threshold degree,
yet efficiently and robustly learnable by training a ReLLU neural network using gradient descent.

Other related works prove lower bounds for kernel method in the regression case [3, 5]. Generally
speaking, such lower bounds are about the actual (approximate) degree of the function, instead
of the (approximate) threshold degree. It is well know that for general functions, the the actual
degree can be arbitrary larger than the threshold degree.

2 Preliminaries

We use ||z|| or ||z||2 to denote £3 norm of a vector z, and ||z||, to denote the £,. For a matrix M €
R4 we use M; to denote the i-th column of M, and we use ||M]||s to denote maXie(d) Y je(q) Mi.j
and M|}y to denote max;e(q) }_;e(q Mi,j. We use poly(d) to denote O(d®) when the degree C is
some not-specified constant. We use the term clean training to refer to the neural network found
by training over the original data set, and the term robust training to refer to the neural network
found by adversarial training. We let sign(x) = 1 for x > 0 and sign(z) = —1 for x < 0.

Sparse coding model. We consider the training data z € R¢ generated from
x=Mz+¢

for a dictionary M € R?*P where the hidden vector z € RP and ¢ is the noise. For simplicity,
we focus on D = d and M is a unitary matrix, although our results extend trivially to the case of
D < d or when M is incoherent.

We assume the hidden vector z is “sparse”, in the following sense: for k < d%499

, we have:



Assumption 2.1 (distribution of hidden vector z). The coordinates of z are independent, sym-
metric random variables, such that |z| € {0} U [ﬁ, 1]. Moreover,

Bl =6(}), Prlal=1=0(), Prllzl=06(Z%)] =20

The first condition is a regularity condition, which says that E[||z||3] = ©(1). The second and
third condition says that there is a non-trivial probability where z; attains the maximum value,
and a (much) larger probability that z is non-zero but has a small value (Remark: It could be the
case that z; is neither maximum nor too small, for example, |2;| can also be k~%-31% with probability

k0§28 as well, or k0123 with probability kvodsgg ). The main observation is that

Fact 2.2. Under Assumption 2.1, w.h.p., ||z]jo = ©(k) is a sparse vector.

Our model of x is known as the sparse coding model, which is widely use to model image, text
and speech data [65, 73, 74, 96, 101, 102].

We study the simplest binary-classification problem, where the labeling function is linear over
the hidden vector z:

y(x) = sign ((w*, 2))

For simplicity, we assume Vi € [D], |w}| = O(1), so all the coordinates of z have relatively equal

contributions. Our theorems extend to other w* at the expense of complicating notations.

Noise model. We have allowed the inputs x = Mz + £ to incorporate a noise vector £&. Our lower
bounds hold even when there is no noise (£ = 0). Our upper bound theorems not only apply to
& = 0, but more generally to a general noise model where £ is a gaussian noise plus a “spike noise”:

é— — é—/ + Mé—//
Here, the gaussian noise ¢ ~ N(0, %I) with 02 < O(1). The spike noise ¢” is any coordinate-
2
wise independent, mean-zero random variable satisfying E[¢/?] < O (%ﬂ”) for every ¢ € [d] and

1€ |0 < ﬁ, slightly smaller than the ko% of the signal. Our upper bound theorems show
that neural network can learn the concept class efficiently even when the “spike” noise is nearly
theoretically the largest, and can even learn so robustly.

We point out that there are also essentially no dependencies among the constants in those O, ©
and €2 notations of this section, except for those obvious ones (for example Pr||z;| = 1] < E[|z]?]).
In particular, o, can be an arbitrarily large constant and Pr[|z;] = 1] can be an arbitrary small
constant times 1/d.!

Clean and robust error. The goal of clean training is to learn a model f so that sign(f(x)) is
as close to y as possible. We define the error on the original data set (a.k.a. the clean error) as:

ef) = Pr(z)[sign(f(ff)) 7yl (2.1)

Next, we consider robust error against ¢, adversarial perturbations. For a value 7 > 0 and a norm
|| - |lp, we define the robust error of the model f (against ¢, perturbation of radius 7) as:
&(f) =, Pr 305l < 7 sign(fo +) # ) (2.2)

)

! Actually, our theorem extends trivially to the case even when Pr|z;|] = d1+710(1)-
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Figure 3: Higher-complexity models using a ReLU activation is more robust than a linear classifier due to the power
to “zero-out” low-magnitude signals. (Our theorem is in symmetric ReLU for the sake of proof simplicity.)

3 Warmup Intuitions

Linear learners are not robust. One direct approach is to use (the sign of) a linear classifier
f(z) = (w*,MTz) to predict the label of 2. There are two issues of using such a classifier:

1. When o, is as large as ©(1), such classifier can not even classify = in good clean accuracy.
Recall f(z) = (w*, M"z) = (w*, 2) + (Mw*, £). By our assumption, typically |(w*, z)| = O(1)
and (Muw*,¢") ~ N(0,0(02)). Thus, when o, > O(1), noise could be much larger than signal,
and this linear classifier cannot be used to classify x correctly. In this case, actually no linear
classifier (or even constant-degree polynomials?) can give meaningful clean accuracy.

2. Even when o, = 0 so the original data is perfectly linearly-classifiable, linear classifier is also
not robust to small perturbations. Since typically |(w*, z)| = O(1) and ||w*|s = ©(V/d), one

can design an adversarial perturbation § = _ﬁii*”;” for a large constant C, that can change
2

the sign of the linear classifier f(z) = (w*, M 'x) for most inputs. Thus, this linear classifier
s not even robust to adversarial perturbations of {5 norm © <ﬁ) In fact, no linear classifier

can be robust to such small adversarial perturbations.

High-complexity models are more robust. Another choice to learn the labeling function is
to use a higher-complexity model f(z) = >_,¢y wi (M, x>l|<Mi7I>|Zﬁ' Here, the “complexity” of
f is much higher because an indicator function is used.® Since (M;, z) = z; + (M;, £), by our noise
model, we can show that as long as z; # 0, |(M;,x)| > ﬁ with high probability. Thus, f(z) is
equal to the true labeling function (w*,z) w.h.p. over the original data set, which is (much) more
robust to noise comparing to a linear model (w*, M z).

Moreover, this f is also more robust to lo adversarial perturbations. By Fact 2.2, w.h.p. there
are at most O(k) non-zero coordinates in z, and thus there are at most O(k) many i € [d] with
1‘<Mi71’>|2ﬁ = 1. Using this, one can derive that this high complexity model f has 1 —o(1) robust

accuracy, against any adversarial perturbation of /o radius 0(1 / \/E) This is much larger than that
of 0(1 / \/&) for a linear classifier, and it is actually information theoretically optimal.

To sum up, higher-complexity models (such as those using ReLLU) have the power to zero out
low-magnitude signals to improve adversarial robustness, as illustrated in Figure 3.

2One may think that using for example degree-3 polynomial > w} (M, z)® can reduce the level of noise, but
notice due to the diversity in the value of z; when z; # 0, one must use something close to linear when |z;| is large.
Applying Markov brothers’ inequality, one can show the low-degree polynomial must be close to a linear function.

30ne concrete measure of “higher complexity” is that f cannot be well-approximated by any low (constant) degree
polynomial.
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Figure 4: Reconstruct the original image using sparse linear combinations of the AlexNet’s features (adversarially
trained). The average sparsity is only 4.05% or less. More experiments in Section 8.3.

Learning robust classifier using neural network. Motivated by the above discussions between
linear vs. high-complexity models, our goal is to show that a two-layer neural networks can (after
adversarial training) learn a robust function such as

f@) =~ ) wi[ReLU((M, z) — b) — ReLU(— (M, z) — b)]
i€ld]
Here, RelLU is the ReLU activation function, and b ~ ﬁ% In this paper, we present a theorem
stating that adversarial training of a (wlog. symmetric) two-layer neural network can indeed recover
a neural network of this form. In other words, after adversarial training, the features learned by
the hidden layer of a neural network can indeed form a basis of the input = where coefficients are
sparse. We also present a theorem showing exactly why, clean training will not learn this robust
function. We also verify experimentally that the features learned by the first layer of AlexNet (after
adversarial training) indeed form a sparse basis of the images. See Figure 4.

4 Learner Network and Adversarial Training

In this paper we consider a simple, two layer (symmetric)* neural network with ReLU activation.

f@) = ai[ReLU((wi, ) — b; + pi) — ReLU(—(ws, x) — bi + py)]
i=1
In this way we have f(z) = —f(—xz). We refer to w; € R? as the hidden weights (or features) for this
network. Each p; ~ N (0, aﬁ) is a smoothing of the original ReLLU, also known as the pre-activation

noise. Equivalently, one can use the smoothed ReLU activation R/e\l_/U(:U) =[E,ReLU(z + p). In our
paper, 0, is smaller than b; and much smaller than the typical value of (w;, ). The main role of the
pre-activation noise is simply to make the gradient of ReLLU smooth, which simplifies our analysis
for the sample complexity (to avoid over-fitting), as well as using certain algorithms to find the
adversarial examples. In this paper, unless specially specified, we will use p to denote (pi)ie[m]'

(0)

A ~
(2

To simplify analysis, we fix a; = 1 throughout the training. At initialization, we let w

“We assume the neurons are symmetric (i.e., with (w;, —w;) pairs) to simplify proofs.



N (0, 081) for o = m and all b; = b(®. We use wgt) to denote the hidden weights at time ¢,

and use fi(w;x, p) to denote the network at iteration ¢

m

futww,p) = 3 (ReLU((wl”,2) + pi — ) — ReLU(~{ul”, 2) + pi — b))
=1

Given a training set Z = {z;, y;} je[n] together with one sample of pre-activation noise pl9) for each
(x5,y;), we define

Lossi(w; x,y, p) def log(1 + e*yft(w;:v,p))

Loss;(w) & E  [Lossi(w;x,y,p)] I/B_s/st(w) ar 1 Z [Loss:(w; z;,;, p7)]
zy=y(x).p N
JE[N]
Obj,(w) = Lossy(w) + A Y Reg(w;) Objy(w) © Loss;(w) + A Y Reg(w;)
i€[m] icm]

Above, Loss;(w; z,y, p) is the standard logistic loss, Loss;(w) is the population risk and f(;_s/st(w)
is the empirical risk. We consider a strong, but quite natural regularizer to further avoid over-

12 13
fitting, given as Reg(w;) © (% + %) > We consider a fixed \ = M for simplicity,5
although our result trivially extends to other (lager) values of A.
Similar to Eq. (2.1), we defined the (clean, population) classification error at iteration ¢ as
&< Pr[y#sign(filw;z,p))] .
zy=y(z),p
We denote

) % fog(1 47 |

Gz, p

and observe E[¢;(w®: z,y, p)] > Q(EF).
We consider gradient descent training algorithm with step length 1 > 0, see Algorithm 1. (Our
result extends to stochastic gradient descent at the expense of complicating notations.) We assume
for simplicity the bias terms bgt) =...= b%) and they grow together:” when near initialization,
we manually increase the (negative) bias bt = p(®) 4 B where B = 2 for some small constant

cp > 0— this corresponds to the “lottery ticket winning” phase to be discussed later in Section 6.1;
) _ »®
P logd

s=—yfe(w®;z,p)

and whenever b(®*) reaches ﬁ we set B = 0. We also choose pre-activation noise o

O((logloglogd)?) for t < T, = polyl(d)r]’ and a,(f) = 1g(gt>d - O((logloglog d)3) for t > T.

4.1 Adversarial training

Let us consider an arbitrary (norm-bounded) adversarial perturbation algorithm A.

Definition 4.1. A perturbation algorithm A (a.k.a. attacker) maps the current network f (which
includes hidden weights {w;}, output weights {a;}, bias {b;} and smoothing parameter o,), an input

2
llwill3
2

50Of course, is known as the weight decay regularizer, used practically everywhere for neural network training.

The additional % is an analog of the weight decay regularizer when combined with batch normalization [46].
SThroughout this paper, the purpose of anylogloglogd factor is to cancel out arbitrarily large constants so that
we can present theorems and lemmas with simpler notations.
"More generally, if one also wants to train b; then they have different values. Our analysis does extend to that
case when the spike noise is large (o, = (1)), at the expense of complicating the proofs.



Algorithm 1 Clean Training using Gradient Descent

1: b©) « 0 for every i € [m).

2: for t € {0,1,2,--- , 7 — 1} do

3. For each (zj,y;) € Z, sample pre-activation noise p¥/) i.i.d. ~ N(0, (U,(;t))2]:m><m).
4:  Define empirical objective al;jt(w) at this iteration using {pU )}je[ N]-

5. For each i € [m], update wEtH) — wgt) — nvwi(f)ﬁjt(w(t))

6:  Update bt « p(®) 4 nB

7: end for

z, a label y, and some internal random string r, to R? satisfying

HA(fvxayvr)Hp S T .

for some £, norm. We say A is an o perturbation algorithm with radius 7 if p = 2, and {
perturbation algorithm if p = co.

For simplicity, we assume A satisfies for fizved f,y,r, either ||A(f, z,y,7)|, < m, or A(f,z,y,r)
is a poly(d)-Lipschitz continuous function in x.

One can verify that for our network, the fast gradient method (FGM) [37] satisfies the above
properties. We formally state the adversarial training algorithm in Algorithm 2.

Algorithm 2 Adversarial Training Algorithm

1: Begin with a network fr, learned through clean training in Algorithm 1.
2 for t € {T3, Tt +1,--- , T+ Tz — 1} do
d

5‘1 ) Xy + A(fa T Yj, 7"])
For each (r;,y;) € Z, sample pre-activation noise p\¥) i.i.d. ~ N(0, (U,(;t))zImxm).

3:  For every (zj,y;) € Z, perturb x

Define empirical objective GEit(w) at this iteration using {xéadv
) of0 g5, O

% [

4
5
6:  For each i € [m], update w
7: end for

The (true) robust classification error at iteration t, against arbitrary £, norm perturbation of

radius 7, is given as (c.f. (2.2))
&= Pr [35eR% 8], <7 :sign(filz+3)) #y]
z,y=y(z),p
In contrast, the (empirical) robust classification error against algorithm A is
& Pr o [sgn(filz+A(fi2,.7)) # ]
z,y=y(x).p,r

Our main upper bound theorems apply to all adversarial training algorithms under Definition 4.1,
via minimizing £”. To obtain true provable robustness for £, as we shall see, one can for instance
let A be the fast gradient method (FGM) [37], a widely used algorithm to find adversarial examples.
In our language, FGM is simply given by:®

. . 1 .
Alfoz.y) = argming, 5, <, (yVaf(2),0) i |Vaf ()l = soras
0 otherwise.
8Here, ||||q is the dual norm of ||||,. In our case, due to the pre-activation noise, we define V,f(z) =

V2 E, f(z;w,p). Also, we have zeroed out A(f,z,y) when ||V, f(z)|lq is extremely small for the convenience of
analysis, because otherwise A(f,z,y) is not Lipscthiz continuous at those points.
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5 Statements of Main Results

5.1 Clean Training, Adversarial Training and ¢, Robustness

For simplicity, in this subsection we sketch our main results for a special case k = d°-35, although
our theorems hold for a wide range of k in the full appendix.

Theorem 5.1 (clean training, sketched). There exists an absolute constants C,c > 0 such that for
every constant co € (0,c], every d and m with m = d'"+0, given N > Q(d®) many training data, for
every learning rate n € (O, Q(Cllc)] the following holds with high probability: Define T,. := @(d1 01)

1. Global feature learning: for every t > T,., (full version see Theorem C.2)
0)\2
icm ]<w£t%w§ ) = 0(1) % L w13 - 0”1} and
2
e (wi” 0" =o<1>x(zze[m] lwf”18)* -

2. Clean accuracy: for everyt € [ch dlosd /], (full version see Theorem D.1)
& = ly # sign(fi(w";z, )] < o(1) .

zy= y(x P
3. Clean tmming is not robust: for every t € [Tee,d' %% /n), every T > W, using perturbation
0=— HMw*H (which does not depend on f;), (full version see Theorem E.1)

& > Prfy(w®;z+6,p) £yl =1-0(1) .
Z,Y,pP

Why clean training is non-robust? Theorem 5.1 indicates that clean training has good clean
accuracy but terrible robust accuracy. Such terrible robust accuracy holds even when a super-
polynomially many iterations and infinitely many training examples are used to train the neural
network. In the next theorem, we give a precise characterization of what are hidden weights {w; } are
after clean training, and why they are not robust. More intuitions regarding how the “non-robust
portions” of these features are actually formed during clean training can be found in Section 6.2.

Theorem 5.2 (clean training features, sketched). For every neuron i € [m|, there is a subset N;
of size |Nj| = O(1) such that, for every t € [Te., d°8%/n),

(t) Z i jwi M + Z Bijwi M (full statement see Theorem C.2)
JEN; JEN
where each o j € [4-,d°] and each |B; ;| < dl—k,c for some small constant ¢ € [0,0.001]. Moreover,

1 1 Kk k
md Z Bij € Llc X 7 d¢ x d] ) (full statement see Lemma E.2)
i€[m],j€ld]
Hence, Theorem 5.2 shows that instead of learning the “robust features” {M,};¢(q, intuitively,
ignoring the small d° factors, imagining as if |V;| = 1, and assuming for simplicity all the 3; ;’s are
of similar (positive) magnitude, then, clean training will learn for each neuron:

w) ~O()M; + Y [@ (2) w;,Mj,} (5.1)

J'#3

Feature purification: mathematical reasoning. Eq. (5.1) says that, after clean training, the
neural network will be able to learn a big portion of the robust feature: ©(1)M;. But, on the
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other hand, it will also learn a small “dense mixture” v = Zj,?éj [@ (%) w]*,Mj/}. In our sparse

coding model, each z is of form x = Mz + £, where z is a sparse vector. Thus, such “dense
mixture” v has low correlation with almost all inputs x from the original distribution. Therefore,
these “dense mixtures” will have negligible effect for clean training accuracy. However, as shown
in the proof of Theorem 5.1, such dense mixture is extremely vulnerable to small but dense
adversarial perturbations of the input, making the model non-robust. We point out that, such
“dense adversarial perturbation” directions do not exist in the original (clean) data.” Thus, one
has to rely on adversarial training to remove such “dense mixtures” to make the model robust.
This is the main spirit of the principle of feature purification. We illustrate this in Figure 5.

orse + mixtures” become “pure horse

adversarial
training

—

“car + mixtures” become “pure car”

Figure 5: Experiments support our theory that adversarial training do purify “dense mixtures”, through for instance
visualizing some deep layer features of ResNet on CIFAR-10 data. More experiments in Section 8.2.

Where does “dense mixture” come from? We also provide intuitions on how these “dense
mixtures” are generated during clean training, see Section 6.2. At a high level, at each iteration, the
gradient VODb]j will bias towards the direction that is positively correlated with the labeling function
y = sign((w*, 2)), and since = Mz + ¢ in our model, such direction should be Mw* =}, w;M,.

Recall we have argued in Section 3, when the noise level o, > Q(1) is large, this dense direction
can not be used to classify y directly. Yet, our critical observation is that, especially for well-trained
neural network which can “de-noise” &, this dense direction is actually locally positively correlated
with the labeling function y, and thus can be accumulated in the hidden weights during the course
of a local training algorithm such as gradient descent.'®

Theorem 5.3 (adversarial training, sketched). In the same setting as Theorem 5.1, suppose A is

an fo perturbation algorithm with radius T < ﬁ Suppose we run clean training for Ty > Te.

iterations followed with adversarial training for Ty = @(#) iterations. The following holds with

high probability.
1. Empirical robust accuracy: 573 =o(1) for T =T + Tg. (full statement see Theorem F.1)

90ne can try to add these “dense mixtures” directly to the training data set, which we conjecture to be similar
to the approach in [45]

10Tn contrast, if a linear classifier is used, it cannot de-noise £ and thus such dense direction shall not be accumulated;
however, no linear classifier can achieve good clean accuracy when o, > Q(1) is large.
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2. Provable robust accuracy: when A is the fast gradient method (FGM), we also have & = o(1).
(full statement see Corollary F.2)
3. Feature purification (local): for every t € [Ty, T¢ + Ty — 1],
T t T
it 0™ = w3 = 0(1) x Ticp ™3
(see (F.12) in the proof of Theorem F.1)

As we illustrate in Figure 6, one of the main goals of adversarial training is to remove “dense
mixtures” to make the network more robust. Before adversarial training, the adversarial perturba-
tions are “dense” in the basis of {M};¢(q. After adversarial training the adversarial perturbation
becomes “sparse” and more aligned with inputs from the original data set.

original images
T . TSy EINe A SV e | =D

adversarial perturbations for clean-trained models (scaled by x5)

adversarial perturbations for robust-trained models (scaled by x5)

Figure 6: Adversarial examples before and after adversarial training; ResNet-32, CIFAR-10 data set. For clean-
trained models, adversarial perturbations are “dense.” After robust training, the “dense mixtures” are re-
moved and adversarial perturbations are more aligned with actual images. More experiments in Section 8.3.

5.2 [/, Robustness and Lower Bound for Low-Complexity Models

We also have the following theorem (stated in special case for simplicity) for ¢, robustness.

Theorem 5.4 ({4, adversarial training, sketched). Suppose |M|so, |[|[M||1 = d°V). There eists
constant ¢ € (0,co) such that, in the same setting as Theorem 5.3, except now for any k €
[de,d%3%), and A is an loo-perturbation algorithm with radius T = p—-yglrmro Then, the same

Theorem 5.3 and Theorem 5.1 still hold and imply
e clean training is not robust again l~ perturbation with radius k2+c17'
e adversarial training is robust against any loo-perturbation of radius T = W»N}JF—QCO.

This gives a gap because cg, ¢y can be made arbitrarily small.
(full statements see Theorem E.1 and Theorem F.4)

We also show a lower bound that no low-degree polynomial, nor even the corresponding neural
tangent kernel (NTK), can robustly learn the concept class. Recall

Definition 5.5. The feature mapping of the neural tangent kernel for our two-layer network f is

®(z) = (xIE (]]'<wi,m>+pi2bi - ]l(wi,priZbi))

m

=1
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Therefore, given weights {v;}icm], the NTK function p(x) is given as

p(x) = Z (z,v:) piNA%O,JQ) (]l<wi,x)+p¢2bi - ]]'*<wi,m>+Pi2bi)
i€[m] p
In this paper we consider a wide range of NTK parameters: wlog. each w; ~ N(0,1), p; ~
N(0,02,) for arbitrary o,, € [0,d°V] and |b;] = d°1).
Our lower bound holds even for a most simple case when M = I and o, = 0, so the original
concept class is linearly separable. We prove the following:

Theorem 5.6 (lower bound). For every constant C > 1, suppose m < d®, then there is a constant
c > 0 such that when k = %, considering U~ perturbation with radius ™ = kl—loo, we have w.h.p.

over the choice of w;, for every p(z) in the above definition,

1—o(1
E(p) > 20() . (full statement see Theorem G.1)
(In contrast, Theorem 5.4 says adversarial training of neural network gives robust radius 7 = k%ﬁ)
Since a poly-sized NTK kernel is known to be powerful enough to incorporate any low complexity

functions (such as constant-degree polynomials) [6], we have the following corollary.

Corollary 5.7 (lower bound). In the same setting as Theorem 5.6, if q(x) is a constant degree

. r 1—o(1
polynomial, then we also have E"(q) > #

6 Overview of the Training Process

In this section, we present an overview of the proof for the training process, using gradient descent
starting from random initialization. The complete proof is deferred to Appendix.

6.1 Wining Lottery Tickets Near Random Initialization

Our proof begins by showing how the features in the neural network are emerged from the random
initialization. In this phase, the loss function is not sufficiently minimized yet, so the classification
accuracy remains around 50%. However, we observe that in this phase, the gradient descent process
will already drive the neural network to learn a rich set of interesting features out of the random
initialization. We call this process “lottery ticket winning” near random initialization, which is
related to the study of [31].

Remark. This “lottery ticket winning” process is fundamentally different from the neural
tangent kernel analysis (e.g. [4, 7, 8, 11, 12, 23-26, 35, 42, 47, 54, 58, 100, 109]). In this
phase, although the loss is not sufficiently minimized, the activation patterns of the ReLU’s will
change dramatically, so that they can have little correlations with the random initialization.
Yet, we develop a new theoretical technique that allows us to control the change of the weights
of the neurons, as we summarize below.

We derive the following property at random initialization. At iteration ¢ = 0, the hidden weights are
initialized as wgo) ~N (0, O‘%Idxd). Using standard properties of Gaussians, we show the following
critical property: as long as m > d'?, there exists small constants c3 > ¢4 > 0 such that
(i) For most of the neurons i € [m], maxje[d}ﬂMj,wgo))z} <202 logd.
(i) For at most i fraction of of the neurons i € [m], there is a dimension j € [d] with
(M, w§0)>2 > 2.0102 log d.
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(iii) For at least i fraction of of the neurons i € [m], there is one and only one j € [d] such that
(M;, w§0)>2 > 2.020% log d, and all the other j' € [d] satisfies (M, w§0)>2 < 2.0103 logd.

In other words, even with very mild over-parameterization m > d*9!, by the property of random
gaussian initialization, there will be some “potentially lucky neurons” in (ii), where the maximum
correlation to one of the features M; is slightly higher than usual. Moreover, there will be some
“lucky neurons” in (iii), where such “slightly higher correlation” only appears with one and only
one of the target features M.

In our proof, we denote the set of the neurons in (iii) whose correlation with M; is slightly

higher than usual as the set S (0 and denote those in (ii) as S (0

J,sure’ J,pot*
process during the training, as given in Theorem C.1:

We will identify the following

Lottery tickets winning process

For every j € [d], at every iteration t, if i € 89 then <Mj,w§t))2 will grow faster than

j,sure’

(M, wgt)>2 for every ¢, until (M, w(t))2 becomes sufficiently larger than all the other (M, wgt)>2.

[

In other words, if neuron ¢ wins the lottery ticket at random initialization, then eventually, it
will deviate from random initialization and grow to a feature that is more close to (a scaling of) Mj;.
Our other main observation is that if we slightly over-parameterize the network with m > d'901,
then for each j € [d], |SJ(-’08)M6| > 1 and |SJ(-?p)Ot| < d%%1. Or in words, each “lottery ticket” M, will
be won at least once, but at most d*°' times. We also illustrate the lottery ticket winning process
experimentally in Figure 7.

epoch 0 epoch 0.3 epoch 0.6 epoch 1 epoch 1.5 epoch 2

BEL

epoch 2.5 epoch 10 epoch 20

epoch 3

Figure 7: Lottery tickets winning process, AlexNet, CIFAR-10 data set.

6.2 The Formation of “Dense Mixtures” During Training

The next phase of our analysis begins when all the neurons already won their lottery tickets near

random initialization. After that, the loss starts to decrease significantly, so the (clean) classification

error starts to drop. We shall prove that in this phase, gradient descent will also accumulate, in each

neuron, a small “dense mixture” that is extremely vulnerable to small but adversarial perturbations.
To show this, we maintain the following critical property as given in Theorem C.2:
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If a neuron © wins the lottery ticket for feature M; near random initialization,
then it will keep this “lottery ticket” throughout the training.
(t)

Or in math words, for each neuron i, after (M;,w;”)? becomes sufficiently larger than all the

other (M, wgt))2 at the first stage, it will stay much larger than other (M, wgt))2 for the remaining
of the training process. To prove this, we introduce a careful coupling between the (directional)
gradient of the neuron, and the (directional) Lipschitz continuity of the network f;, this is given in
Section C.4.2.

The vulnerable “dense mixtures”. The most critical observation in this phase is the formation
of “dense mixtures”, where we show that even for the “lucky neuron” that wins the lottery ticket,
the hidden weight of this neuron will look like (see Lemma E.2)

k
J'#7
In other words, up to scaling, these neurons will look like w; ~ M, + v;, where v; is a “dense
mixture” v; = © (g) >z WMy
The key observation is that v; is small and “dense”, in the sense that it is a mixture of all the
other features {M};¢c|q, but each of the feature has a much smaller contribution comparing to
the leading term M. Recall each input x = Mz + § so with high probability:

)] <G (e ©2)

In the “sparse coding” regime, this value is even smaller than % when k& < v/d. Thus, this “dense
mixture” will not be correlated with any particular natural input data, and thus the existence of
these mixtures will have negligible contribution to the output of f;.

However, if we perturb input x along the “dense directions” § Zj,e[d] M/, we can observe

that:
ur, 8] = © (\2”&’2)

Comparing this with Eq (6.2), such “dense perturbation” can change the output of the neural
network f; by a lot, using a small 6 whose norm is much smaller than that of x. Thus, at this
phase, even when the network has a good clean accuracy, it is still non-robust to all these small yet
dense adversarial perturbations. Moreover, this perturbation direction is “universal”, in the sense
that it does not depend on the randomness of the model at initialization, or the randomness we use
during the training. This explains transfer attacks in practice: that is, the adversarial perturbation
found in one model can also attack other models that are independently trained.

Feature purification. Since Eq. (6.2) suggests most of the original inputs have negligible cor-
relations with each dense mixture, during clean training, gradient descent will have no incentive
to remove those mixtures. Thus, we have to rely on adversarial training to purify those “dense
mixtures” by introducing “adversarial examples”. Those examples have correlation with v;’s that
are higher than usual. As we prove in Theorem 5.1 and illustrate in Figure 1: such “purifications”,
albeit imposing only a small change to each neuron, will greatly improve the robustness of the
neural network.

The formation of the “dense mixtures”. To further help the readers understand how those
“dense mixtures” are formed, we sketch the proof of Theorem E.1 (which shows why clean training
is provably non-robust). The main observation is that when the “dense mixtures” are small, the
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negative gradient of the (say, population) loss with respect to each neuron wj; is approximately
given by:

—VaLossw®) x B [yb(wia,0) (L0, o + I 00 40 M|

z,y=y(z),p
As a result,
_<VwiLOSS(w(t))7 Mw*> ~ x’y:IyE(x%p [yf; (w(t); TR p) (]l<w£t),a:)+p¢2b(t) + ]l—(wgt),m)—i-piZb(t)) <w*7 Z)]

Since y = sign((w*, z)), we have y(w*,z) > 0, ¢ > 0 and the indicators are always non-negative.
Therefore, —(V,,,, Mw*) is quite positive, and during clean training, it will naturally accumulate
in each neuron and thus result in non-trivial correlation with Muw™*.

We notice that this is indeed a special property of gradient descent. Consider the case when
02 = Q1), so x = Mz + ¢ with ||¢]la = Q(1) = Q(|Mz]||2). With high probability, a linear
classifier using direction Mw* can not be used to classify x correctly. Yet, this direction Mw*
is still locally positively correlated with the labeling function y, especially for well-trained,
well-generalizing neural networks when the ¢ can be “de-noised”. (Stochastic) gradient
descent, as a local update algorithm, only exams the local correlation between the update direction
and the labeling function, and it does not exam whether this direction can be used in the final result.
Thus, this “dense direction” Mw* will be accumulated step by step, leading to a “non-robust” part
of the each of the features during clean training. In fact, even if we use w; = M; as initialization
as opposed to random initialization, continuing clean training will still accumulate these small but
dense mixtures. See Figure 8.

clean training adversarial training

pure features

(random init)

(linear model)

dense mixtures adversarial training blocks
this incentive by introducing Clean training has the incentive to
dense adv-perturbation accumulate dense mixtures

associated with the linear model

Figure 8: Overall summary of clean training, adversarial training, in the language of pure vs dense features. (Exper-
iment based on AlexNet on CIFAR-10 dataset.)

7 Conclusion

In this paper, we made a first step towards understanding how, in principle, the features in a
neural network are learned during the training process, and why after clean training, these provably
well-generalizing features are still provably non-robust. Our main conclusion is that during the
clean training process using (stochastic) gradient descent, the neural network will accumulate, in
all features, some “dense mixture directions” that have low correlations with any natural input,
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but are extremely vulnerable to (dense) adversarial perturbations. During adversarial training,
such “dense mixtures” are purified to make the model more robust. Our results suggest that the
non-robustness of clean training is mainly due to two reasons:

1. the inductive bias of gradient descent, and

2. the “sparse coding” structure of the data.

Both reasons are necessary in some sense. First, a robust model is also a global minimizer of
the clean training objective; our theorem shows that even with proper regularization and infinite
training examples to avoid over-fitting, gradient descent still has inductive bias towards finding a
non-robust model instead of the robust one. Second, it is easy to come up with data sets— such
as linear-classifier labels over well-conditioned “mixture of Gaussians” like inputs— where clean
training using gradient descent directly achieves the best robust accuracy. Thus, to understand the
non-robustness of neural networks, we more or less have to take into account the gradient descent
algorithm and the structure of the inputs.

Indeed, our step is still very provisional. We immediately see a plethora of extensions from
our work. First of all, natural images have much richer structures than sparsity; hence, those
“non-robust mixtures” accumulated by clean training might also carry structural properties other
than density. Moreover, we would like to extend our work to the clean and robust training of
multi-layer neural networks, possibly with “hierarchical feature purification” processes. Indeed,
understanding the whole picture of adversarial examples and adversarial training might require a
complete understanding of deep learning.

8 Experiment Details

We perform experiments using three standard architectures, AlexNet, ResNet-14, and ResNet-32
with basic blocks, and tested on the CIFAR-10 dataset.!'!

We discover that learning rate 0.1 for good for ResNet and 0.05 is good for AlexNet; while
weight decay 0.0001 is good for ResNet and 0.0005 is good for AlexNet (this was also recommended
by the git repo authors). We use standard SGD with 0.9 momentum as the training algorithm.
During adversarial training, we have implemented:

e The empirical {s perturbation algorithm (i.e., attacker) suggested by [78]. We choose two sets
of parameters so that the adversarial training task is somewhat non-trivial, where the testing
(empirical) accuracy is 40 ~ 50%. We denote the attackers by £3(4.6,0.25) and ¢5(2.3,0.12).12

e The empirical ¢, perturbation algorithm (i.e., attacker) [61], with /o radius 4/255 and 8/255,
together with 7 steps of PGD attack. We call them £o,(4/255) and £ (8/255) respectively.

We mostly focus on the ¢5(4.6,0.25) attacker in this paper, but shall compare them in Section 8.4.

8.1 Feature Visualization of Deeper Layers

Visualizing the first layer of any trained architecture is trivial: for instance, for AlexNet, the weight
tensor of the first layer is 3 x 11 x 11 which gives the RGB color of 11 x 11 patches (and this was

1We used the implementations from https://github.com/bearpaw/pytorch-classification. We used their
default random crop and random flip as data augmentation.

12We use their SMOOTHADVpgp attacker with following parameters. We use ¢ = 0.25 which is the random Gaussian
perturbation added to the input; use MTRAIN = 2 which is the number of Gaussian noise samples used per training
sample, use Tpgp = 4 which is the number of PGD attack steps, and use € = 4.6 which is the ¢2 radius for the PGD
attacker. We also follow their instruction to perform 10 warmup epochs to gradually increase ¢ from zero to 4.6. We
call this ¢2(4.6,0.25). We have also implemented ¢2(2.3,0.12).
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(g) ResNet-14, layer 13 visualization, clean vs robust (h) ResNet-32, layer 27 visualization, clean vs robust

Figure 9: Visualization of deep features on cleanly-trained vs. robustly-trained models.
Take-away message: features from robustly-trained models are more “pure” and closer to the the real
image space. We hope that our work can be extended to a “hierarchical feature purification” for multi-layer
neural networks, using the recent advance in the theory of training deep neural networks efficiently and
beyond NTKs |3, 5]

precisely what we presented in Figure 1). However, such visualization can be less meaningful for
ResNet because the tensors are of dimension 3 x 3 x 3.

Visualizing the features presented by deeper convolutional layers is an active research area,
dating back at least to [28]. Perhaps the most naive approach is to start from a randomly initialize
image (of size 3 x 32 x 32), then take a specific neuron n at some layer, and repeatedly take its
gradient with respect to the image. If we keep adding this gradient to the input image, then ideally
this gives us the image which “excites” n the most. Unfortunately, it is a common knowledge in
this area that this naive approach does not lead to “visually meaningful” images as we go (even
slightly) deeper into a network (see e.g. the left column of Figure 9).

In existing literature, researchers have tried to various ways to resolve this issue (see e.g. an
extensive survey by Olah et al. [72] and the references therein). At a high level, some penalizes the
image to remove high-frequency noise [62, 66, 68, 75, 94]; some searches for images that can still
excite the given neuron after jittering [66, 67, 75, 94]; and some searches only in the space of “real
data” by building a model (e.g. using GAN) to capture the prior [66, 69, 70].

We observe that, if the model is robustly trained, then one can directly apply the naive approach
to visualize features of the deep layers, and the resulting images can be “visually very meaningful.”
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See Figure 9.1 Our theory in fact explains this phenomenon: the “dense mixtures” accumulated
during clean training is extremely harmful to the visualization effect, since they are “visually
meaningless.” After robust training, such “dense mixtures” are removed so the visualization starts
to align with human concepts.

Throughout this section we stick to this naive approach for visualizing features of deep layers.™

8.2 Feature Purification at Deeper Layers

Since our theoretical result shows the “feature purification” principle of a single layer, we perform
the following experiment to verify this in practice, to study the effect of “feature purification”
in each layer individually. For each of architecture A € {ResNet-14, ResNet-32}, we select some
convolutional layer ¢. For each pair (A,¢), we

e perform T epochs of adversarial training;

e freeze the weights of layers 1,2,...,¢ — 1 and re-randomize weights of layers ¢,¢ +1,...;

e perform T epochs of clean training (by training weights of layers ¢,/ +1,...);

e perform T epochs of adversarial training (by training weights of layers ¢,/ +1,...).
Then, we visualize the features on layer ¢

e at the end of epoch T' (indicating layer ¢ is random),

e at the end of epoch 27 (indicating layer £ is clean trained), and

e at the end of epoch 3T (indicating layer ¢ is adversarially trained).

We present our findings in Figure 10 and Figure 11 respectively for ResNet-14 and ResNet-32.

We also point out that with this training schedule, even when the first (¢ — 1)-layers are fixed
to “robust features” and only the £,£ 4 1,--- layers are trained, after clean training, the robust
accuracy is still 0%.

13This should not be surprising given that the “jittering” technique is known to work in practice on visualizing
clean models.

H8pecifically, starting from a random input image, we take 2000 gradient steps to update the image so that
the given neuron at a specific layer is excited the most. To make the result image even prettier, we have slightly
regularized this process by: (1) adding a weight decay factor to incentivize the image to go to RGB (128,128,128);
(2) using the sign of the gradient instead of the gradient itself (similar to the fo, attacker [61]).
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(c) layer 11 feature visualization (rand vs clean vs robust) (d) layer 13 feature visualization (rand vs clean vs robust)

Figure 10: Visualization of the ¢-th layer features from ResNet-14 for ¢ € {5,7,11,13}.
Take-away message: feature purification happens even at deep layers of a neural network.

(e) layer 29 feature visualization (rand vs clean vs robust) (f) layer 31 feature visualization (rand vs clean vs robust)

Figure 11: Visualization of the ¢-th layer features from ResNet-32 for £ € {13, 23, 25,27,29,31}.
For each case of £, the first £ — 1 layers are frozen at some pre-trained robust weights, and only layers
deeper than or equal to ¢ are trained. “rand” refers to layers > ¢ are randomly initialized, “clean” refers
to layers > £ are cleanly trained, and “robust” refers to layers > £ are adversarially trained.
Take-away message: feature purification happens even at deep layers of a neural network.

21



8.3 Sparse Reconstruction of Input Data and of Adversarial Perturbation

sparsity %
sparsity %
sparsity %

0.00125 0.0025 0.005 0.01 0.02 0.04 0.08 0.00125 0.0025 0.005 0.01 0.02 0.04 0.08 0.00125 0.0025 0.005 0.01 0.02 0.04 0.08
regression error regression error regression error
—e—robust_feature fitdata  --#--clean_feature fit data —e—robust_feature fit data +-clean_feature fit data —e—robust_feature fit data --clean_feature fit data

rand_feature fit data rand_feature fit data rand_feature fit data

(a) AlexNet, fit input images (b) ResNet-14, fit input images (c) ResNet-32, fit input images

sparsity %
&

sparsity %

sparsity %

0.00125  0.0025 0.005 0.01 0.02 0.04 0.08 00125  0.0025 0.005 0.01 0.02 0.04 0.08 00125  0.0025 0.005 0.01 0.02 0.04 0.08

regression error regression error regression error

—e—robust_feature fit robust_delta --®--robust_feature fit clean_delta —e—robust_feature fit robust_delta +--robust_feature fit clean_delta —e—robust_feature fit robust_delta +--robust_feature fit clean_delta

(d) AlexNet, fit adv. perturbations (e) ResNet-14, fit adv. perturbations (f) ResNet-32, fit adv. perturbations

Figure 12: Sparse reconstruction of input mages and of adversarial perturbations.
Take-away message for the first row: robust features can be used to reconstruct input images with
better sparsity, suggesting that robust features are more pure.
Take-away message for the second row: adversarial perturbations from a clean model are more
“dense” comparing to those from a robust model (and in fact robust model’s adversarial perturbations
are (much) closer to real input images, see Figure 6).

Recall in Figure 4, we have shown that the input images can be sparsely reconstructed from the
robust features. To better quantify this observation, we compare how sparse the input images can
be reconstructed from (1) random features, (2) clean features, and (3) robust features. For each
of the tasks, we use Lasso to reconstruct the 100 images, and sweep over all possible weights of
the ¢1 regularizer (which controls how sparse the reconstruction is).!> The results are presented in
the first row of Figure 12. As one can see, using clean features one can also sparsely reconstruct
the input, but using robust features the reconstruction can be even sparser. This, to some extent,
supports our theory that robust features are more “pure” than clean features.

Perhaps more importantly, our theory suggests that for clean-trained models, adversarial per-
turbations (we refer to as clean_delta) have “dense mixtures”; while for robust-trained models,
adversarial perturbations (we refer to as robust_delta) are “more pure.” This was visually illus-
trated in Figure 6. Now, to better quantify this observation, we compare how sparse clean_delta
and robust_delta can be reconstructed from robust features. See the second row of Figure 12.'°
From this experiment, we confirm that in practice, adversarial perturbations on robust models are
more “pure” and closer to real input images.

5Recall the Lasso objective is min, ||[Wy — z||3 + Al|y||1, where it uses Wy to reconstruct given input x, and A
is the weight of the regularizer to control how sparse y is. The convolutional version of Lasso is analogous: the
matrix W becomes the “transpose” of the weight of the convolutional layer, which is for instance implemented as
nn.ConvTranspose2d in PyTorch. In our implementation, we have shifted each input image so that it has zero mean
in each of the three color channels. We have selected the first 100 images where the (trained) robust classifier gives
correct labels; the plots are similar if one simply selects the first 100 training images.

1611 fact, we have also re-scaled the perturbations so that they have similar mean and standard deviations comparing
to real input images. This allows one to also compare the two rows of Figure 12.
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Remark 8.1. We point out when comparing how sparse clean_delta and robust_delta can be recon-
structed from robust features, we did not cheat. For instance, in principle clean_delta may not lie
in the span of robust features and if so, it cannot be (sparsely) reconstructed from them. In our
experiments (namely, the second row of Figure 12), we noticed that clean_delta almost lies in the
span of robust features (with regression error < 0.00005 for AlexNet and < 1072 for ResNet).

8.4 Comparing Different Attackers

In this subsection, we demonstrate that feature purification occurs against several different attack-
ers.

(c) £o0(8/255) attacker (rand vs clean vs robust) (d) £oc(4/255) attacker (rand vs clean vs robust)

Figure 13: Visualization of the 11-th layer of ResNet-14 against different attackers.
Take-away message: feature purification happens against different attackers.

(a) £2(4.6,0.25) attacker (rand vs clean vs robust) (b) ¢2(2.3,0.12) attacker (rand vs clean vs robust)

(c) £5(8/255) attacker (rand vs clean vs robust) (d) €50 (4/255) attacker (rand vs clean vs robust)

Figure 14: Visualization of the 27-th layer of ResNet-32 against different attackers.
Take-away message: feature purification happens against different attackers.
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APPENDIX: COMPLETE PROOFS

We give a quick overview of the structure of our appendix sections.

In Section A, we warm up the readers by calculating the gradient of the objective, and demon-
strating that polynomially many samples are sufficient for the training.

In Section B, we formally introduce S](f;ot, the set of “potentially lucky neurons” and SJ(-QWS,
the set of “surely lucky neurons” at iteration t. In particular, we shall emphasize on how those
notions evolve as t increases.

In Section C, we formally prove how “lucky neurons” continue to be lucky, and more impor-
tantly, for every neuron ¢ that is lucky in direction j, why it grows faster than other unlucky
directions j/, and how much faster. Specifically, Theorem C.1 corresponds to the initial “lottery-
winning” phase where the accuracy remains around 50%; and Theorem C.2 corresponds to the later
phase where large signals become even larger and eventually most neurons become “pure + dense
mix” of the form (6.1). This is the most difficult section of this paper.

In Section D, we prove that why clean training gives good clean (testing) accuracy. It is based on
the structural theorem given by Theorem C.2, and requires some non-trivial manipulations of prob-
ability theory results (such as introducing a high-probability, Bernstein form of the McDiarmid’s
inequality).

In Section E, we prove that why the model obtained from clean training is non-robust. It
formally shows how the “dense mixtures” become accumulated step by step during clean training.

In Section F, we prove our theorems for both ¢ and ¢, adversarial training. In particular,
in this section we demonstrate why practical perturbation algorithms, such as the fast gradient
method (FGM), can help the (adversarial) training process “kill” those “dense mixtures.”

In Section G, we prove lower bounds for the neural tangent kernel model given by two-layer
networks.

In Section H, we give missing details of some probability theory lemmas.

A Notations and Warmups

We find it perhaps a good exercise to do some simple calculations to warmup the readers with our
notations, before going into the proofs.

Global Assumptions. Throughout the proof,
e We choose m = d'* for a very small constant cg € (0,1).

(One should think of ¢y = 0.0001 for a simple reading. Our proof generalizers to larger
m = poly(d) since having more neurons does not hurt performance, but we ignore the analysis
so as to provide the simplest notations.)

e We assume k < d(17<0)/2,
e We choose A = % for simplicity.
(The purpose of log log log d factor is to simplify notations, and it can be tightened to constant.)

e Whenever we write “for random x”, “for random 2” or “for random £”, we mean that the
come from the distributions introduced in Section 2 with x = Mz + €.
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Network Gradient. In every iteration ¢, the weights of the neurons are wgt), . ,wg,? € R%.
Recall the output of the neural network on input = € R¢ is

Filw®; 2, p) = >~ ReLU((w("), 2) + pi = b®) — ReLU(—(w}”, z) + p; — bV) .
1=1

_ _evhw®mn)
Sz—yft(w(t);z,p)_ 1+e*yft(w(t>;w,p) 7

def

Fact A.1. If we denote by (j(w®;z,y,p) = Lllog(1+ €*)] | then

Vu,Lossy (w2, y, p) = —ylj(w; 2,y, p)Vu, fi(w; z, p)

= —yt(w2,.p) (1<w(“,m>+mzb<t> + ]lf<w“’,x>+pizb<t>) o
Let us also note that
VReg(w;) = (|lwill2 + 1) - w;

Lemma A.2. Suppose Z = {zU), ... 2™} are i.i.d. samples from D and y®» = y(z®), and
suppose N > poly(d) for some sufficiently large polynomial. Let f = f; and suppose b < poly(d)
and o, > m. Then, for every wq,...,wy that may depend on the randomness of Z and satisfies
||lwi|| < poly(d), it satisfies

1 . . 1

— E [Loss(w; 2,y — E Loss(w; z, vy, <

N iézU:V] p [ ( v ) wNDyzy(w),ﬂ[ ( wol]| < poly(d)
1 Z E [VwLoss(w;x(i),y(i),p)] - E [VwLoss(w;x,y,p)] < L
N e’ a~D,y=y(x),p . poly(d)

In addition, suppose for every i € [N], we have an i.i.d. random sample p(i) ~ /\/(O,Uﬁl) that is

,Q(

independent of Z and w. Then, with probability at least 1 — e log®d) oyer p, we have

1 ) . 1 ] ) )
v 2 IE[LOSS(w;x(’),y(’)m)] — 5 2 Loss(uw; 2, y® p)]| <
i€[N] ie[N]

1
poly(d)

Z E [VwLoss(w;ZU(i),y(i),P)] — % Z VwLOSS(w;m(i),y(i),p(i))]

ieiN]” i€[N] F

1
poly(d)

Proof. The proof of the first part can be done by trivial VC dimension or Rademacher complexity
arguments. For instance, the function E,[VLoss(w;z,y,p)] is Lipschitz continuous in w with
Lipschitz parameter at most poly(d) (note that this relies on the fact that we take an expectation
in p), and thus one can take an epsilon-net over all possible choices of w, and then apply a union
bound over them.

The proof of the second part can be done by trivial Hoeffding bounds. O]

IN

1
N

B Neuron Structure and Initialization Properties

We consider m = d'*¢ for a very small constant cq € (0, 1), and consider constants c¢; > co to be
chosen shortly. Let us define a few notations to characterize each neuron’s behavior.
(t)

Definition B.1 (neuron characterization). Recall w;"’ is the weight for the i-th neuron at iteration

(t)

t. We shall choose a parameter oy’ at each iteration t > 0 and define the following notions.
Consider any dimension j € [d].
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1. Let S\ ¢ C [m] be those neurons i € [m| satisfying

7,sure
* <w£t)an>2 > (a1 +62)( ol )2logd,
° <wl(t)’ Mj’>2 (c1 — e2)( 1(0))2 log d for every i £ 4.
o sin((vl",M,)) = sign(us)
2. Let S](t;ot [m] be those neurons i € [m| satisfying

o (w.M;)? > (a1~ e2)(00)) logd
3. Let Sg;)t C [m] be the set of neurons i € [m] satisfying
o w3 < 2(ou’)d
(

o <wl(t)7 M;)2 > (¢1 — 02)(01(5))2 log d for at most O(1) many j € [d].
. <w(t M;)? > 2(o1)Viog d Jor at most 27544 many j € [d).
. |(w ) M;)| < f:d for at least Q(@) many j € [d].

Lemma B.2 (geometry at initialization). Suppose each wgo) ~ N(0,031) and suppose 01(,?) = 0g.
For every constants ¢y € (0,1) and v € (0,0.1), by choosing c; = 2+ 2(1 — v)co and ca = yco, we
have with probability > 1 — o(1/d®) over the random initialization, for all j € [d]:

| ”“’"e| - (d%C()) == | ]pot| <O (d°) = 5, 56(22 = [m]

Remark. In the rest of the paper, we shall assume Lemma B.2 holds in all upper-bound related
theorems/lemmas, and for simplicity, we assume v > 0 is some small constant so that (25)'% <
d®. The notations =; and =, shall be used throughout the paper.

Definition B.3 (neuron characterization, continued). Recall b®) is the bias at iteration t, and let
us introduce more notions.

1. Let Sé;)H C [m] be the set of neurons i € [m] satisfying

o for at most O(1) many j € [d].

2. Let Sé?t++ C [m] be the set of neurons i € [m] satisfying
t)\2
)

U'l(u dcf
2

s ||w H2 for f = \f—lo
3. Let S](tlon [m] be the set of neurons i € [m] satisfying

o (W M) > Ep®.

4. Let S(Z)WEJr [m] be the set of neurons i € [m] satisfying
o (w).M)? > 4k(0)2,
. sign((wgt), M;)) = sign(wy).

Note that we do not have good properties on Sé;)H, SSJLFJF, Sj(20t+ or S(S)WEJr at initialization

t = 0; however, they will gradually begin to satisfy certain properties as the training process goes.
See Section C for details.
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B.1 Proof of Lemma B.2

Proof of Lemma B.2. Recall if g is standard Gaussian, then for every t>0,

1 t —12/2 1 —t2/2
—_— e < Pr
Vort?+1 9~N(0,1)[g < v/ Vor t

Therefore, for every i € [m] and j € [d],
0
o p1 = Pr[(w”, M;)? > (c1 + e2)08 log d] = O(15k3) - s = Oliska) - Tarsrms

0
e po = Pr[{w; © ,M;)? > (Cl — c2)op logd] = @(@) : m = @(@) : m

1. We first lower bound \ 3, su?“e

Q(@) : dfn it satisfies

(Wl M;)2 > (1 + ea)of logd,  sign((w!”, My;))sign(w) > 0
w5’ # 5, ()", M;)? < (e1 — ea)of log d

|. For every i € [m], with probability at least p;/2- (1 — pg)9~t >

By concentration with respect to all m choices of i € [m], we know with probability at least

1- (d3) it satisfies |S; (0) |=Q (d%co)'

j,sure

0 .
2. We next upper bound |SJ(‘,p)ot|' For every i € [m], with probability at most ps < O(logd) d

it satisfies
(w”, M;)? > (e1 — 2)od logd

oS

By concentration with respect to all m choices of i, we know with probability at least 1 —o(=:

it satisfies |S; © O(d?r).

pot‘ -

3. As for Sépz,
probability at least 1 — o(1/d?) it satisfies ||w§0)||§ € [ 20’0(1}
For every i € [m], the probability of existing ¢ = 20/c( different

Jis- e ,jq € [d] cs.t.Vre[q] (wgo),l\/ljr)2 > (e1 — 02)03 logd

is at most d? - (p2)? <

we first note that for every ¢ € [m], by chi- square distribution’s tail bound, with

[m] gives the proof

that, with probablhty at least 1 — 1 /al4 for all but at most ¢ = O(1) values of j € [d], it

satisfies <w£0),Mj>2 < (1 —c2)(o ()) log d.

For every i € [m] and j € [d], with probability at least 1 — e~ V1°e? it satisfies <w§0), M;)?% <
o3y/logd. Therefore, with probability at least 1 — o(1/d?), there are d(1 — 27V1°84) indices

J € [d] satisfying <w£0) M;)? < oy/logd.
For every i € [m] and j € [d], with probability at least Wl\/m
W@. Therefore, with probability at least 1—o0(1/d?), there are

satisfying |(w, O M, )

1 LT .
100000+/Tog d indices j €
| < 10000,/1og

C Neuron Structure Change During Training

it satisfies |<w§0),Mj)| <

[

For analysis purpose, we consider two phases during training. In Phase I, the neurons have moved
so little so that the accuracy remains 50% for binary classification; however, some neurons shall
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start to win lottery and form “singleton” structures. We summarize this as the following theorem.

Theorem C.1 (phase I). Suppose the high-probability initialization event in Lemma B.2 holds.
Suppose n, o9 € (0, ﬁ()) and N > poly(d). With probability at least 1 — e~ (log? 4 the following

holds for all t < Ty, = © <d]2€%>

1. SJ(SS)’lLre C 5] ) ve for every j € [d).

2. Sj(p)ot 2 S(pot for every j € [d].

3. Se(;)t = [m]

4 8 = [m] for everyt > T, < © <%g25d>

5. Se(?t++ = [m] and SJ((;g)ot 3] pot+ Jor every j € [d] at this iteration t = Ty.

In Phase II, the neurons start to move much more so that the network output becomes more
meaningful; in phase II, the “singleton” neurons become even more singleton.

Theorem C.2 (phase II). In the same setting as Theorem C.1, with probability at least 1 —
e~ 20 yne following holds for all t € [T, dO(logd)/n]'
t t
1. Se(p)t++ = Se(p)t+ = [m].
2. S]( s)ure C S]( ure for every j € [d].

3. 89 o8

]pot ot =2 ]pat for every j € [d].

def

4. S] aure S S;Qure+ for every j € [d], as long ast > T, = O (m)

C.1 Auxiliary Lemma 1: Geometry of Crossing Boundary
We present a lemma to bound the size of the pre-activation signal.

Lemma C.3 (pre-activation signal size). For everyt > 0, everyi € [m], every A > 0, every j € [d]:
(a) If i € S, “) then

ept
2 _ A
Frag [@?LZW# Mz +€) > AZ(Ufﬁ))Q} < o i/l 4 g tost 1
. t
(b) If i € Se(p)t+ then
Pr [<w(t) S Mz +£>2 > )\2(0(1?))2] < e Q0ogd) | =00 logd) 4 () (k)
2,8 i Lagi#g V<] = w < p

Proof of Lemma C.3a. Let € be the event where there exists j' € [d] with |z;] > ﬁ

(wgt),M N2> 2(0’w )2V/Iogd. Since E[z 2] = O (%), we know that Pr [|z] | > 2d} <O (log d)

By the definition of S, (p)t and union bound, we know

and

Pr[€] <O <1°gd d) x 9~ Viogdg < o=log!/"d
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Let F be the event where there exists j’ € [d] with z; # 0 and <w§t),M N2> Q(o ()) log d).
Again, by the definition of Se(p)t, we know that
PI‘[.F] < O (2) < eflog1/4d
Thus, when neither £ or F happens, we have for every j' € [d]:
1
(w® Myzy)? < min{ )2y/logd - 1,0((c{?)2 log d) - 14d} < 2(61)2\/logd
og
At the same time, we also have
t
E (0, Myz)? < 3~ 0)(wl’, My)? < 0((01)?)
jeld J'€ld]
Apply Bernstein concentration bound we complete the proof that

2 —o( )
Prz,f |:<’U)§t)’2],7é] M]’/Zj/> Z )‘22(0-1(5))2] S e

m e log!/4 d

Final,forthe € as, Lt s scal £t),5> variable with variance at most O(w) <O “> )
and each |(wl(-t), M;)(M;, )| <
finish the proof. D

Proof of Lemma C.3b. Let F be the event where there exists j' € [d] with z;; # 0 and \(wgt), M;)| >
(t)
Q(527)- By the definition of Sép)tJr, we know that

Pr[F] < O (Z)

(t)
When F does not happen, we have for every j' € [d]: |<w§t)7Mj’Zj’>’ < O(g¢3
time

) and at the same

Zgz,@y Zo Vsmgw

j'€ld)

Apply Bernstein concentration bound we complete the proof that
2
Pr. [<w§t)7 e Myzy ) > 22(055))2] < oTARoRD 4 ~ATED 10 (5)

t
w202

Finally, for the £ part, let us recall (wl@ ,€) is arandom variable with variance at most O(~——*) <
(t)
O(M) Using the Bernstein concentration bound, we finish the proof. U]

log“ d

C.2 Auxiliary Lemma 2: A Critical Lemma for Gradient Bound

In this section we present a critical lemma that shall be used multiple times to bound the gradient
in many of the following sections. Recall £ € (0,0.1) is a constant from Lemma B.2.

Lemma C.4 (critical). Let Y(z,S51): R x RP — [—1,1] be a center symmetric function, meaning
Y(2,51) =Y(—2,—S51). Let S; € RP and Sy € R be random variables, where (S1,S2) is symmetri-
cally distributed, meaning (S1,S2) distributes the same as (—Si, —S2).
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For every a > 0, suppose p ~ N (0, Ug), define quantity

A= S IE o [Y(1751)1a+52+925 - Y(_1781)]1—04+52+P2b]
1,52,

and define parameters V := E[(S2)?] and L := Eg,[|Y(1,51) — Y (0,51)|]. Then,
(a) it always satisfies |A| < O (g + L)
)

9p

(b) if Y(z,51) is a monotonically non-decreasing in z € R for every S; € RP, then A > —Q(

Furthermore, suppose we can write S; = (S7,S7) and Sq =S4+ SY for (S1,5%) and (S7,SY) being
independent (although S, S5 may be dependent, and SY,S5 may be dependent). Then, we have

- C — 2 0'2 3 (07
(¢) if a <b(1—35%), then |A| < <e (v/a7) —|—I‘> <m1n{1,0(0—p)} + Ly) + Ty
where the parameters
o [':=Pr []SQ| > 5% b} and I'y := Pr [|S§/\ > e .b]
o Ly:= maxg! {ES{/HY(LSL‘S?) - Y/(0, Siasi/)u} <1
Proof of Lemma C.4. We first focus on Y (1,.51)1a48,+p>b, and write

Y(L Sl)]la-l—sz-i-pr = Y(Oa Sl)]loc+52+l)2b + (Y(lv Sl) - Y(O’ Sl))]la-f—sz-i-pr (Cl)
= Y(O’ Sl)]la+52+p2b + }Y(lv Sl) - Y(Ov Sl)’]la-‘rSQ-f—PZb (02)

Focusing on the term Y (0,.51)14+5,+,>5, by the symmetric properties of Y and (51, S2), we have

1
|E[Y(O7 Sl)]la—i-SQ—i—pr” = 5 |]E [Y(Oa Sl)]la+52+pzb + Y(O’ _Sl)]la—sﬁ-pzb”

1
=5 [E[Y(0,51) (Latsy+p2b — La—ss+p20)ll

< Pr[]la+52+pzb 7& ]la—SQ-H?Zb]

<Prlpeb—a—S,b—a+ S

~o (Bl o (m) 0 (W) (©3)
Op Op Op

Putting (C.3) into (C.2), applying the bound L = Eg,[|Y(1,51) — Y (0,51)|], and repeating the
same analysis for Y (—1,51)1_q45,4 > gives

%
Al <O (f + L) :
Op
This proves Lemma C.4a. When Y (z, S1) is a monotone non-decreasing in z € R, we have

Y(la Sl)]la-l—sz-i-pzb > Y(Ov Sl)]la+52+p2b
Y (-1, Sl)]l—a—I—Sz-f-pr <Y(0, Sl)]l—a—i-Sz-i-ﬂZb
so we can go back to (C.1) (and repeating for Y (—1,.51)) to derive that

Az -0 (W)

Op
This proves Lemma C.4b. Finally, when oo < b(1 — 2%), we can bound A differently

Al < 2Pr[Lays,4p>b # DoatSotpzs] +E[[Y(L,51) =Y (=1, 51)| - Latsy+p2b]
=2Prjpeb— Sy —a,b— Sy + o] + E[|Y(1,51) = Y(—=1,51)] - LatSy+p>t] (C.4)
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To bound the first term in (C.4) we consider two cases.:
e when [S5| < &, we have Pry[p € [b— 85 — o, b — S5+ a]] < min{1, 2 }e=2%/7%);

e when |Sy| > % (happening w.p. <T'), we have Pr,[p € [b—S2—a,b—Sz+a]] < min{l,O(%)}.
Putting together, we know that

Prlpe[b— Sy —a,b— S, +a]] <min{l, Ui} (e 20/70) 1) (C.5)

To bound the second term in (C.4), first recall S; = (57, 57) and S = S5 + S%, so we can write
E |:’Y(17 Sillv Sil) - Y<_17 Si: Sill/)’ ’ 1a+5§+5§'+p2b:|

SE[\Y(LSLSY)—Y( L5181 (Raksgrpz-g2 00 + sy ez b)}

<E [‘Y(l,SE,Si/) - Y(—l,Si,Si/)’ ’ ]l\a—i—Sé—l—p\Z(l—lg—il).b} + Fy (06)

To bound the first term in (C.6), we can take expectation over S] and use the bound L, to derive

E [|Y(1,S1,s;/) -Y(-1,81,8)|- ]1|a+sé+p|2(1_1%) ] <L,Pr [|a—|—52—|—p| > (1 - E) b}

but since v < (1 — 52) - b and S5 = Sy — S5, we can further bound

Pr [\a+5§+p\ > (1—18201).13] <Pr [[S | > T b] +Pr DSQ| > T b] +Pr I:p> Toe b}
<T,+ T+ 2%/)
Putting these back to (C.6), we have
E[IV(L,81,81) = V(=181 SN Lapsyesyanm| < (720D 4741, 1, 4T, (C7)

Putting (C.5) and (C.7) back to (C.4), we conclude the when a < b(1 — 52 ), we have

IA] < (e‘ﬂ(“/"g) +F> (O(;;) +Ly> +T, O

C.3 Phase I: Winning lottery tickets near initialization

In Phase I, we have two sub- phases
e In Phase 1.1, we pick b® \faw Vl1ogd and agt) = &)(log log log d)?

We grow b1 = p(®) 4 @ for T, = © (Mjﬁﬁd) iterations.

e In Phase 1.2, we pick b® \ﬁaw \/@ and U/(Jt) = ‘71(5) : %

We grow b+ = p(®) 4 % for T, = © <d]2€;0> iterations.

C.3.1 Activation Probability
Recall z = 3, M;z; 4+ &. Recall also 2 € (0,0.1) is a constant from Lemma B.2.

Lemma C.5 (activation probability). We define Ty to be any value such that
e Pr, [wa),zj,#j M,z +£>} > uc)—ilb(t)} < Ty for every i € [m] and j € [d];
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e Pr, [‘<w§t),x>| > ﬁb(t)] < Ty for every i € [m]

e Pr, [|Pz| > 165 b( )} < Ty for every i € [m)]
We define I'y y, to be any value such that

e for every i € [m] and j € [d], there exists A C [d] \ {j} with |A] > Q( ldgd) satisfying

Pr, [ <wz(t)72j’€A Mj’zj’> = 1820 bt )} < Ty
Then,
o If we are in Phase 1.1 and Sé;)t = [m], then we can choose I'y = e~ Qg d) gpg T v = -

o If we are in Phase 1.2 and Sé;)H = [m], then we can choose I'y = O(g) and I'yy = 5

Proof. Recall b*) = ©(c (t)\/ logd). Applying Lemma C.3a and Lemma C.3b we immediately have

o If Sélt))t = [ then PI‘z [ <'wl(t Zj/;éj Mjlzj’ + £> > 1(c)72clb(t)i| S 679(10g1/4d);
o 18 505, =, then Pr [[(u?. 55,00, Myzy +€)] 2 582:60] <0 (8).

Now, recall z = Zj,e[d} Mz +& so it differs from Zj,# M zj+& only by one term. Therefore, we
have the same bound on Pr, H<w§t), 1:>‘ > 1S—ilb(t)] by modifying the statements of Lemma C.3a

and Lemma C.3b (without changing the proofs) to include this missing term.

o If Sé;i [m], Pry, H<w§t),x>‘ > ﬁb(t)] < e—Q(log'/* d)
o 1189, = [m], Pr,, H<w§t),x>’ > 0] <0 (4)

At the same time, using p; ~ /\/(0,( ,() )2), we also have
(t)
e In Phase I.1, because a = 0O(=

ou logtos o8 %)), we have Pr [[pi] > 10| < e~ 200"

e In Phase 1.2, because J,()t) = @(Mloi}%ﬁllogd)g)b(t), we have Pr, [|pl| > 16 bt )} <O (%)

As for the bound on I'y , for every i € [m], j € [d], let A C [d] \ {j} be the subset containing

def o—(t)

all j/ € [d]\ {j} with |(w{”,M;))| < ¢ & Ze.. By the assumption S} =
Q(d/logd).
Since ](w(t), M;)| < g, E[z?] = O(1/d) and |z;j| < 1, by Bernstein’s inequality, we have

7

[m], we know |A| >

()2

() .

<w§t), Z Mj/zj/> > 71820 p® <e (q2\A|/d+q~b(t)) < e—Q(logl 2d) ]
J'EA 1

C.3.2 Growth Lemmas

Our first lemma here shall be used to (lower) bound how (wgt), M;) (i.e., the weight with respect
to neuron ¢ in direction M;) grows for those i € S; syre.

Lemma C.6 (signal growth). Suppose we (1) either are in Phase 1.1 with Sép)t [m], (2) or are
in Phase 1.2 with SEEZ)H = [m]. Then, for every j € [d], every i € S]( 3me, as long as ]( w; ), M;)| =

O™ logloglogd), the following holds:

1
%IEP y]l<w1(t)7x>+l)i2b<t)zj:| =9 <d)
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Proof of Lemma C.6. Recall that i € S"  means sign((wgt),Mﬁ) = sign(wj). Without loss of

generality, let us assume S|gn((w§t),M]>J) Sjr;gn( ¥) =1
First consider the case when |z;| = 1. Since j € Sj( S)We, we have <w£t),Mj) > b, /142 50
applying Lemma C.5,
Pr(w )+ p; > b® | z;=1] > 1 -2, = 1 — o(1)
Pr[(w() )4 pi >0 | z; = —1] < 2T} = o(1)
Moreover, a simple calculation using |w}| = ©(1) gives us Ey [y | 2; = 1] = O(1) (can be proven
by Lemma H.1) and therefore

oy [y]lm“) a)tpizb0 % ‘ 5l =1] =)

For all other non-zero value |zj| = s > 0, we have s > f and wish to apply Lemma C.4 to
bound

Ay = B [y]l<w§”,x>+pizb(f>5ig”(zj) [ 1z] = 5]

In Phase 1.1, to apply Lemma C.4, we choose parameters as follows:
o Y=y, S1=3 i wizy, S2= <w§t),2j,¢j M,z —|—§>, a= (wgt),l\/[j) -5 >0, p=pi,
o V=E[S3 = 0((03))2), L = O(s) (using Lemma H.1), ' =T (using Lemma C.5),
e let A be the subset defined in Lemma C.5, then we can let S] = (z;)ea and S§ = <w§t), > jren Mj/zj/>

e we have I'y =TI, = d% (from Lemma C.5) and

L, = max E sign(w3z; + S1) — sign(S
v zjr for ' € [d)\ {4} \ A zjr forj'EAH g ( et} 1) g( 1)}

P S e [=8S7 — |wizi|, =S + |wkz;
Zj’forj’rg?j](\{j}\A{zj/for;"’eA[1 =% |w]zJ] 1 |wJZJH]}

S 1 1
< O(\/\Al/d + \/wk/d) <O((s+ ﬁ)vlogd) < O(s - logd)

where inequality @ uses Lemma H.1a and |A]| > €(

IN

NA®

logd) from Lemma C.5.

Hence, invoking Lemma C.4, we have

ot o) o‘ o) _ 1
o Ay > — (f) z - (log log log d)3 and |A | < ) +s< (logloglog d)3 + s when s = (logloglogd)

o A < (e_ (0/77) 4 Ft> (O((%p) + Ly> +I, < e=og "M d) g when s = O ( ) (which

1
logloglog d
implies o < & >)
Notice that E[z j] = O (1/d), which implies that

1 (log log log d)?
P |=Ql—— || =0 | ——2—"*
' [|ZJ| <loglog logdﬂ ( d

This together gives us the bound that

1
—-O(————)< E []1
(d-logloglogd) Ty Y2 w® @) +pi2b

In Phase 1.2, the analysis is similar with different parameters: in particular,

(t)
o V =E[S3] = O('F£)) which is tighter,

lo

1
w5l <1] <0()
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Therefore, we have
(t)

() 0(1) 0(1)
> - > — T < 2 =
* 8 2 ~Tolnga 2 " Teswengap A4 1Al S THUSS H5 S fogiglogay T8 When s

1
Q (10g log log d)

—Q(b%/0? o s :
o 1Ay < (20 4 1) (O(2) + Ly) + Ty < O(5E) when 5 = O (kg ) (which
implies o < & >)
(This uses I'y = O(k/d) and > - < o(slogd).)
Taking expectation over z; as before, and using k < d(1=0)/2 finishes the proof. U]

Our next lemma shall be used to upper bound how (w(t), M;) can grown for every i € [m].

Lemma C.7 (maximum growth). Suppose we (1) either are in Phase 1.1 with Se(pt [m], (2) or
are in Phase 1.2 with Se(?tJr = [m]. Then, for every j € [d], every i € [m], the following holds:

1
| ,I?E y1<w£t),x>+p12b(t)zj} =0 <d>

Proof. Proof is analogous to that of Lemma C.6, and the reason we no longer need the requirement
|(w§t), M;)| = O(b® logloglogd) is because, when invoking Lemma C.4, it suffices for us to apply
Lemma C.4a for every non-zero values of z (as opposed to only those z = Q( )) which no

longer requires o < b. ]

1
logloglog d

Our next lemma shall be used to upper bound how (wgt), M) can grown for every i € [m]\S j(t;ot

Lemma C.8 (non-signal growth). Suppose we (1) either are in Phase I.1 with Sept =[m], (2) or

are in Phase 1.2 with Sé;)tJr = [m|. Then, for every j € [d], every i € [m]\ S the following

holds:

] pot’

I'y -logd

= 0(-- 75

x%p |:y]1<wz(t)@>+ﬁi2b(t)zj:|

where 'y is given from Lemma C.5.

Proof of Lemma C.8. Suppose |zj| = s and without loss of generality (wgt), M) > 0. We choose
a = (w(t) M) - s as before. Then, we have o < \/c1 — CQJg))\/logd =b® /1 - 2 < b (1 — 7)

V)
always holds.
Therefore, using the same notation as the proof of Lemma C.6, we always have the bound

A < (e—“(bz/"?) + Ft) (O(;) + Ly> + Ty,
P
Plugging in the parameters we finish the proof. U]

®) M) can grown with respect to the

Our final lemma shall be used to upper bound how (w; ",

noise & in the input.

Lemma C.9 (noise growth). For every i € [m|, every j € [d], the following holds:

E Mol = 0 (1% ((w® M
[y]l<w§t)’x> +pizb®) (& >} tdagt)“wi , M)

Z,Y,p
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Proof of Lemma C.9. We can define a = [(M;, §))| and study

A= x,]g,p [Z/]l< () ) +pi >b(t)S|gn 57 ‘ ’ §&M ’ =a (CS)

This time we have L = L, =0, T, =0, V = E[S3] = O((ag))Q), so applying Lemma C.4 we

have,

®) N .
° When a S b(t)/47 ‘AS‘ S |<”LU1 7M]>|<1(\i[)]’5>‘ . (efﬂ(bQ/Ug) _|_ Ft);
M ll205

(t)
e when a > b(®) /4 (which happens with exponentially small prob.), |A4| < O(%).
Together, using the fact that E[|As|] < /E[A2] we have:

o?
5 |<w§”,Mj>|>

daf,

cc%ﬁ [y]l(wgt)w)ﬂizb(t) (& M]ﬁ ‘ =0 (Ft

C.3.3 Proof of Theorem C.1

Suppose in Lemma C.6 the hidden constant is 20C' for the lower bound, that is,

20C
v [y]l<w§“,x>+pizb<t>zj} =7
Proof of Theorem C.1. Let us prove by induction with respect to t. Suppose the properties all hold

at t = 0. Recall from Fact A.1, for iteration ¢, for every neuron i € [m],
vwiLOSSt(w(t);wv Y, p) = _yaf(w(t)w%.v Y, p) (1(w§t),z)+pizb(t) + ]1—<w§t),z>+pizb(t>> "X

Using the bound on ||w Hg (from s = [m]) and the fact oy <

o = S we know £(w®;2,y, p) =
1
+

poly
Also, recall also from Lemma A.2 that

poly( )’
— 1
E Vo, Loss w(t);x, , =V, Loss w®) + .
oDy (2),p [ i t( Yy p)] i t( ) poly(d)
Together, we have a clean formulation for our gradient update rule:

(t+1) _ (t) _ ) n
i (1= = mx ) + cal)p [y (]l<w5“7r>+pizb<t> + ]1—<w§”7x>+pizb<f>> x} * poly(@)
and as a result for every j € [d]

0D M) = (w M) (1= A —nA

(wz I ]> <wz I >( ?7 77 ||w H ) poly(d)

+ x,y:IE(l‘)yp [y <ﬂ<w§”,x>+pizb<t> + ]lf<w§“,x>+pizb(t>) (5 EMy >)] - (C9)

We now prove each statement separately (and note our proofs apply both to Phase 1.1 and 1.2).

1. For every i ¢ s by substituting Lemma C.8 and Lemma C.9 into (C.9), we have

J,pot?
—Q(log!/* d)

pi < ey — (e — 60Y Slogd (C.10)

so we also have <w§t+l M;) < \/7@0'111 \/@ and thus i ¢ Sj(tpttl .

(D) w(t)7Mj> e

3 (2
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®)

,sure?
in such a case we still have <w§t+1),Mj) > Jer Feaolt \/log Otherw1se if (w, (t ;M) <
Q(b® log log log d) then by substituting Lemma C.6 and Lemma C.9 into (C.9), we have (using
and \ < 89)

2. Foreveryi € S; suppose wlog (wgt), M;) is positive Then either (w; (t) M;) > Q(b® logloglog d)
)

o0 < Poly( )
> (!, M;) + ver a0t — D) \/logd
so by induction we also have (w §t+1), M;) > o +020'g+1)\/10g d. Combining this with

S](-?p)ot ) Sj(l;j_?, we conclude that ¢ € Sj(t;;i)e

(W™ M) > (1 - )l M) +

(2

20Cn
d

3. To check Sé;rl) = [m], we need to verify four things:

o <w(t) M,)2 > (¢1 — 02)(0J))210gd for at most O(1) many j € [d].

1
[m] and SJ ot = Sf;;t).

° <w(t+1),M > > 2(o t+1)) Viogd for at most 2~ Vigdq many j € [d].

(2

This is so because Sept

This can be derived from (C.10) in the same way.

t+1 ( +1)
This can be derived from (C.10) in the same way.
t
o w3 < 2(o))?d
For every i € [m], suppose wlog <w§t), M) is positive. Then, by substituting Lemma C.7
and Lemma C.9 into (C.9), we have

(D

for at least Q(log 2) many j € [d].

— ). M) <0())

Applying this formula for ¢ + 1 times, we derive that

VM) < 0T 4, M) 1)

)

and therefore applying this together with (C.10),

ngtﬂ)ng_ Z |<w§t+1),Mj>|2 Z \(wEHl),Mj)]z

j:iesl® jrigS\%
1 1
< 15[ 3+ 0(1) (WI)) +d- (”“;)f Lo Moe D) < 9(g{tH1)2g
(Above, inequality @ uses that there are at most O(1) indices j € [d] such that ¢ € S]( p)ot )

4. Finally, to check Sé;i) =[m]fort>T, = @(%gmd), we first derive that

(D) — 55+ O(=—r—) - (t+ 1) > 00 - Qlog>d) .
Ow oo + (d\/m) (+)_00 (Og )
e For every i ¢ SJ(Z;), (C.10) gives
efQ(logl/4 d)
[wof M) < [y M)+ = e+ 1)
e—Q(logl/4 d) (t+1)
< O(opy/logd) + ———— n(t+1) < O(——=—)
d logtd
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In particular, this together with S, 0 _

ept = [m] ensures that for every i € [m],

(wi™Y, Mj>) >

‘Tl%t;d for at most O(1) many j € [d].
e For any i € S(p)ot, using (C.11) we have
t+1 t+1

™ M) < [w® M)+ 0D < 0oy logd) + 0L — 06 log )
(C.12)

Using this together with the previous item, as well as ]S]( p)ot\ < O(1), we have HwEtH) 1?2 <

((USH))QUZ
log® d

Putting them together we have Sé;:i) = [m] for every t > Tj,.

Ty), for every i ¢ S ©) by Lemma C.8

5. After t = T}, iterations, we have o—f,f) = 0O(0p + = ot

and Lemma C.9
O(k/d) - /logd klogd
M) < Ju™, )+ PIDVIOED ) < ool M8
Combining this with (C.11), we immediately have

o= 3 [V M)P+ Y [l M)

dy/ log

'E iGS](.?ZZOt J: z%S( ot
k?log® d
< (o)) O(——F—= +logd)
This implies SS,)HJF = [m] and Sg(p)ot S(;OH at this iteration ¢.

C.4 Phase II: Signal Growth After Winning Lottery

In phase II we make the following parameter choices.

e In Phase II, we pick b = \/adg)vlogd and aﬁf) — ol %

We grow bt = pt) 4 % as before for each iteration, but stop growing b*) when it reaches
a threshold b(®*) = B=2.
We first introduce a notation on a (high-probability) version of the coordinate Lipscthiz conti-

nuity.

Definition C.10 (coordinate Lipschitzness). At every iteration t, for every j € [d], we de-
fine Ly > e~ 2008 d) 4 be the smallest value such that w.p. at least 1 — e~ e d) puer the

choice of {zj}jz; and &, for every z € [=1,1] and z = (21, ,2j—1,%, Zj+1, " ,2d), 2 =
(Z17"' ,Zj_1,072j+1,"' 7Zd)7 .T:MZ-F& andm’zMz'—l—ﬁ:
| fe(a) = fi(2')] < Legle| -

C.4.1 Growth Lemmas

In this subsection, we provide new growth lemmas Lemma C.11, Lemma C.12, Lemma C.13, Lemma C.14
that are specific to Phase 11, to replace the user of the old growth lemmas Lemma C.6, Lemma C.7,
Lemma C.8, Lemma C.9 from Phase I.
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Lemma C.11 (signal growth II). Suppose we Sé;)H = Sé;)tJrJr = [m]. Then, for every j € [d], every
iest the following holds:

j,sure’
1 L VEol ko, Nogd  Vk
! (an(t). | — - m g
o2, [valw ’x’y’p)]l<w£“,x>+mzb<t>zf} =0 (d> =0 ( d i 6d3/2>

Proof of Lemma C.11. First, without loss of generality, assuming that sign((wz(t), M;)) = sign(wy) =

1. Let us define 2’ = (21, -+ ,2j-1,0, 241, -+ , zq) and 2/ = Mz’ + £. Define
fra(w®s,p) =3 (ReLU((wf, ) + p; + b)) — ReLU(=(u”,2) + p; + b))
JF#i

+ (ReLU((w!”, 2) + 1) — ReLU(~(u”, 2} + 5"))
)
L g1+ |

is an O(1)-Lipschitz function in s, we know that w.p. at least 1 — e

g;}l(w() x y7 p) - s:—yft’i(w(i);;p’p)

. s _ 2
Now, since 5 Q(log”d)

6 (w ;s z,y, p) — gtz( 2’y p)| = O(Lyj - 2| + J,(f) log d)
and this implies that

o [y(d(w(t);:n, y,p) — £ ;(w®; a2y, Q)L PCI— ZJ}

(t)
=0 (L;] 4 2 logéid \/E> + o~ log® d)

so we only need to bound E, , , {yﬁl’t’i(w(t); 2y, p)]l<w§t)7x>+pi2b(t) 2

we have <w(t) M;) >

1 )

Let us first focus on the case that |z;| = 1. As before, since j € Sj( S)WE,
t .
b 1+ g—f so applying Lemma C.5,

Pri(w® 2) +pi > b0 | 2 =1 >1— 20y = 1 — o(1)

Pr[<w§%x>+pizb“ | 2= —1] < 20y = o(1)
This means
1
I,I;:,p [yeg,i(w(t);x/7yap)1<w£t)7x>+pi2b(t)zj ’ |Zj‘ = 1i| 2 §:c7IyE,p |:y£27i(w(t);$/,y,p) ’ Zj - 1] - 0(1)

Now recall y(z;, 2) = sign(wjz; + (w*, 2)).
e When [(w*,2)| > [w}], then we know that y(zj,2) and y(z;, —2) have different signs, but
£;7Z~(w(t);x’, y,p) = E;i(w(t); —12', —y, p) remains the same if we flip z to —z. By symmetry, we
have

E |yl (w2 y,p) | zj = 1A (w*, 2)| > [w}|| =0
T,Y,p ’

e Suppose otherwise [(w*,z)| < |w}|. Since |wj| = ©(1), by Lemma H.1, this event happens
with at least constant probability. When it happens, we have y(z;, 2) = y(z;, —2) = +1, but

38



£;7i(w(t);x/7y7p) + Eé,i(w(t); —2',y, p) = 1. Therefore,

N |

E [yt (w0 y,p) | 2 = 1A |, 2)] < Juj]] 2

Together, we have

E [t g0l o e |l = 1] = 20) (C.13)
Next, conditioning on |zj| = s for some 0 < s < 1, we can apply Lemma C.4 with ¥ =

y@’i(w(t);x’,y, p) on s = sign(z;), a = <w(t) M;)z;, S1 =z, So = Zj,#(w(t) M) zy and p = p;.

7 ) 7 )
Since Eg(w(t); ', y,p) > 0, we can conclude that Y is a monotone non-decreasing function of in s.
E[S3] 1

( ())2 — dp?”

9p

One can verify that L = O(s) using Lemma H.1. Moreover, since i € Se(p)t 44, we have
Let us denote by

AS = Z,Ig,p [ygg,l(w(t)a .73/, Y, p)]l<w£t),x)+pi2b<t)5ign(zj) ‘ ’Z]’ = 8i|
so according to Lemma C.4 we have

“(55&)“82 (w“)

This implies, using E[|z;]] < % that

Eflz]] VE 1
E [ygi,z(w() ' y)ﬂ)]l< ® ) +pi>b®) Zj ]l|z]\<1] < E[AZJ : |Zj| : ]l|zj\<1] <O <] + g <0 ﬂdlf’ + g

.y.p BVd =
vk
(i)
[
(t)

Lemma C.12 (maximum growth II). Suppose we S, = Sé;)tJrJr = [m]. Then, for every j € [d],
every i € [m], the following holds:

1
E [yt i(w®sa,y, )1 0 iy jat] 2 ELA o] T ) 2 -0 Ell1Y o
T,Y,P 2 ’ < >+,0 >b(t> ] Zj - J Zj 6\/>
Combining this with (C.13), and using Pr[|z;| = 1] > Q(1/d) finishes the proof.

Similarly, we have the following Lemma

E [y@é(w(t) 3L, Y, p)]1<w§t),z>+pi26(t> zJ:|

‘Z7y7p

_0 1+ Ly +\/Ea,gt)logd VE
a d d [d3/?

Lemma C 13 (non-signal growth II). Suppose we Se(;)H = Sé;)t++ = [m|. Then, for every j € [d],

every i ¢ S jpot and i € [m], the following holds:
logd + Ly ; \/Ea(t)lo d
(t) ; . g tJ P g
1‘71570 [yﬁ (™52 y’p)ﬂ<w£t),x)+p12b(t)’z]} <TI0 ( d + d

Proof of Lemma C.13. In the same notation as the proof of Lemma C.11, we have

! (an(t). g .
z%,p |:y(€t (’U} Y, ,0) gt,z (1’ ; y))]l<wgt),x>+pi2b(t> Zj:|

<O (LiyEl -1

o logd Ellz] -1, ]) + e~ 2oEtd)

(w! (®) ) +pi >b(t)]+

)
<TI0 <L“ NuRLIRY f) log* )

d d
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where the last inequality uses Lemma C.5 and the fact i & sW i pot (which, as before, implies if we
choose a = <w§t),Mj) z then a? < (¢; — e2) (o (t )) logd < (b(t)) ).
Thus, we only need to bound

/ /
I%’p yly (@ ’y)]l<w§“,a:>+pizb<t>zj]

Conditioning on |z;| = s for some 0 < s < 1, we can apply Lemma C.4 again with ¥ = yﬁt (@)
on s = sign(z;), a = <w§t),Mj>zj, St=2z 8=y (w Z(t),Mj/>zj/ and p = p;. This time, we use
Iy = and L, < O(z- log!/* d). Define

A= Byl i)l 0 ), yosien(z) | 2] = s

Since a < %, Lemma C.4 tells us
|Ag] < (e_Q(bZ/Uﬁ) + Ft) (O(:) + Ly> +I, <O(T;logd) - 2z
P

and therefore

I'ylogd
E @ )10 07| = BBl < O logd) - Bl = O(-2%)
Combining this with (C.13), and using Pr[|z;| = 1] > Q(1/d) finishes the proof. ]

Finally, we derive a more fine-grind bound for the noise:

Lemma C.14 (noise growth II). Suppose we Sé;)H = Sép)t++ = [m|. Then, for every j € [d],

(a) for every j € [d],

r I'Ly jo? 2
! () N ¢ (t) A2 tht,j0y —Q(log? d)
oo [ygt(w Y PV 0y o <57MJ>H =0 (daﬁf) [{w; ", Mj)log + ——= +e¢ >
(b) suppose also S(p)ot ) S(;oH for every j € [d], then
/(o (1) k35§1 2 Q(log? d)
Z :c,Ig,p [y‘ét(w 1Ly Y, p)]l(wgt),:r:>+pi2b(t) <€7 M]>} ‘ <0 ( 2 oy +e€ og >
j€ld]

Proof of Lemma C.14. We can first decompose the noise £ into
& = (I— M;M)E + (M, §)M; =: & + (M, §)M
Let us define 2y = Mz + &}
e On one hand we have with probability at least 1 — I'y, |(w Z(t), z)| < b<) (using a variant of
Lemma C.5). Using the randomness of ({,M;) and p; we also have Wlth probability at least
1— e~ Q008 d) it gatisfies |<w§t), M) - (M, )|+ [pi| < 7 b( ) . Therefore, with probability at least

_ T, — e log?d)
1-Ty—e , we have ]l< O 2y rpizb® = ]1<w§t),x;.>+p7;2b(t)'

e Otherwise, in the event that \( w; , %) > 2 using the randomness of p;, we have that

o (Bl M M)

(w§t>,x)+pizb(” a ﬂ<w£t)7$9>+pi2bm} N Ul(7t)

10’

Pr |1l
Pi
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Together, we have

/ t). .
x,IE,p I:yet(w( )7$7 Y, P) <]1(w§t),z>+pi2b(t) - ]1(w§t>,$9>+ﬂizb(t)> <§7 M]>:| ’

ITRCRY?
9p

(t) o
Using the coordinate Lipscthizness, we also have

t).
E [y(z;(ux 2.9.0) ~ GG U 0 g 6 Mj>] ‘

L 02
< Ly BIE M Prl(ul? ) + > 00] = 0 (1297 ) (C.15)

Finally, we have E, , , [yﬂé(a;;,y)]l(wgt>7$;_>+pi2b(t) (§,Mj>] = 0. We can thus combine (C.14) and

(C.15) to complete the proof of Lemma C.14a.
Next, we want to prove Lemma C.14b. We have: denote

qir = (]1< 0 Mz) 40,46 >~ [b®) \/1o+]l (') Mz)+p,+b) > [b(1)]/10

Since w.p. at least 1 — ¢~(log”d) ]( ,§>| < o] 10 , in this case, we know that
> 1 wDsa,y, p) — £, y)II(E, M)
Jeld]
< Z M, €)* Z { w, M) (1 (@S x)+py b)) >0 +]17<w£,t),m>+pi/+b§,t)20)
JEld] i'elm
<> (M,¢)? Z [(wy”, M) - gir
jeld] i'€lm]

Note also we have:

3wl My <o) - Pl + > Hwl, M)

Jeld] J: V€S pot+
< 0(1) ﬁ +d ﬁb(t) < QE p®
B B g = p

By Lemma C.16, we have that

S| [uewsa,p,p) - e;<x;,y>>n<wgt>,x>+pizbm (&M

jet@ "
fQ log? d)
(og”d) Z E [1(60w:2,5,0) = 45 )&M) 0o
< o~ Mog%d) 4 Z E [!(fi(w( Vi2,y,p) — fi(ﬂ?}?J))H(S,Mg‘qu}
jela
< e Qlog?d) 4 E |[(M O M -gpgi| - taki tation w.r.t. & first.
Z 7yp{ ]75 lez[;n] (wy”, Mj)| - qirq aking expectation w.r.t. ¢ firs
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2
—Q(log?d Oz
<e (log )+O<d> E E ’ z’ M | qi'q;

jeld] ’y’ i €[m]

2 3—4
<0 <"dx) 0 <Zb<t> -k:Ez) .0 <l:z> +eog*d) < o (k el ‘“) (C.16)

Next, similar to the (C.14), we also have

!
%} ez |:y£ (®5:4) <]l< O a)+pizbt) ]l<w§”,x;>+pizb<t>> <§7Mj>H
J

2
() A2 k*logd ,
<Zo< w, ,MJ>|%><0< ) Z| o( 25 ax> (C.17)
J€ld] P P

Combining (C.16) and (C.17) we finish the proof of Lemma C.14b.

]

C.4.2 Growth Coupling

We also have the following lemma which says, essentially, that all those neurons i € [m] satisfying
\(wgt), M;)| > 2vEb® for the same j, grows roughly in the same direction that is independent of i.

Lemma C.15 (growth coupling). Suppose at iteration t, Sé;)tJr = [m]. Then, for every j € [d],
every i € [m] such that \(wgt),MjH > 2VEkbY | we have:

;3/2
/ t). = / t).
x,IE,p yﬁt(w( )z, Y, p) (1(w§t),x)+pizb<t> + ]l_<wl(t)7z>+pi2b(t))z‘7:| = x}g’p [yﬁt(w( ): 2, Y, p)z]} +0 < 2 )

Proof of Lemma C.15. We first focus on the case when (wgt), M,)| > 2vkb® is positive, and the

reverse case is analogous. Conditional on |z;| = s > 0, we know that s > ﬁ Thus, when

\(wgt),MjH > 2Vkb®), |<w§t),1\/[j)s\ > 2b®). Now, using Se(;)tJr = [m] and Lemma C.5, we can
conclude that

e when z; > 0, Pr[(w 2) + p; > b® | z; = 5] > 1= 0 (£);
e when z; < 0, Pr{(w, () >+Psz | 25 = S}SO(g)'

Thus, we can obtain

k
E yfg(w(t),:n, Y, p):ﬂ(wgt),az)erizb(t) Zj:| = Ep [ygg(w(t)7ma Y, p)zj]lz]'>0] +0 (d) x E ’Z]|

T,y,p .y,
@) k3/2
=B [yét(w ;m,y,p)zﬂlwo] +0 | —
In the symmetric case, we also have
/w® /o® e
C.4.3 Activation Probabilities
Lemma C.16 (activation after ept+). Suppose Sé;)pr = [m] and S]( p)ot ) S](?mH for every j € [d].

Then, with probability at least 1 — e~ (log? d),
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(t) . b(t)
<wi Eje[d}: i, M;z; + E>' < Zg for every i € [m].

Proof. For every i € [m] and j € [d| withi ¢ S we have |<w§t), M;)| < %b(t). Therefore, by

—Q(log? d)
b

J p0t+’
Bernstein’s inequality (similar to Lemma C.3b), we know with probability at least 1 — e
for every i € [m],

® p(®)
w’, Y Myzi+¢ <1y (C.18)

: . (t)
jeld): igs®, ..

With probability at least 1 — e~ogd) it gatisfies die e Lz#0 < O(k) (since each z; # 0 with
probability at most O(E)) Therefore, denoting by A = ;¢4 2,70 8(,]3015—&-7 we have |A] < O(kEq2)
(since every \ i Ot +| < E2). Now, for any i € [m]\ A, inequality (C.18) immediately gives

(0 )] < 2

Therefore, the number of i € [m] satisfying ‘< (t) >‘ > b<0 cannot be more than O(kZ3). [

C.4.4 Coordinate Lipscthizness Bound
t
M)

7 0

Lemma C.17 (coordinate Lipschitzness). For every j € [d], let us define W](-t) = ZZES(t) |{(w
ot+
© 5 g "

pot J,pot+’

k 1
Ly < ’Y](t) +0 (\/3) < ’YJ(-t) +0 <:3>
=5

Proof of Lemma C.17. Clearly we have

t t
Ly 3o e M)+ 37 Kol ML (L0 a0 10 0 s g0)

(0) (0)
165] pot+ eSJ pot+

Then, suppose Se(;)t+ = [m] and suppose S: we have

By Lemma C.16 and the randomness of p;, we know with probability at least 1 — e~ (log? 4 the
number of activate neurons i € S (*) —meaning (w, ® x)+p; > O.QbEt) or —<w§t), x)+p; > 0.91)1@—

J,pot+
is at most O(kE2). On the other hand, when i ¢ SJ( ;oH, we know that
=2
t) k‘:'2
, ML) | < —b
M) < 00 < B2

®)

J,pot+
'%2 -O(kZ3) < O(k “2) <0 (E—g) This completes the proof. L]

Therefore, together, the total contribution from these active neurons with ¢ ¢ S is at most

C.4.5 Regularization
Following the same argument as (C.9) from phase I, we know at any iteration ¢, as long as Sé;)t 4=
[ml],
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(w"™ M) = (! M) (1= A = pAwf”]2) +

poly(d)

+ E [yz Y, P Z( w® )+ p; >bt) +]lf<w§”,x>+pizb(t>) ' (Zj+(£,Mj>)] - (C.19)
i=1

z,y=y(x),p

In this and the next subsection, we shall repeatedly apply growth lemmas to (C.19). Before
()

doing so, let us note 0,” = o(b® log d) < o(6Z3logd), so using our parameter choice of 8 and using
k < dl—co’

(®) —2 2
\/Eap logd VEk — (\/Eﬁuz log d) n vk 1 (C.20)

d Bd3/2 d Bd3/? =o(-

This means, when applying the aforementioned growth lemmas Lemma C.11, Lemma C.12, Lemma C.13,
(t)

the additional terms Vhop logd i logd and ;@2

We also have the following regularlty lemma:

are negligible.

Lemma C.18 (regularity). For every T < d°0°89 /5 suppose Se(;)H = Sé;)tJrJr = [m] and S0

Jpot
S](t;oH hold for every t < T and j € [d]. Then, we have for every t < T, with probability at least

1 — ¢—log?d)
vjeld,viem: L, <OE3), |wl|<O0(E3), |fix)|<O(Elogd) .

Proof of Lemma C.18. By substituting Lemma C.12, Lemma C.14a and (C.20) into (C.19), we
have for every j € [d]:

1+ Ly
(™, M) < [, M)A = Al ]2) + 0O <+d>

1+ Ly
< M) (1= Al M) 00 (252

(0)

Summing up over all 1 € S; ;.

we have

and using Cauchy-Schwarz inequality together with |S pot\ < B,

2

A 1+ L\ —
> s ¥ - 2 S )| oo (K

(0) (0) (0)
€S ot 1€5; pot €8] pot

|<w§t), M;)| + O(E—g) from Lemma C.17 and our choice A > 1,

Combining this with L; ; <. 1
j.pot

we have (for every j € [d] and t <T),

0)
ZES( J pot

This also implies L; ; < O(Z3) as well as

2
loIP = D7 e, My + Z M) < OEL) + O( (b0)2) < O(=2) .

dpB?
()
J ZGSJ pot+ J zQS] pot+

Finally, for the objective value, we wish use L; ; < O(Z2) and apply a high-probability Bernstein
variant of the McDiarmid’s inequality (see Lemma H.3).
Specifically, consider random z,&, p. For notation simplicity, let us write £ = jeld] M;¢; for

i.i.d. random &; ~ N(0, %)
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Now, for every j € [m], suppose we change z; to zj and §; to & with the same distribution.
Then, with probability at least 1 — e~$(1o8”d),

f1(2,€,0) = filz—j 2563, €5 P)| < L - (23] + 1251 + 1€ + 1€51)

This implies with probability at least 1 — e~ log? )

E |ft(z’£7p) - ft(Z_j,z;-,f,p)lz < O(L?,j) ’ 1

2.7 d

Therefore, we can apply Lemma H.3 to derive that with probability at least 1 — e~ U(log? d)

i, p) = E[filw, p)]| < O(Z3logd)

Finally, noticing that for every p, by symmetry E, ¢[f;(x, p)] = 0. This finishes the bound on the
objective value. L]

We also prove this Lemma, which gives a lower bound on the loss:

Lemma C.19 (loss lower bound). In every iteration t, define Lmax := max;jcq{ Lt } and suppose
Liax < O(Z3). Then we have:

) 1
Ep[ﬁg(w(t);w,ym)] = (mm {1’ L210g2d}>

max

Proof of Lemma C.19. Let a € [@, 1] be a fixed value to be chosen later, and Sy C [d] be an

arbitrary subset of size |Sp| = ad. Consider a randomly sampled vector z and let = Mz + & be
the corresponding input. We construct another 2’ that is generated from the following process

1. Let Sye,» C Sp be the set consisting of all i € Sy with |z;| = © (ﬁ)

2. For all i ¢ Syc., pick z, = z;.

(]
3. For all i € S ., pick 2] = z; or z] = —z; each with probability 0.5, independently at random.
Obviously, 2’ has the same distribution as z. Now, let us define ' = M2z’ + &, v/ = sign({w*, 2')).

Since |Sp| = ad, recalling the distribution property that Pr |:|ZZ’ =0 (ﬁ)] =0 (%), we know

with probability at least 1 — e~(°8”d) gver the choice of z, |Sre.z| = ©(ak). We call this event
51(2) )

Let us denote by b; = % € {—1,1} for every i € Sy¢.. We can therefore write ft(w(t);x’,p) =
f(z,b,&, p) to emphasize that the randomness comes from z,b, &, p. Using the definition of coordi-

—Q(log? d)

nate Lipscthizness, we know with probability at least 1 —e over z, &, p, it satisfies

me
Vh € Sy Wb € (—1, 15w W € {1, 41} |f<z,b,f,p>—f(z,<b_k,bk>,f,p>|30( \/%)

Let &(z,&, p) denote the event where the above statement holds.

Now, conditioning on &;(z) and & (z,&, p) both hold, we can apply standard MiDiarmid’s in-
equality (see Lemma H.2) over the randomness of b, and derive that with probability at least
1 — =208 d) Gyer b,

F(2:0,60) —E[f(2,5,€,p)]| < O (Lmaxv/alogd)

Let &;(b||z,&, p) denote the (conditional) event where the above statement holds.
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In sum, by combining &1, &, &3, we know with probability at least 1 — e~ log?d) Gyer 2,2, &, p,
it satisfies

flw®:a!,p) = E | fi(w®:',p) | 2,6 p] | € O (Lmaxv/alog )

As a simple corollary, if we generate another copy z” in the same way as 2/, and denote by
2
2" = Mz" + ¢, then with probability at least 1 — e~2(108"4) oyer z, 2/, 2" €, p, it satisfies

‘ft(w(t); 2, p) — ft(w(t);m", p) <O (Lmax\/alog d) . (C.21)
Now, let us denote by 3’ = sign({w*,2’)) and y” = sign((w*, z”)) and compare them. Let us

write
_ * * //
A= E w;z g wiz E Wiz

iE[d]\Sre,z 1€Sre,z 1€Sre,z
Thus, we have y' = sign(A + B) and y” = sign(4 + C).

First using a minor variant of Lemma H.1b, we have!”

Pr[A € [0,v/a]] > Q(Va)

Denote this event by £4(z).

Next, conditioning on any fixed z which satisfies £1(z) and £4(z), we know that B and C
become independent, each controlled by |Sy¢ .| = ©(ak) random Bernoulli variables. Therefore, we
can apply a Wasserstein distance version of the central limit theorem (that can be derived from
[104], full statement see [6, Appendix A.2]) to derive that, for a Gaussian variable g ~ (0, V?2) where
V2= > jes.. (2 zj)? = O(a), the Wasserstein distance:

Ws (B, )<0(1‘z§;> and W (C, g)<0(hz§;>

This means with probability at least Q(1), it satisfies B € [0, /a] and C < —5\/a.
To sum up, we know with probability at least Q(y/«), it satisfies A, B € [0,1/a] and C' < —5./a.
This means vy’ # 3", or in symbols,

Prly’ #y"] > Q(Va) . (C.22)
Finally, conditioning on both (C.21) and (C.22) happen, we know that
o cither sign(fi(w®; ', p)) = sign(f;(w®; 2", p), in which case £;(w®; 2’ o/, p)+' (w®; 2" 4", p) >
1
2

e or |fi(w®;a!, p)| < O(Lmaxflogd) and |fi(w®; 2" p)| < O (Lmaxyv/@logd), in which case

if we choose a = min{3, m} then we have ]ft(w ©: 2 p)|, | fo(w®; 2", p)| < O(1) and

O

therefore £;(w®; 2’ v/, p) + £4(w (), "y p) > Q(1).

To sum up, we have

1
E [Gwsz,ypl=- E [Py, p)+w;2” 4", p)]
x,yzy(:p),p 2 Z’Z,7Z//7£7p
> Q(Ja) = <m1n{1 1}) . 0
L2, log*d

1"To be precise, we can do so since we still have at least (1 — a)d > g coordinates.
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C.4.6 Proof of Theorem C.2
Proof of Theorem C.2. We first prove that for every t > T,

®) () (0)
S; j,pot = C 8_] pot+ g S] pot (023)
Note from the definitions the relationship S (;ot C S](-got + always holds, so we only need to prove

the second inclusion.
Suppose (C.23) holds until iteration ¢. Then, for every i € S ] pot, let us apply Lemma C.13,

Lemma C.14a together with (C.20) and L;; < O(Z3) (using Lemma C.18) to (C.19). We get

nkZ3
[l M) < [ M) (L= n2) + O ( d22>

Therefore, for those ¢ that are sufficiently large so that b(“tY) = =2 we have (using A > 1)

(t+1) nkE3 1 k=3 k41
) M| < L = <
(™ ]>|—O< P ) w9\ ) S @t

and for those ¢ that are still small so that b(*+1) = @(@), we have

—2
(t+1) Vo< nk=5 ki)
M) < 0 (P22 ) < o

)

Together, this means i ¢ S tpti_k so (C.23) holds for all t > T}, and T < d9Uoed) /p,

Phase II.1. We will construct a threshold Te and prove inductively for all ¢ € [T}, T¢]. Initially
at t = T, by Lemma C.17 we have L; ; = o(1). As long as L; ; = o(1) holds for all j € [d], we have

e for every i € [m], substituting Lemma C.12, Lemma C.14a and (C.20) into (C.19),

(t+1) 3 o< <
[l M) < [l M) +0 (B) < <0 (5-1)
e for every i ¢ j;ot’ substituting Lemma C.13, Lemma C.14a and (C.20) into (C.19),
klogd klogd
M) <l M)+ 0 (T ED) << 0 (TR )
Since for each i, the number of j satisfying i € S( )Ot is at most O(1) (using 8(13015 SJ(-SD)Ot and
Ségg = [m]), we have
lof*™ ) <0 1) (C.24)
These bounds together mean several things:
o L;;=o0(1) for all j € [d] and t € [T}, Te] with T, = © (m)
Indeed, (C.24) gives ](wl( M;)| < O(5;1650 110 ), but the number of j satisfying i € Sj(,t}zot is at

most O(1). So we can apply Lemma C.17 to get Ly ;j = o(1).
o 86(2++ = [m] for all t € [Ty, Te).
Indeed,
— for those ¢ that are small so that o) = O(; Z)gdt), we have (C.24) implies ||w H <
O(+/logd - ol )) < %; and
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=2

— for those t that are large so that ot = @(\/%), we have (C.24) implies ||w H <
(t)
O(=z510z4

Ow
) < 75

=5 logd
Together we have ¢ € Sé;)t++.
. Se(;)H = [m] for all t € [T}, T¢].

This is a direct corollary of Sé;)t 4 = |m] together with the property that the number of j

satisfying i € Sj( got
Next, let us consider any j € [d] with i € S(Os)m At any iteration t € [T}, Te], substituting

Lemma C.11, Lemma C.14a, (C.24), and (C.20) into (C.19),
1 n
™M) = [, M) (1 =0 = Al ) + @ (2)

(2

4 is at most O(1).

> (. M) (1 = 200) + 2 (7)

This means two things:

e The value |<w(t)

. M;)| keeps increasing as ¢ increases, until it reaches ©(% nlA) = () and

at that point it may decrease but will not fall below ©( d/\) This ensures i € S'")

j,sure”
e At t = T,, we must have i € s

J,8ure+

()2
O >0 >0 L 1 (07
(i, M) (d °) Hologd/) — Eologd B32=3

1 2
>0 ——— ) -4k (D)2 > 4k (b
- <kﬁ2Eg log d> (b)" = 4k (™)

because

To sum up, at iteration ¢t = T,, we have

OfOI"LES() |< (t)M>|>Q(glogd>

J,sure’

[ ] fOl“ Z G Sj(p)ot’ ’<wl( 9 >| < O(_glogd)
o forigS jpot, !(wgt)7Mj>’ < O0(g%;)

Phase I1.2. We first make a quick observation that
° Se(;)t+ = Se(;)t++ = [m] for all t > T..

Indeed, from iteration t = T on, we have b(®) = BZ3. Using Lemma C.18 we have for every
i€ [m], [w®] < OE3) < 2. Thus, 8%, = [m] holds for all ¢ > Te. As for 8L, = [m], it

is a simple corollary of Sép)t +4 = [m] together with the property that the number of j satisfying

i€ S](;OH is at most O(1).

Next, we claim for every ¢ € S; (7o) and every t > T, it must hold that

7,8ure+

1
|<wl(t)’Mj)| > o (max K z’)7Mj>’> and ieS? (C.25)

i'e[m] J,sure+

for some sufficiently large constant C’ > 1. We prove by induction. Suppose (C.25) holds for ¢ and

we consider ¢ + 1. By the definition of i € S]( S?WBJF, we know |<w§t), M,)| > 2vkb®. Now, consider
every other i’ € [m]\ {i}
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o 1f\<w, M| < 20" |(w; O ™M M) |, then after one iteration we still have |(w, (t+1) yMj)| < C’|<w§t+1),Mj>|.
o if \(wi, M) | > 2C”|<w§ ),Mj>|, then we have

k‘2
o7 = 1 M)+ 37 e Myl < o, M)+ (d = 1) 5 (607
J'#5
10
< 100wy, My)P < ol M) < [lul?|” (C.26)

Therefore, applying Lemma C.15 and Lemma C.14a (for ¢ and i), and using 8 < ﬁ, we have

e, O, My A= pA|w? E |yty(w®; Txo(™”
(™, M) = [, M) (1= nA = Al l2) +n B |yl (w2, y, p)z | £ iz

(t+1), 1— 1A — nAlw® E [yl (w®: Lo (T
!< M;)| = |(w! / M;)|(1 = nA — nA|lw; Hz)+77xyp yl(w';z,y, p)zj o

Taking the difference and using (C.26), we have

(t+1) 1), t nk!'o
[l M) = ol M) < (1l M) = [l M) ) (1= A = Al 2) + 0 ( 7 )
(t) Vb3 nk!?

< (1wl My)| = [, M) ) = 2AVERD)) +0 (
< (1wl M |<w§“,Mj>|)

thus we continue to have |<w§,Jr ), M;)| < C’](wgtﬂ), M;)|.

Putting these together we show that the first half of (C.25) holds at t + 1.
As for Why 1€ S](t;T)e 4> we consider two cases.
o If ](w M;)| > 4vkb® | then in one iteration we should still have \( t+1 M;)| > 2v/kb®)

2\/Eb t+1)
o If [(w!”, M;)| < 4v/Eb®), then by the first half of (C.25) together with Lemma C.17, we know
the Lipscthizness L; ; < O(Vkb") - Z3)+0 (%) < 0(1). In this case, we also have (see (C.26))
=2

le(t)Hz < O(k(b®)2) = o(1). Applying Lemma C.11 and Lemma C.14a again we have
1 n
[l M) = [l M) = A = u ) + 2 ()

n
> [(w”, My =210 + 2 (2) > [, M)

Putting both cases together we have ¢ € S(Surl+ so the second half of (C.25) holds at ¢ + 1.

]

D Clean Accuracy Convergence Analysis

In this section we show the upper bound on how the clean training of a two-layer neural network
can learn the labeling function from N training samples {z;, yl}f\;l up to small generalization error.
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Theorem D.1. Suppose the high-probability initialization event in Lemma B.2 holds, and suppose
1,00 € (0, m) and N > poly(d). With probability at least 1 — e~ Q(log? d) , for any T > Q(d“Q)
and T < do(logd)/n, if we Tun the algorithm for T.. = Te + T iterations, we have

1 Te+T—-1
T > xlgpobjt(w(t);x,y,p) <o(1)
t:Te b X

In other words, at least 99% of the iterations t = To, Te + 1,...,Te + T — 1 will have population
risk o(1) and clean population accuracy > 1 —o(1).

Remark D.2. With additional efforts, one can also prove that Theorem D.1 holds with high proba-
2

bility 1 — e~ 218" for all T in the prescribed range. We do not prove it here since it is not beyond

the scope of this paper.

D.1 Proof of Theorem D.1: Convergence Theorem

Our convergence analysis will rely on the following (what we call) coupling function which is the
first-order approximation of the neural network.

Definition D.3 (coupling). At every iteration t, we define a linear function in

m

gt(M;fB,P)‘EZ(% ) 1)+ p; >b(®) ((MiaﬂU)JrPi—b(t))— —(w® 2)+p;>b®) (= <Mz'a$>+Pi—b(t)))
=1

and it equals the output of the real network at point p = w® both on zero and first order:
gz, p) = fi(wWsz,p) and Vg (37, p)| o = Vali(wiz, p)],_ o

In the analysis, we shall also identify a special choice u* defined as follows.

Definition D.4. Recall S{?s)ure, . ,Stgos)we C [m] are disjoint, so we construct pf, ..., ur, by
x der (s(o |> M;, i€ Sj(swe for some j € [d];
7 j,sure
0, otherwise.

Above, a = o(1) is a parameter to be chosen later. One can easily check (using Lemma B.2) that

Claim D.5. Y, 2 < O(£d) and Yep I < O(&5)

=)

More interestingly, our so-constructed p* satisfies (to be proved in Section D.2)

4 and S( ) S(t)

J,sure — “j,sure+

Lemma D.6. Suppose Sé;)tJr = Se(;)t++ = [m], SJ(-?I,)Ot ) Sj(got
j € ld]. Then,

(a) with probability at least 1 — e=2og”d) pyer gz, p, g5z, p) = alw*, z) + O(Ei)

(0) Epyy()p [log (1 + e~y oem@e))] <O (é + E%)

for every

We are now ready to prove Theorem D.1. Since wEtH) = wgt) — nvinAb/jt(w(t)), we have the
identity

2
— n . 1 1
B{TObj, (), w® — %) = T |VOBj, (w3 + w® — 3 = Sl D — |3
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Applying Lemma A.2, we know that by letting Obj,(w®) = Ezy,p Obj,(w®;z,y, p), it satisfies

n
poly(d)

) 1 1 *
n(VObj,(w®), w® — 1*) <n?- poly(d) + §Hw(“ = 1 = Sl — | +

Let us define a pseudo objective

Obj. (1 )dcf E [log(l + e—y.gt(u;w,P))} + A Z Reg(u;) ,

z,y=y(z),p ie[m]

which is a convex function in p because g;(u; x, p) is linear in u. We have, for every ¢ > T,

(VObj, (w®),w® — %) £ (VObj;(w®), w® — r*)

>om%“5—mm<v—omx“5—owmm

sl N1 11

>Oth )\Z( 2 —O ?_FE
1€[m]

® allogd a?logd 1 1
> Obj,(w®) 0 (L85 280 — o
:% =8 a? :g

> 0bji () -0 (V£

=
=1

Above, @ uses the definition of g;, @ uses Lemma D.6b (and Theorem C.2 for the prerequisite for

Lemma D.6b), and @ uses Claim D.5 for the bound on ||xf]|? and ||u||3.
Putting these together, we have

} log d 1 . 1 N
1 (0B - 0 (LEL) ) <o poly(a@) + 5wl — = gl s

= poly(d)
Therefore, after telescoping for t = Te, Te + 1,...,Te + T — 1, and using n < poly( y> We have
| TetT-1
e viogd O(lw™ — p*|I}) _ O(Z3m)
bj — < <
T Z (O elw O( = )) 0T - T
Finally, we calculate
Te Te)
™ < Zju@’ﬁ > ™I
icU; 57 pot iU, S;Opot
]{2
< dZ; O(=4) +m - O(54) < O(d=))
and this finishes the proof. [ |

D.2 Proof of Claim D.6: Main Coupling
The proof of Lemma D.6a comes from Claim D.7 and Claim D.8 below. In the two claims, we split
g¢(*; ) = g¢.1 + gr.4 into two terms, and bound them separately. Define

o - wk

*. _ J i
RSENIED SO > <1<w5t’,x>+pizb<t> + ]l—<w§”7x>+pizb(t>) e

jE[dH j,sure’ ES(O)

,sure

gua(@.p) = 3 ((p" -t ))1<w§t)w>+pizb(t> + (b1 — pi)]lf<w§“,m>+mzb<t>>

1€[m]
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ChMlDJ.P%pMﬂmﬁxm):a@ﬁzﬂzl_gﬂmfﬁ

Proof of Claim D.7. Recall for each i € S; (©

J,sure’
o it satlsﬁeszES(S)WQJr SO|< w, , M,)| > 2vkb;
e it also implies ¢ ¢8 Vpot+ fOT any j "'+ 4, 80 |<w§t),Mj/>| < %b(t);

-mmmwN(())m¢>@@w@%%ﬁ)

e recall <w£t), €) is a variable with variance at most O(*—5—= e ” ) for o, = O(1).

Applying Lemma C.16, we know with probability at least 1 — e~ Q(log®d) it satisfies

0 b0 _ B=3
(w; 72]";&]’ Mz + )| + |pil < 5 T 9 (D.1)

and when this happens it satisfies, whenever z; # 0,

]l<w§t)7w>+pi2b(t> + ]l—<w§t),x)+pi2b(t) =1

Summing up over all i € S]( S)m . and j € [d], we have with probability at least 1 — e~og? d) Gyer
z,p: ge1(psx) = alw*, z). [

Claim D.8. Pr, ,[|gi4(7,p)| < O(Z)] > 1 - e—(log? d)

l\?l\?

Proof of Claim D.S. Let us write £ = Zje[d} M;¢; where each ; is i.i.d. Let us write
gt4CU,0 thélzmpz

[m]
def

for Qt,4,i($,,0i) - <(pZ - b(t))]l<w§t)7$>+0i2b(t> + (b(t) - pi)]l—<wz(t>,x)+m2b<t)>

We note that g;4(z, p) is a random variable that depends on independent variables

gl""’fd?’zl?'“’Zd7p1""’pm7
so we also want to write it as g 4(z,§, p) and grai(2, &, pi)-

We can without loss of generality assume as if |p;| < b(o and [&;] < 2<12) := B always hold, both
=2

of which happen with probability at least 1 — e~20og”d)  In the rest of the proof we condition on
this happens. By symmetry we have

vp: élz[gtA(zag?p)] =0

We wish to apply a high-probability version of the McDiarmid’s inequality (see Lemma H.3) to
bound g¢; 4. In order to do so, we need to check the sensitivity of g 4(z, p) regarding every random
variable.

e TFor every z;, suppose we perturb it to an arbitrary 2} € [-1,1]. We also write 2’ = (z_;, 2})
and 2’ = Mz’ + &.

— Now, for every i € S; ® we have the naive bound

7,pot+"
|gt,4,i(zu fa pz) - gt,47i(zl’ 57 pl)| < Qb(t) : ]lZﬂéZ;

and there are at most ] pot +| < Z2 such neurons i.

52



— For every i ¢ S we have |(w§t),Mj>| < %b(t). Define event

J pot+’

p®)
& = S lw”, > My +6)| =
J'#J

x When event &; does not happen, we have 1 and thus

W® 24260 = L 21y 1 p>p07

Gr4,i(2,.&,pi) = grai(Z,€ pi)

* When &; happens, using the randomness of p;, we have

[(w”, M) - |25 — 2
o L9 0200 # L@ gz < O ( o)
0
klog d
so( 7 >'|z]~—z}|

and thus

wp. >1-0 <klogd| 2; 2;|) over p;;

otherwise.

0
. D\ () . = ’
|gt,471(z,£,pz) gt,4,z(z ,f»Pz)| { O(b<t)),

Note with probability at least 1 — ¢ (log? 4 the number of i € [m] with & holds is at most
O(kZ32) (using Lemma C.16). Therefore, by applying Chernoff bound, we know

klogd
‘gt74(z>§7p) - gt74(2,,§,p)| < O(b(t)) ' ( dg

|Zj — Z;| k=g + Eg)

This means two things that both hold with probability at least 1 — e~20g? d) gyer 25, &, p:

— For all zj, 2}, [gra(x, p) — gra(a’, p)| < O(bD) - (“C?Bgd k2 + Ez) <O(WkbWY) < o(Ei%)
B () — (@, p) 2 < O(60)2) -, ( (K52 12,) 2 — 2P 4 231, L ) <
Zj,z’. gt,a\T, P gt,a\T , P > z]',z; dp =2 Zj Zj —2 zj;éz;. >
k4=2log? d —_
O ((“Fhe +288) 09)7) < olghy)

e For every &;, suppose we perturb it to §; € [-B,B]. We write {’ = £ + M;(¢} — &;) and
=Mz +¢.

— Now, for every i € s 4, with probabﬂity at least 1—e~2198” @) we have \(wgt), D e M) <

J,pot
b( ) . Therefore, if it also happens that ]( Mz)] < bl(t()) ,then g 44(2,&,pi) = grai(z, &, pi).

In other words, we have

19644 (2, €, pi) — grai(2, €, pi)] < 26@ -1

(") Mz) > 57
Summing up over i € S; ( got 4> and taking expectation in z, we have
k=9
E Z gt,4,i (27 67 pl) - gt74,i(z,7 57 Pz) S 2b(t) IZE Z ]l (t) Mz)|> 2 b(t) S O <b(t) d>
zES;tgot+ 16$;t;>)ot+

where the last inequality uses a variant of Lemma C.5 and |S | pot L < Ea.
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— For every i ¢ S we have |(w§t),Mj>| < L p® . Define event

] pot+’

* When event & does not happen, we have 1 and thus

(W 24260 = Ll )1 pi2p00

94i(2. & pi) = grai(Z, € pi)

* When &; happens, using the randomness of p;, we have

|<w§t)7Mj>| & = €;|
Pr 09 00 # L0y 0] < O ( %
p
klogd
§O< a5 )'Iﬁj jl
and thus
0 W >1— klogd 1) over i

|gt747i(za£’ pl) — gt,4,i(’27€,’pi)| = { p.- = ( ‘5.7 §]|) P

O(bM), otherwise.

Note with probability at least 1 — e~(°8° @) the number of i € [m] with & holds is at
most O(kZ2) (using a minor variant of Lemma C.16). Therefore, by applying Chernoff
bound, we know with probability at least 1 — e=og? d) Gyer 2,6 4,p

klogd
| sl - sl < 000) - (C2E - g0 )
gs(t) N
j,pot

Taking expectation over z, we have with probability at least 1 — e~0og”d) gyer E—j,p:

VEklogd -
B > grailz.60) — grai(z,€,p)| < OOY) - <g|§j — &l - kE2

t vd
’g‘sy( z)>ot+
Putting the two cases together, we have with probability at least 1 — e~2008% d) Gyer §—j,p:
klogd — k=
[ ge4(2,€,0) — Egra(z, €, )| < O -0 ( Sl — €l k= + d2>

This means two things that both hold with probability at least 1 — e=200g? d) Gyer §—j,p:
— For all §j7§§, |E, gra(2,&,p) —Ezgia(z,&,p)| < o). (klogdB k=9 + kuz) < o(é)
— Eg, ¢ | E: 914(2, € p)~Ez gra(z,. €, p)|* < O((09)*) E., ((“’gd m) & — &7 + ’;2:%> <
O (M5t + 553) (19)?) < ol L)
We are now ready to apply the high-probability version of the McDiarmid’s inequality (see

Lemma H.3). We apply it twice. In the first time, we use the perturbation on z to derive that,
—Q(log? d)

with probability at least 1 —e over z,&, p:

1
|gt,4(27§7p) - [ggt,4(z7£7p)‘ S O(E)
—2
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In the second time, we use the perturbation on & to derive that, with probability at least 1 —

e~og”d) Gyer & p,
1
| ]EgtA(Z’ fv p) - E gt74(2> 57 p)| < O(TQ)
z z,& =5
Finally, noticing that E; ¢ g¢4(2,&, p) = 0 for every p, we finish the proof. L]

This finishes the proof of Lemma D.6a. We are only left to prove Lemma D.6b.
By Lipscthiz continuity of the log(1 + e¢™*) function, we know with probability at least 1 —
e—Ulog? d)
1
=2
=2

log (1 + efy(x)'gt(”*;x)) =log (1+ efy(’”)'aw*’z)) + O(%) =log (1+ efa|<w*’z>|) +O0(=)

=2
Taking expectation (and using the exponential tail) we have

* . * 1
B [log (1 + U 9079)] K [iog (14 =] 2 0(L)
=2
Note if we take expectation over z, we have

E[log (1 + e‘a|(w*’z)|)] < / log (14 e~ - Pr[|{w*, 2)| < t]dt
o >0
@ o 1 11
<O [ et (b4 ) <Oz +

where @ uses Lemma H.la. This finishes the proof of Lemma D.6b. [ |

E Why Clean Training is Non-Robust

In this section we shall show that clean training will not achieve robustness against ¢5 perturbation

of size T = <d0:2999) as long as k = Q(d*3334). Recall |[M||; = > et 1Mo

Theorem E.1 (clean training is non-robust). Suppose the high-probability initialization event
in Lemma B.2 holds. Suppose k > d1=<)/3 and consider any iteration t > Q(m%) and t <
=2
do(logd)/n. With probability at least 1 — e~ Q0% d) ype following holds. If we perturb every input
x by 6 = —y=30(Muw*) /k?, then the accuracy drops below e~ (log? d)

Pr [sign (ft(x — 6)) = y} < o (log? d) ’
p

z,y=y(z),
Pr [sign(E[ft(x — 5)]) = y} < o—Qlog?d)
z,y=y(z) p
Note that
Elo d ElO M
6l < 22 and 8] < S0

k? k?

The proof of Theorem E.1 relies on the following main lemma (to be proved in Section E.1). It
(®)

says that towards the end of clean training, neurons w; ’ have a (small) common direction in Mw*.

Lemma E.2 (non-robust). For any iteration t > Q(—Ly), let subset S = Uje[d]S(O) then

n,\Eg j,sure’

3—=4
Sl M) =0 (5 ana i€ o ) = 0 (£ 3E02)
€S —2
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With the help of Lemma E.2, one can calculate that by perturbing input in this direction
—y-Muw?*, the output label of the network can change dramatically. This is the proof of Theorem E.1
and details can be found in Section E.2.

E.1 Proof of Lemma E.2: Common Direction Among Neurons

Before proving Lemma E.2, let us first present Claim E.3.

Claim E.3. We have

(W Muw*) > (w® Muw*) - (1= nx = pA|w|]) - Lo S
b o Ta15% ™ poly(d)

+ 772%0 |:€2(w(t)’ z,Y, p)]]'(wgt>,w>+pi2b(t) |<U)*, Z> ’i|

Proof of Claim E.3. Let us recall from (C.19) that

(wi M) = M) - (1= A = A £

poly(d)
1o (t
T emsione [y“ W12, 0) (L0 21 iz +]l—<wi“,x>+m2b<t>)(zﬂ'+<§’MJ>)}
and therefore
t+1
w w (I =X —nA w

t).
g {y@(w( 5.y, p) (L b0 T L0y pz0) (07 Z>]

—O(n) - Z ’Fp [yﬁi(w(t); Y, p) (]l<w§t),z>+p¢2b(t> + ]1—<w£t),x)+p¢2b<t)) (& M])] ‘

Jj€ld]

Applying Lemma C.14b and using y(w*, z) = |[(w*, z)| and Hw H < O(Z3) (see Lemma C.18), we

have
wlt+) (t) k:3:‘21 2 n
2D wiMy) > (w; Zw (== N wl) = 0 (n=52 et + s
jeld]

+n ;[’;E [Et(w( );LU, Y, p) (]l(wgt),az>+pi2b(t) + ]l—<w<.t),a:)+pi2b(t>)|<w*’ Z>|}

3—=4
Zw*M (1= =\ [w®]) = 0 (n =242 4 1
= ” gz = poly(d)

+ n E::p |:£;<’LU( );(B, Y, pﬂl(wgt),m)—l-piZb(t) ‘ <w*7 Z>|:|

[
Proof of Lemma E.2. Recall Claim E.3 says that
1 k3=4
Sl M) 2 Yl M) (== ) - 0 (a1 202
i€S €S

+n ang lﬁg(w(t);@ y, p)[(w”, )| Z ]l<w@ $>+Pi>b(t)]
’ i€S t B
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Using Sj( S)W,e C S](-fs)ure 4, and a similar analysis to Lemma C.16, we know with probability at least

1 — e~ 200gd) it gatisfies Yiesl > Q(k). Therefore, the above inequality gives

(W) x)+p; >b(=)

—4
S w0, Mut) > 3w, Mur) - (1 - a — nAllwl]) - (n|8| = )

€S €S

+Qnk) - E [zz<w<t>;x,y,p>|<w*7z>|]

Z,p

Now, using small ball probability Lemma H.1la we have

Pr [[(uw", 2)] < 0.01E[f,(w;2,y, p)]| < %E[fé(w(t);w,y,p)] +O()

%\

Therefore, let us abbreviate by writing ¢, = ¢4 (w®; z,y, p), then
E[tw®;2,5,0) - 1w, 2)]]
>E £, [(w",2)

(w*, 2Y] > 0.01 E[e;]] . Pr [\<w*,z>\ > 0.01 E[e;]]

> 0.01E[)] - E [e;

|(w*, 2)| > 0.01 E[e;]] . Pr [|<w*,z>| > 0.01 E[e;]}

— 0.01E[/] - (IE (0] - E [2’8

|(w*, 2)| < 0.01 ]E[ﬁ’s]} . Pr [|<w*,z)| <0.01 E[K’S]D

> 001E[)] - (E [£]] - Pr [|{w", 2)| < 0.01E[£]]])

> 0.01E[.] - (;IE (] - O(\}E)) > Elg

where the last inequality ® uses Lemma C.18 and Lemma C.19.
Therefore, using |S| < d=2, we have

(t+1 (t) k‘S:Q o2 nk
> (w; ) > > (' Muw*) - (1=nx = gAw ) = O (nlS|=520% ) + Q)
i€S €S —2
®) Ny =2 nk
> (wy,\ Mw") - (1= O(nAZ3)) + Q(Z5)
i€S =
so we conclude for every ¢ > Q( )\_2) it satisfies
kd
3w Mw>2(2(:7>
i€S =2

As for any arbitrary i € [m], we have

k3=
@, Mut) > (w0, Me*) - (1 - nr - gAJwl?]) - <n %2)

k=3
Z...2—0<)\ 2 az> . L]

E.2 Proof of Theorem E.1

Proof of Theorem E.1. For every i € S; ®) we know with probability at least 1 — ¢~ 0(log? )it

J,sure+’
satisfies that

1 and 1

(W @)t piz1060) — Lw;z>0 w® @yt piz1060) — Lwiz<0
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Therefore, setting § = doMuw* for some dy € (0, %), we have |(w§t), §)| < 60Z3vd < b®)

S ReLU((wi”, & — 8) + p; — b)) — ReLU(—(w(",x — 6) + p; — b®)

1€S
- Z ReLU + Pi — b(t)) - ReLU(_< (t) > + pi — b( )) Z (ﬂw;izji>0 + ]lw;z_zji<0) <wz(t)7 5>
€S €S
&
where j; € [d] is the unique index such that i € S ](f)sw et We can rewrite the decrement
& = do Z (ﬂw;z]->0 + ]le*.Zj<0) Z <w§t)7 M’LU*>
]G[d} Zesj(tgure+

Using | 20 (w? Muw*)| < Z3v/d and (Lusz;50 + Lurz <o) = 1 with probability ©(%), we

can apply Bernstein’s inequality and derive
Pr |4 — E[&8]| > & - =}vEdlogd| < e 20

Also using (]lw]*, 2>0 T ]lw;, Zj<0) = 1 with probability @(%), we can derive using Lemma E.2 that

E[#] > 0 (Q<Z>Z<w§“,Mw*>—0< =)o a§>

s 15
1€S Ad
k? _ . 1k3E] k?
> - (05p) - 062 15 22) 2 000y
=2 =2

Combining the above equations andusing k& > d(!=%)/3 we have with probability at least 1 —

efQ(log2 d)
2
_—
=2
For the remainder terms, we using ](wgt), 8| < 6023vVd < b1 /2, we have
S ReLU((w”, 2 — 8) + pi — D) — ReLU(—(w(”, & — 8) + p; — b®)

i€[m)\S
t t t
sie%\SReLU«wﬂprib<t>>ReLU<<wE’,x>+pib<t>>ie%\sﬂ|<w<t> g min {0, 0)}

[ )
Using Lemma E.2 and Lemma C.16 we have with probability at least 1 — 9(log? d)

N> 50 LKE) o 1 —6- O LKE) O(kZs) > o
2 =00 (5" ) - 2 (0 ) 522 = 700 O (3700 | - OkE2) 2 =5

ie[m)\S
Putting together the bounds for Jo and # we have
flx —8) =Y ReLU({ —6) + pi — b®) — ReLU(— (w2 — §) + p; — b®)
1€[m)|
(t) (t) & k2
< ) RelU((w;”, @) + pi — ) — ReLU(—(w;”, z) + p; — b)) — 5 < filw) =00 Q <:7)
=2

10

In other words, choosing d¢p = ;2 , then combining with |f;(x)] < O(Z31ogd) from Lemma C.18,
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we immediately have fi(z —0) < 0.

Using an analogous proof, one can also show that fi(x + d) > 0. Therefore, if we choose a
perturb direction —dgyMuw* = —yd, we have

Pr [sign (fe(z — doyMuw*)) = y} < e~Ulog®d)
z,y=y(z),p

This means the robust accuracy is below e~ 2108”4 Finally, using | Muw* |2 < O(v/d) and | Mw*||s <
O e IMlloc) = O([[M]}1) finishes the proof.

Note that a similar proof as above also shows

Pr [sign(E[ft(:c — 50yMw*)]) = y} < e~log®d) ]
P

z,y=y(z)
F Robust Training Through Local Feature Purification

Suppose we run clean training for T¢ > Q(dnig) iterations following Theorem D.1. From this itera-
tion on, let us perform 7" more steps of robust training.

During the robust training phase, let us consider an arbitrary (norm-bounded) adversarial
perturbation algorithm A. Recall from Definition 4.1 that, given the current network f (which
includes hidden weights {w;}, output weights {a;}, bias {b;} and smoothing parameter o,), an
input z, a label y, and some internal random string r, the perturbation algorithm A outputs a
vector satisfying

HA(f,x,y,T‘)”p S T .

for some ¢, norm. Our two main theorems below apply to all such perturbation algorithms A
(including the Fast Gradient Method, FGM).

Theorem F.1 ({y-adversarial training). In the same setting as Theorem D.1, suppose we first
=6
run T iterations of clean training with Q(%) < Ty < d9Ugd) /) and obtain

Objyean = E  [Objp(w™;z,y,p)] <o(1) .
x,y:y(x),p

d2(1—2¢cp)

Neat, suppose o, < min{O(1), S5} and k*° < d'72%/logd. Starting from iteration T,

. . o /k?Edmlogd %
suppose we perform robust training for additional T = T, = O( o ) < O3

) iterations,

against some fo perturbation algorithm A with radius T < ﬁ With probability > 1—e(log? d),

1 Ti+T—1
— ]E Ob' w(t),l’+(5, , <Ob.cean+0 1
T t_ZTF x,y:y(m)7§:A(ft7x7y7r)7p[ Ji ( Y p)] < el (1)

Corollary F.2. In Theorem F.1, if A is Fast Gradient Method (FGM) with {5 radius T, and

]E Ob' w(t)’x_|_57 , <01
x,y:y(z),(S:A(ft,a:,y),p[ Jt( Yy ’0)] — ( )

for some t € [T, T¢ + Ty|. Then,
Pr |36 € R |j5] < 7 sign(E fy(wso+6,0)) £y| <o(1) .
zy=y(z) P
Corollary F.3. Consider for instance o, = 0, cg = 0.00001, and sufficiently large d > 1.
o Fork ¢ [d%0001 d0-3999) "robust training gives 99.9% accuracy against fo perturbation > W
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o For k> d"3334, clean training gives 0.01% accuracy against {5 perturbation radius < %.

o For k € [d333% d0-3999]  robust training provably beats clean training in {3 robust accuracy.

Theorem F.4 ({-adversarial training). In the same setting as Theorem D.1, suppose we first
run Tt iterations of clean training with Q(dTEg) < Tt < d°U°8d) /) and obtain
Objuyeen = B [Objg (w™;2,y,p)] <o(1) .
zy=y(z),p
Next, suppose o, < O(1) and k> < d'~ 2‘3()/logd Starting from iteration Tf, suppose we perform
robust training for additional T = T = @(Ln;logd) < O(d1 2CO) iterations, against some fo

perturbation algorithm A of radius r W Then, with probability > 1 — e—$(log? d),

.dco
Ti+T—1

E Obj,(w®; 2 + 8,9, p)] < Objuea, + o(1
t:ZTf SRV L v l W

L
T

Corollary F.5. In Theorem F.J, if A is Fast Gradient Method (FGM) with lo Tadius T, and

E Obj, (w®;z + 4, v, < o(1
x»y:y(@ﬁ:A(ft,w,y),p[ Jt( Y p)} = ( )

for some t € [T, T¢ + Ty|. Then,
Pr |35 € RY, [|6]lc0 < 7: sign(E fi(w'; 2 +6,p)) # y| <o(1) .
z,y=y(z) P
Corollary F.6.
o For k € [d%000% qO3991 " robust training gives 99.9% accuracy against lo, perturbation >

1
k1‘75'd0‘0001'HM||oo
0.3334 PR ~ : d? 0% | My
o For k > d’°°>%, clean training gives 0.01% accuracy against {o, perturbation < ——5—-.

o For k € [d*333% d%3999) and when |M||oo, [M|l1 < d*1248 robust training provably beats clean
training in Lo, robust accuracy.

Remark F.7. With additional efforts, one can also prove that Theorem F.1 and Theorem F.4 holds
with high probability for all 7" in the range 7' = ©(7Tg). We do not prove it here since it is not
beyond the scope of this paper.

F.1 Some Notations

We first note some simple structural properties that are corollaries of Theorem C.2.

Proposition F.8. At iteration t = T¢, for every neuron i € [m], we can write

(t) d—ef g; +u; = 4 Z OJZ‘JMT + u;
JES;

—_ k=2
} with S| = O(1), |ai ;| < O(E3) and max;epq{|(ui, My)|} = =3

where §; C {] € [d] | €S jpot

Proof. We can let o j = <w§t), M;) and let u; be the remaining part. We have |S;| < O(1) because

3222 = [m]. We have |a ;| = [(w; (t) M| < ||w H < O(Z3). We also have
k52
maxdq |[{u;, M,)|} = max < —b 2 ]
(s M) = i€8;20t+{\< M)} < b <
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We next introduce an important notation that shall be used throughout the proofs of this section.

(®) (®) (t) def  (£)

Definition F.9. For every t > Tf, we write w;’ = g; + v, by defining v;’ = w;”’ — g;.
F.2 Robust Coupling
Definition F.10 (robust coupling). At every iteration t, recalling wZ@ =g + UZ-(t), we define a

linear function in p

g, w0,p) = ) (1<gi+vgt>7mo>+pi2b<t> < ({gi + iy ) + pi = 0Y)
=1

_]l_<9i+’01(t> o) +pi>b®) | (—(9i + i, ) + pi — bm))

)

and it equals the output of the real network at point p = v® both on its zero and first order:

ge(psx + 6,z + 9, P)‘M:Um = fi(w; x4+ 6,p)| ,_ 0
Vugi(piz + 6,246, p)| Vufi(w;z +6,p)|

sz(t) = w:w(t>

We shall show in this section that, recalling w® = g 4+ v®), then
gt(’l)(t);(L' + 57 x, p) ~ ft(w(t)7x + 57 p)
9:(0;x + 6,2, p) & fi(w ™, z, p)

However, as regarding how close they are, it depends on whether we have an £ bound or ¢, bound
on ¢, so we shall prove the two cases separately in Section F.2.1 and F.2.2.
It is perhaps worth nothing that the “closeness” of the above terms depend on two things,

e One is regarding how small 3, ||v§t) |3 is, and this shall later be automatically guaranteed
via implicit regularization of first-order methods.

e The other is regarding how small Hvz-(t)Hz or HUZ-(t)H1 is for every individual neuron i € [m]. This
is a bit non-trivial to prove, and we shall spend the entire Section F.3 to deal with this.

F.2.1 Robust Coupling for ¢, Perturbation

Lemma F.11. Suppose at iterationt, 3 ;cp, Hvl@ 13 < r2m for somer < 1, and suppose max;e (| Hvz(t)Hg <
/

r'. Then for any vector § € R? that can depend on  (but not on p) with ||§|la < 7 for some

T < 0(:%“,), we have
=2

=5 =2 N2,.2
E |[o:(v:2+8,2.p) — filw:z +6.p)|| < O() - (HQ " <~z+7”>rm)
x,p

op db’o,

k=2

As a corollary, in the event of r < O ( ﬂ) and ' <1 and using m = d'+°0, we have

=5 135
(t). _ (). 2y (=2 _
E’p Ugt(v ;x4 0,2, p) — fr(w';x 46, p)u < 0O(79) <0p + d1—2co)

Proof of Lemma F.11. Let us abbreviate the notations by setting v; = vl(t) and b = b,
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To upper bound |g¢(v); x4 6, z, p) — fi(w®;x + 6, p)| it suffices to upper bound |V; — Va| for

Vii= Z (<gz + 0, T + 6> +pi— b)]l<gi+”ui,l'+§>+ﬁ'i2b

Vo= Z ((gz + Ui, T+ 6> +pi — b)1<gi+vi,x>+pi2b
1€[m]

(and one also needs to take into account the reverse part, whose proof is analogous).
We first make some calculations. Using the definition of g;, we have Pr[(g;, ) > [b]/10] < O (%)
for every i € [m]. Thus, we can easily calculate that'®

k
IE Z <Ui’5>2ﬂ<g¢,w>2|b|/10 <7’ Z [l E (gi,2)>bl/10] = O <T2~r2m- d) (F.1)
i€[m] ] i€[m]

I Z ((vi,8)% + (91, 0)*) L iy >pp10 | <72 O(E3 + (11)?) Z E [L¢s,2)> bl /10]

ie[m] i€[m]

ST2'O _‘2_’_74 ZO(E Vi, T )

i€[m]

2
2 7“ m
F.2

> (9:6)* g, a)>pp/10 < Z 90> <7\ Y gigi < O(r*53)

i€[m) i€[m]

| |
/\

spectral—norm

Now, for every i € [m],
e Case 1, [{v;, x)| < % and [(gi, z)| < 75 both happen. In this case, it must satisfy |[(g; +v;, J)| <

(lgill +Jvil) -7 < OE3+7+") -7 < L 15- - Also, with probability at least 1 — e~ogd) it satisfies
;| < L. To sum up, with high probability we have
p 10

]l<gi+viyx+6>+l)i2b = ﬂ<9i+vi7$>+pizb =0

e Case 2, either |(v;,z)| > & or |(g;,z)] > . In this case, to satisfy L (g, tv; 048)4pi>b 7

1 (g, +v; @) 4ps>b, ONE must have [(g; + vi,z + ) — b+ pi| < [(vi, )] + [(gi,)|. Also, using the
randomness of p;, we have

[(vi, )| + |(gi, 6)|
IZI‘ [1<9i+vi,x+5>+pi2b # ]l(gi+vi7$>+,0i2b] <0 < o
i P

Together, we have

2,p,8 [|V1 ” < ]%p Z (’<Ui’ 5>| + |<gi’ 5>|) ‘]l<gi+vi7-1’+6>+pi2b - ]1<£h'+w,$)+mzb‘

W 7 b Ze[m]

18Here, the spectral norm bound of Z g, g; holds for the following reason. Each g; is a sparse vector supported
only on |S;| = O(1) coordinates, and thus glgl =< D, holds for a diagonal matrix D; that where [D;];; = |lg:||* <

O(Z3) for j € S; and [D;];; = 0 otherwise. Now, using the fact that |S§2ot| < Eg, we immediately have that
Dl + -+ Dm j O(Eg) . Id><d-
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<Ui76>2 + <gi75>2 1
<0(1)- E 1, 1, —— (P4
<o) E g[,%] - (Lowyzpii0 + Ligua=pijo) | + oy (F4)
25 krPm (Z240)%rm
< 2 [ =2 2
=0() (ap + do, db?o, )
=5 =2 N2,.2
<O <~z+<~z+72">7“m> . O
op dbso,

Lemma F.12. Suppose at iteration t, max;c(m) jefq il (ui, Mj)|} < ﬁ and Zie[m} ””z(t)H% < r2m
with » < 1. Then for any vector § € R? that can depend on x (but not on p) with ||§|l2 < 7, we
have

logd 2
E llgp(0;2 + 6.2, ) = fi(w™, 2, )] < O (T”U + 5B 1 2 ks + “")

db?

k2

As a corollary, in the event of r < O ( \/E) and using m = d'T°, we have

k?2'5 —
Ellgi(0:2 +0.2.p) ~ fi(w™. 2. p)] <O (d Ty M)

Proof of Lemma F.12. To upper bound |g;(0; 2 + 6, , p) — f;(v\™), z)| it suffices to upper bound
|V — V] for

‘/é = Z (<g“ x + 5) —b+ pi)]l(gi-&-vi,z)-i-ﬂizb
1€[m]

Z (<gl + U,y :L‘> —b+ pi)]l<gi+u,-,x>+pi2b
1€[m]

Vi

(and one also needs to take into account the reverse part, whose proof is analogous).
Let us first define

Vs i= > (90 ®) = b+ pi) Lo, ) 4o
1€[m)|
Let us define s = ZiE[m] 14, +v; w)+p;>b- By the properties that (1) g; is only supported on S;

with |S;| < O(1), (2) for each j € [d] at most = of the g; are supported on i, and (3) ||gi|l2 < O(Z3),
we can obtain

ng Z gi1<gi+vi,x>+pi2b < O(E'%> E [\/g] < O(E%) E [S]
’ i€[m] 9

At the same time, we know

2
Ep[s] = Ep ,g:] 1(91‘@)2% + 1(%%)23 + poly(d) <O(kZ2) + 0 Z T
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Putting them together, we have

/ 7.2
E |‘/3 - V5| < T E Z gz (gitvi,x)+pi>b < O (T'—‘Q k;‘—‘Q + db ) (F5)

16[ ] 2
Next, let us define
Vg :i= Z (<gi,x) —b+ Pi)]l<g¢,x)+m’2b
i€[m]

Using a similar analysis to (F.4), we have

E |V5 - V6| < E Z | 9i, T b+pi| ’ |]l(gi,x)+p¢2b - 1<9i+’0i7$>+pz‘2b}
P i€[m]
< ]E Z | Uiy T |]EH]]' 927 +Pz>b ]l<gi+vi,m>+pi2b”
ze[m]
. 2
go(n«: <”“>><o(r m) (F.6)
Tp  Op do,

Finally, we also have

E Vo — Va| = E > (g uinm) = b+ pi)Ligrus ) spizs — (962) = b+ pi)Lig, )4

1€[m]

<E Z <uiax>]l(gi+ui,m>+pi2b + ;Ep Z ((gi,z) — b+ p;) (]l(gi+ui,m>+pi2b - ]l(gi,x)—l-pizb)

Z,p

1€[m] ’ i€[m]
mr2
< E Z ’ Uj, T |]l (gitui,x >+pl>b+0 (d >
Op
ze[m]
® mr2 1
< E iy L Ui
=E Z | (s 2y>b/a + L, 2y>p/4) +O <da > * poly(d)
i€[m] '

Above, inequality @ is due to a similar analysis as (F.6), and inequality @ is because |p;| < b/4
with probability at least 1 — e—SUlog d) Next, let us recall (u;, M;) < = and thus, by Bernstein’s

Vd
inequality, with probability at least 1 — e~ (log? d),
rlog? d> b
ug, x)| <O L - .
el < 0 (51 < ¢
Putting this back we have
mr? rlogd
E|Ve—Vy <O + kE
- <0 (G += )
Combining the bounds on |V — Va|, |Va — V5|, and |V5 — V| finishes the proof. []

F.2.2 Robust Coupling for /., Perturbation

Lemma F.13. Suppose at iterationt, 3 ;cp, ||vz(t)|\% < r?m for somer < 1, and suppose MaX;e|p] HU,-(t)Hl <

r'. Then for any vector 6 € R? that can depend on x (but not on p) with ||6]|cc < T for some
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T < 0(%), we have

=5 =2 nN2,.2 N21.=
|:|gt T+ 0, P) ft(w(t)’x_’_é,p)” < 0(7_2) . (k"—'Q + (‘—‘2+’l") rm i (7“) k'\—:2>

2
op db*o, op

As a corollary, in the event of 1 < O ( \/E§> and ' < O(kZ2% - |[M|) and using m = d*+<0, we

have

E [lo:v 52 +6.2.0) = fulw sz +6,p)[| < OG-k - M,

Proof of Lemma F.15. The proof is analogous to Lemma F.11 so we only highly the differences. In
fact, we only need to change (F.1), (F.2) and (F.3) with the following calculations.

Using the definition of g;, we have Pr.[(g;,z) > |b[/10] < O (%) for every i € [m] as well as
>ictm] Be[L(g 2> pp/10] < O (kZ2). Thus, we can easily calculate that!?

IE; Z (vs, 5>2]]'<gi7$>2‘b‘/10 <7 Z ')2E Ly z >|b|/10] =0 (7’2 - (r")?- kEg)
ze[m] i 7,6[m]

E | ) ((0i,6)% + (90,0 iy, oy | <72 OE3+ (1)) ) E [L(0s 2> bl /10

“ icm) icm]

_ U‘l‘Q
< O((E3 4+ > O(Ig< 22> )

i1€[m]
2
2/=2 2 M
:O(T (Z5+7r)°- db2>

E > (96,0 g ap>pi0| < O(TPE3) Y E [1(g,,2)>p/10] < O(T*kE3)

i€[m] i€[m]

Putting those into the rest of the proof (to replace (F.1), (F.2) and (F.3)) finishes the proof. []

Lemma F.14. Suppose at iteration t, max;c(m) jea{l(ui, Mj)|} < % and 3¢ ||vz(t)”% < r’m

with < 1. Then for any vector 6 € R? that can depend on = (but not on p) with ||§|le < 7, we
have
2

logd r’m

E . 5 _ (Ty). < mreo =T k=

Ella0sz +8.2.0) — il sz, p)l) < 0 (5 + 4227 + 53 (12 +
k=32

As a corollary, in the event of r < O (ﬁ) and using m = d'T°, we have

k25
iﬁﬁmw+&%M—ﬁwﬂ%amué0<mQC+Tk )

Proof of Lemma F.14. The proof is analogous to Lemma F.12 so we only highly the differences.

19Here, the spectral norm bound of Z gl g; holds for the following reason. Each g; is a sparse vector supported
only on |S;| = O(1) coordinates, and thus gzgl =< D, holds for a diagonal matrix D; that where [D;];; = |lg:||* <
O(=3) for j € S; and [D;];,; = 0 otherwise. Now, using the fact that |S](-f20t| < =2, we immediately have that

Di+ -+ Dy < O(E3) - Laxa.
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Recall we have defined

‘/é = Z (<gz; x + 5) —b+ Pi)]l(gi+vi,x)+ﬂi2b

i€[m]

Vy= Z ({gi +uis ) = b+ pi) (g, tu, w)4pi>b
1€[m]

Vs = Z (<gi’ $> —-b+ pi)]l<g¢+vi,m>+pi2b

1€[m]
Vo= > ({9is@) = b+ pi) g aytpizb
i€[m]

The bounds on E |V5—Vg| and E |V —Vy| state exactly the same comparing to Lemma F.12 (because
they do not have ¢ involved). Let us now recalculate the difference |V — Vs|.

Let us define s = Zie[m] 1(g,+v;,2)+p;>b- By the properties that (1) g; is only supported on S;
with |S;| < O(1), (2) for each j € [d] at most = of the g; are supported on i, and (3) ||g;|l2 < O(Z3),
we can obtain

i,Ep Z 9iligitva)+pi>b|| = O(Z3) E ]

. z,p
1€[m] 1
At the same time, we know
1 _ E[{(v;, 2)?]
< < = _—
BIVEE | & Tzt * izt | gy < 0= O 2 T

1
- 2

Putting them together, we have

2
3 (= ,TM
a:,IE(S Vs = V5| <7- Ep E gi]l<9¢+viw>+mzb <0 (T:2 <k“2 + dbh2 )>
1

i€[m]

Using this new bound on E[V3 — V5] to replace the old one (F.5), the rest of the proof follows. []

F.3 Individual Neuron Growth Lemma

As mentioned earlier, the purpose of this section is to upper bound max;c |, Hvi(Tf—i_T)Hz (if it is £l

perturbation) or max;ey, HvETerT) |1 (if it is £o perturbation) during the course of robust training.

We have two subsections to deal with the two cases.
F.3.1 Growth Lemma for /; Perturbation

We first bound HU@@ |l2 during ¢5 robust training.

Lemma F.15 (movement bound). Suppose at iteration t, max;cpy [[villa < r'. Let £ € [~1,1] be
any random variable that can depend on x,p, and 6 € R¢ be any random vector that can depend on
x with ||6]|a < 7. Then, for every i € [m],

kE  (r')logd VE (")? (VE
<of(S4L080) Y2 Y2 ol
2_O<<d—|— 72 T+ ] +db2 \/g+a ogd

E [€1<gi+vi,x+5)+m2b(x + 5)]
x,y:y(x),p
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As a corollary, suppose we run robust training from iteration Tt to Tr + T with Tn < o(db),
1< ——+— and o, < O(L), then

Vklogd (Tn)2Vklogd
—2
(TH—T) k:2 \/E
max ||v; <Ol —=+Tn-— | <o(1
@-e[w)ﬁ”l 2 < (\/3 n d>_ (1)

Proof of Lemma F.15. First of all we can reuse the analysis of (F.4) and derive that

Pr((g; + vi,z +0) + p; > b < pohlfwl) + Pr[(gi,z) > [b|/10] + Pr((v;, z) > [b]/10]
k (7,/)2 B

This immediately gives

H E [£1<gi+vi7x+6>+PiZb(5] H2 <7-E [ﬂ<gi+viyx+6>+Pi2b] SRT .

Next, in order to bound the norm of ¢ CE [6]1 <gi+vi7x+5>+p2bx], we first inner product it with M

for each j € [d]. This gives
’<¢7 M])’ = }E [£1<9i+vi7x+6)+pi26<$7 M])] ‘

1
< E[(Lig,,2)>8/10 + Liw, 2y >b/10) - {2, Mj)[] +

poly(d)
1

< E[(Lig;,2)>/10 T Livgo—M; 2526720 + Liv,M,)2,20720) - [z, M) [] + poly(d) (F.7)

We bound the three terms separately.
e For the first term,

logd klogd
Nz NI < E[Mg, ay>p/10 - 125]] + O(W))

E[]l<gi7ﬂ3>2b/10 (e, Mj>|] < E[]l<gi793>2b/10 : (’Zj’ + O(
Using the property of g; we have 14, »y>p/10 < Zj’esi L., -0 for |S;| < O(1) and therefore

\/E d, if j €8;;
E[1g, 0)2010 - 7]l <E {Z Leyzo- Zj] B { /<:1'5//d2 if; ¢3S

Jj'ES;

Therefore, we have

Z (E[L(g; 2)>b/10 ‘<=Tan>H)2 <0 <§2> (F.8)

jeld]
e For the second term,

E |11y 0-M;z)>b/20 ° |<$,Mj>|] =E | L1y, 0-M;z)>b20 |25 + <Mj7§>’}

logd
]l<”i’x*Mij>2b/20] -0 <]E[|Z]|] + \/gax>

E [(vi,x — M,z;)?] VEk  logd
ol of )

(r')? VE logd




and therefore

2 )4 k
5 (& [Lewtepsio- e Mpl]) <0 (k) (5 v a2iogta) - o)
JEld]

e For the third term,

logd
E[L o, vt p0135/20 - [ M}[] < B [n<w,Mj>zj2b/go ~ (|zi| Lo )]
(o M)z s > 1 logd )}
<E||——F—— |z +
[( e 025,

b

M,
b
flogd 1
< 7
< v, M)l - O( “pars | Sl M O(db)

2. (Em(vaanjzbmo : |<ffan>|]>2 <0 (S;g;) (F.10)

JEld]

and therefore

Putting (F.7), (F.8), (F.9), (F.10) these together, we have

ko () [k (r")?
6112 < Zw, < A O (s otoga) + O

Summing everything up, we have
E o (r)? VE (") (VE 7"’
< - — — logd
2_O<<d+dbz>7—+d+db2 \/3+U og db

Now, suppose we run robust training for t = 75,7 + 1,...,7f + T — 1 and suppose for all of them
(T )H
2

_E [E]l<gi+vi,$+5>+pi2b(x + 5)]
z,y=y(z),p

we have ||v; < 1/ satisfied. Then, using the gradient update formula (see e.g. (C.19))

2 "2 /
(TAHT) | < 1, TF) ny ﬁ (r') @ (') @ 1 r
||U’L H2 — Hvz ||2 + n 0 <<d + de T+ d + db2 \/& + 0y Ogd db

< r’ we can choose any r’ > 0 satisfying

(T++T )”

This means, in order to show ||v,

O(ku2)+T77 O((k—l— (r’)2>7_+\/g+ (1")2 <\/g—|—axlogd> +7”'> <

Nz d dv? d " a? \Va db

Using the assumption of Tn < o(db) (which also implies (T')? < o(dzlfb2 ), T < \/Ellog g (which also

implies 7 < O(L)), and o, < 0(%), we can choose

(Tn)2vVklogd (Tn)*Vklogd
k=3 vk )

r'ﬁO(\/g)—l—Tn-O(d

F.3.2 Growth Lemma for /., Perturbation

We now bound ||v H1 during o robust training. Recall |[M]o & max;e(q ||Mjl|1.

68



Lemma F.16 (movement bound). Suppose at iteration t, max;cpy, |lvill1 < r'. Let £ € [~1,1] be
any random variable that can depend on x,p, and § € R% be any random vector that can depend on
x with ||6]|cc < 7. Then, for every i € [m],

k r')?
B [y speale + 9] I < 0 (5 + G0 ) (a4 M og )

d  db?
As a corollary, suppose we run robust training from iteration Ty to Tr + T with Tn < ”Mﬁ%
oo V=2
b2
and T S O(m), then

Ti+T —_
max o1 < O(K=3 - [M o)

Proof of Lemma F.16. Similar to the proof of Lemma F.15, and using ||v;]|2 < ||vi|l1 < 1/, we have

1
Pr((g; +vi, x4 0) +pi > b] < poly(d) + Pr((gi, z) > [b[/10] + Pr[{vi, z) > [b]/10]

E o (r)? o

This implies
IE [£1<9i+vivx+5>+pi2b6] h <r-7d

On the other hand, let us look at h:=E [£1<gi+vi,x+5>+pi2bx] and set u = sign(h) € {—1,1}%. We
have

HhHl =E [£1<9i+viyx+5>+PiZb<x7 u>]

Since with probability at least 1 — e~2(°84) it satisfies |(z,u)| = O(max;eq) |[Mj][1log d), we can

conclude that ||h||1 = O(k||M||sc logd). Together we have

k /\2
HE [£ﬂ<9i+vi,x+§>+p¢2b($ + 5)] Hl <0 <d + (;qb)g > ) (Td+ HM”oolOg d)

Now, suppose we run robust training for ¢t = T¢,Tf + 1,...,Tf + T — 1 and suppose for all of them

we have [[v{"|;

< 1’ satisfied. Then, using the gradient update formula (see e.g. (C.19))

(7“')2
db?

k
oy < o™ |y + T - O (d + ) - (7d + | M| log d)

Recalling |<U§Tf),Mj>| < % from (F.8), we have

T

T —_
S M) - M| < KE3- M|
J€ld] 1

1_

(T)

This means, to prove that HU < 7/, we can choose any r’ satisfying
1

_ ko (r)?
15 M+ 700 (54 &)

) (1d + |M|| s log d) < 7'

o . db? . . . b2
and using the assumption of Ty < M2 =3 (which implies T < O(d)), and 7 < O(W)

(which implies 7 < ), we can choose
n

r' < 2kE3 - [Mlloo + T - O (tk) < O(KE3 - [M]|0) - o
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F.4 Robust Convergence

We are now ready to prove the main convergence theorem (that is, Theorem F.1 and F.4) for robust
learning. Let us first calculate a simple bound:

Claim F.17. ’Zie[m] Reg(gi) — Reg(wETf))’ < O(kVdZ3)

Proof. Recalling ||gi||2 < O(Z2) and |lu;|| < O(%) from Proposition F.8, we have

=4
k\_{Q

MMP%M+WWSOWWWWWW+MWDSW¢g

) 0

F.4.1 Robust Convergence for /o Perturbation

Proof of Theorem F.1. Since wEtH) = w® - nvwiRgl?O/bjt(w(t)), we have the identity

2
—_— . T’ —~— . 1 1
n(VRobOth(w(t)),w(t) —g) = DY HVRObOth(w(t))H% + §\|w(t) —g|% - §||w(t+1) —g|%

Applying (a variant of) Lemma A.2 (which requires us to use the Lipscthiz continuity assumption
on A, see Definition 4.1), we know that by letting

RobObj,(w)= E  [Obj,(w;z+d,y,p)] ,
z,y=y(x),6,p

it satisfies

1 1
) w® gy < 2 ool w® — gll2 — 2D _ )12 U F.11
1(VRobObj,(w”), w'™ —g) <1~ - poly(d) + 5 [lw™ — gllp — S v et Sayay 1

Let us also define the clean objective and the pseudo objective as follows:

Obj,(w) = E [Objt(w;x,y,p)]
z,y=y(x),p
RobObji(u) = B [log(l+e v t050)] L 3 N " Reg(gi + i)
z,y=y(z),6,p

i€[m]

which is a convex function in p because g¢(u;  + 9, x, p) is linear in p.
Now, we inductively prove that at every iteration ¢ € [T¢, Ty + T, it satisfies

=2
Z ||vz(t)H% <r’m for r=0 <ku2> (F.12)

m[a)ﬁ |’U§t)H2 <7 for =1 (F.13)
1elm

In the base case t = Tf this is obvious due to Proposition F.8. Next, suppose (F.12) and (F.13)
hold at iteration ¢t. Using the notation wgt) = g; + v and the Lipscthiz continuity of log(1 + €*),

we have??

E[|[RobObj;(v)) — RobObj,(w)[] < E | |g:(vsz + 8,2, p) - flw 2 + )]

oy (B3, K7 :
<O(r7) - <0p + d12co> (using Lemma F.11)

2ONote to apply Lemma F.11 we also need to check 7 < of but this is automatically satisfied under our

7+)

i < L
parameter choice 7 < %
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1 _ )
<O <logd> (using 7 < m)

E[|RobObj;(0) — Obj,(w™)[] < E[jgi(0;z + 6,2) — fiw ™, 2)] + A| Y Reg(w™) -~ Reg(g)

1€[m]

k%5 kZ3logd
0 (g +Vish) +o (m)

(using Lemma F.12 and Claim F.17)

1
<O <logd + T\/kE%) (using k2 < d'=%% /logd)

1 , .
<0 (logd) (using 7 < m)

Therefore, we can bound the left hand side of (F.11) as follows:
(VRobObj,(w®), w® — g) = (VRobObj,(v"),v®)

IN

1
> RobObj,(vY) — RobObj;(0) > RobObj,(w®) — Obj,(w™) — O <1 ; d)
0
Putting this back to (F.11) and telescoping for t = T¢, Tf + 1,..., T + Tp — 1 for any Ty < T, we
have
Tf+T071

1 1
L c (w® — Obi(w™Y — o [ 21—
0 E (RobOth(w ) — Obj,(w"'") - 0O (logd)>
t=Ts
< o ™) — g||F — o T — g} < NG kQEgm ! e [T — g
= T, FonTy F=0T d onT, F

(F.14)
Inequality (F.14) now implies that

(Tr+T, k2'—4
Z H i+ 0)”2 Hw (Tr+To) 9”2 < O( y m)
i€[m]
so (F.12) holds at iteration ¢t = T¢ 4+ 1. We can then also apply Lemma F.15 which ensures (F.13)
holds at iteration t = T7 + Tp.

Finally, let us go back to (F.14) and choose Ty =T = @(%) It implies

T+T-1
1

1 1
— i (w® s (ap(TH) <0
g <R0bOth(w ) — Obj,(w"'") — O (logd>> < (logd)

t=T;

Note that our final choice of T also ensures that the pre-requisite Tn < o(db) and 1,0, <

212
o(m) of Lemma F.15 hold. [

F.4.2 Robust Convergence for /,, Perturbation

Proof of Theorem F.4. The proof is nearly identical to that of Theorem F.1. In particular, we want
to inductively prove that at every iteration ¢ € [T, T 4+ T, it satisfies

=2
v(t) 2<r’m for r=0 k=5 F.15
Z || 7 2
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max [0 1 <07 for +” = Ok} - M) (F.16)
em

We also need to redo the following calculations:*!

E[|[RobObj;(v")) ~ RobObj,(w)[] < E||gu(vsz + 6,2, p) — fuw®,z +6)]]
< O(r%) - k*Pd™ - M2 (using Lemma F.13)

1 .
§ O ( > (USIDg T S W)

logd

E[[RobObjj(0) — Obj, (w™)|] < E[lgi(0; 2 +6,2) — fi(w ™, 2)| + 2| 3 Reg(w™) — Reg(g:)

1€[m]

k25 4 k=3 log d
<0 (d12m +7- k52> +0 <\/& )
(using Lemma F.14 and Claim F.17)

1 /

< O (k)gd + 7 k’Eg) (using k’2'5 < dl_QCO/IOg d)
1 . 1

< @) ( > (usmg T < W)

]

F.5 Fast Gradient Method (FGM) Robust Training

Let us prove Corollary F.2 only for the ¢5 case, and the other ¢, case Corollary F.5 is completely
analogous.

Proof of Corollary F.2. At any iteration t € [T¢, Tt + Tg], consider any perturbation vector 6 € R4
which may depend on x but not on p, with ||d|2 < 7.
Recall from Lemma F.11 that

OF _ (t). <O 2+ %) <0 —
[ Eat e +om0) ~E iz +00)] <062 (24 g ) 20 ()

This means for at least 1 — O(@) probability mass of inputs x, we have

1
(t). _ (t). <
For those choices of z, using the fact that g is linear in §, we also have
I/ljigt(v(t);m +6,3,p) — I/l*}ft(w(t);:c, p)
= IpEgt(’U(t),Qf + 57$7p) - I/E)lgt(v(t);x,x,p) = <VIIEgt(U(t)7x7xap)75>

= <va§ft<w“>;x,p>,6>

b

2'Note to apply Lemma F.13 we also need to check 7 < O(T_H,) but this is automatically satisfied under our
=2

parameter choice for 7.
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Putting them together we have

@) B e 48] = |4 i) - W)V E 0 i00).0)| £0 (1)

logd
(F.17)

- {_y(m’@ fuw®; 2, p) - <y<x>vxlgft<w“);x,ﬂ>’5*>] o (1;d>
(F.18)

where 0* = A(fi, x,y) is the perturbation obtained by the fast gradient method with {2 radius 7.
This means two things.

On the other hand, by applying Markov’s inequality and Jensen’s inequality to E, ;) » [Ob jt(w(t) s T+
6*,y,p)] < o(1), we know for at least 1 — o(1) probability mass of the choices of z, it satisfies

log(1 + e ¥ B fiw 40700y < (1)
— —y(@)E fi(wW;2 + 6%, p) < 10
P

Therefore, for all of those x (with total mass > 1 — o(1)) satisfying both, we can first apply
(F.17) (with 0 = ¢*) to derive

—y(@) B fy(w; 2, p) = (y(2) VL E fi(w; , p),6%) < =9
P P
Applying (F.18) then we obtain (for any )
~y(@) E fu(w®;z 4 0,p) < -8

This means, the output of the network f; is robust at point x against any perturbation ¢ with
radius 7. We finish the proof of Corollary F.2. []

G NTK Lower Bound For /., Perturbation

Recall from Definition 5.5 that the feature mapping of the neural tangent kernel for our two-layer
network f is

m

(b(x) = (wEI;Z (]l<wi:33>+ﬁ7i2bi - ]1—<wi,$>+m'2bi)>

Therefore, given weights {v;}c[mm), the NTK function p(r) is given as

=1
= » Ui E 1 w;,T >p — 1o Wi, T i >b;
p(z) iez[n:ﬂ(x U)oy (M oizbe ~ Loty oizn)

To make our lower bound stronger, in this section, we consider the simplest input distribution
with M =T and o, =0 (so £ = 0). Our main theorem is the following.

Theorem G.1. Suppose wi, ..., w, € R? are i.i.d. sampled from N'(0,1) with m < d° for some
constant C > 1; and suppose p; ~ /\/’(0,03@_) with |o,,| < d°M) and |b;| < d°1). Then, there eists

—Q(log? d)
’

constant cg > 0 so that, with probability at least 1 — e choosing T = d%G, then for any

ke [d%,do"r’*%] and sufficiently large d.

1—o0(1)

Pr [aaeRd,HéHoogr:sign(p(x+5))7éy >

z,y=y(x)
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G.1 Proof of Theorem G.1

We first note the following:

Claim G.2. Suppose at point z € RY, some function p(z) gives the correct label y(z) = sign((w*, 2))
against any loo perturbation of radius T. Then, letting ¢ ~ N (0

and § € R? be any vector with |||l < 7/2, it satisfies

E{p(z + 6+ O] -sign((w*,2)) = ~e~ 2% D (i}l

' Tog ngdxd) be a random vector,

Proof of Claim G.2. With probability at least 1 — —Q(0g”d) it satisfies I€ + 0||oo < 7. When this
happens, we must have p(z + d + () - sign({(w*, z)) 2 0. ]

Therefore, for the analysis purpose (by sacrificing o norm radius from 7 to 7/2), we can
imagine as if the input is randomly perturbed by (. This serves for the purpose of smoothing the
NTK function p(-), which originally has indicator functions in it so may be trickier to analyze.

Next, we define My (z) < MaX;e[m] |(wi, z)|. One can carefully apply the Taylor expansion
of the smoothed indicator function (using the randomness of (), to derive the following claim.

(Detailed proof in Section G.4.)

Claim G.3. Consider any NTK function p(x) with parameters ||w;|2 > @, |willoo < log?d,
pi ~ N(0,02,) with |o,,| < d°M) and |b;| < d°M). Suppose T € |
{Ciﬂ"’ C;,w Cgl}ié[m],TZO with

o cach |ciz|,|c;,| <O(1),

e cach|c},| < |c“,\ O(d=%1r),

o cach |c”,\ > Q( ) for every odd constant r > 1

e cach |c!| < O(d~*).
so that, for every z with |||y < d"* and every § with ||6]|ee < 7/2 and My (6) < 7d"/*, we have:

E [p(z+ 0 + ¢)]

sdIdxd)

dl%’ 1], then there exists coefficients

C~N(O

’log

—§jwm2c-+§j<qr

r>0

, 2+ 0) 4 ¢,

o) ()

[loil2 zHa

Using the above formula, we can write

IgE[p(x +()] =CONST + Y Ty (z®*1)

r>0
. v wj (wi, z) \"
for T, q(2x® 1) < v; 2<c~ 4 ! ,:c> ( )
@ E 2 e (e o ey ) o,
Using |¢;r| > Q ( > ) for odd constant r > 1, and ci | < O(d=%Y)-|e; »|, by applying Lemma G.4,%
we know that when r = 3C' + 3 (say wlog. 3C + 3 i is odd),

1
Taciale = g max(lel) ) @)

*2Specifically, one should substitute [|v; || (ci,r Toils H2 +d, Twls ) as the new v; when applying Lemma G.4.

H2
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Also, for a parameter ¢ = v/d, let us apply Lemma G.5 to derive
1
A d—Cf a T 5®r > QO ( T > G
" SRS o ST My (6 )<Tf‘ )| (T)r” vl F (G.2)

Let R > 3C + 3 be a constant to be chosen later, A\jpax = max,<g{\}, and let dyax be the choice
of 6 which maximizes the value of Apax. N
Consider the high probability event that My (2) = O(1), then using My (dmax) < 71/q, we have

Wi, 2+ 0 "
YSCANCTNRELY B DR TRENRY (CE Xy
(2

r>R T>Rz€[m]
)+ T4

mmaX{HvzH Yiem) ( >
r>R \/g

mmaX{Hle2}z€[m] > < )
r>R

When R > 10000(C + 1), we have
ortl maXem]{|vill2 }igm]

r>R
Next, for every s € [1/2,1], let us define

g<r(z,s) == CONST + Z Tri1((z + 35max)®r+1)
r<R

e On one hand, by applying Lemma G.5 twice for each r, we know for every set of vectors
21,0, 2q With ||2zi]|ee <1, Mw (%) = O(1) and supp(z;) Nsupp(z;) = @ for i # j, it satisfies

> (la<r(zi,8) = a<r(0,5)] + lg<r(~2j, 8) — a<r(0,5)]) < > O ( max) <0 <)\7133X>

J€ld] r<R

This means by Markov’s inequality, for at least (1 — @) fraction of the indices j € [q],
denoting them by A C [q¢], it satisfies

1~ )\m X
nl5:5) ~ 40,9+ lan(~53,5) = gnl0.5) < 10 (225

e On the other hand, by Claim G.7, we know that there is an s € [1/2, 1] such that
|4<r(0,5)] = Q (Amax)
Without loss of generality, suppose g<r(0, s) is positive and g<g(0,s) > Q (Amax)-
Combining the two, when 7100000(C+1) > é, we derive that for those j € A,
4<r(2j,8) =2 Q(Amax) and  g<p(—2;,5) = © (Amax)
Thus, combining with (G.1), (G.2) and (G.3), we have for those j € A,

1
I?[p(Zj + $0max + ¢)] = CONST + ZTT+1((2’]‘ + 80 max) ") >0 <d4 Hel[aX]{HUZH2}>
>0 i€lm

1
Igl[p(—zj + $0max + ¢)] = CONST + ZTTJrl((_Zj Fo50ma) ) >0 <d4 m[ax{||vl||2}>

r>0
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but according to Claim (.2 (see end of this section), this means the NTK function p(-) outputs the
wrong label either z; or for —z;. Therefore, among those 2¢q data points z1,...,24, —21,..., —2¢, at
least 50% - (1 — o(1)) of them must be wrong under ¢2 perturbation with radius 7.

Finally, recall when z is generated from the data distribution, with high probability z € R¢
is O(k)-sparse. Therefore, we can divide (nearly) all possible choices of z into ¢ = vVd < O(d/k)
groups, in a way that when we generate z1,..., 2, from those groups, they have disjoint support
and they together match the overall distribution. Using this argument one can prove that, for at
least 50% - (1 — o(1)) of the probability mass of z from the data distribution, the prediction must
be wrong under ¢ perturbation with radius 7.

This finishes the proof of Theorem G.1 |

G.2 Tensor Lower Bound

Next, for each degree-r homogenous part of the polynomial expansion of Claim G.3, we can write
it as a tensor and lower bound its Frobenius norm as follows.

Lemma G.4. Suppose wy, ..., wy, € R are i.i.d. sampled from N(0,1) with m < d© for some

constant C' > 0. Let vy,...,vm € R% be arbitrary vectors that can depend on the randomness of
Wi, ..., Wm. Let us denote by Tro1 the symmetric tensor R+t 5 R such that
T
W;, T
T ) = ¥ (o) (420
ot [[will2

We have as long as r > 3C, then w.p. > 1— e=2008%d) oyer the randomness of {wi}ie[m}, for every
{vitiepm) we have

1
Toillr >0 — }
ITrale 2 0 (5 m Qo)

Proof of Lemma G.J. Consider any fixed j € [m], and some v € [—1,1] to be chosen later.
Let us define x = QIIZsz + 72\\22\\2 which satisfies ||z||2 < 1. We have

Tra @) = Y (vi,a) (“""’”)T

ot [[wsl|2
wi, )\ Vi, W; 1 Wj,v; "
- 3w () + (e gt (3 o)
ielm)\(7} e 70 T
Note that for every j # i, with probability at least 1 — ¢~ (log? ),
(w;, ) _ ‘ (wi, wj) (wi, ;) <0 <logd +7>
[[will2 2[will2llwsll2 " 2flvzll2flwill2 Vd
.. . 1
This implies that as long as |y| < vt
1|y (vj,w;) O(logd)\"
T ®r+1 > | L . 70 2] o X .
| T‘+1(aj )| = gr QHUJHQ + 2”ij2 \/& m g%{HvZHQ}

Since the above lower bound holds for every |y| < ﬁ and every j € [d], we immediately know

1
T, ®r+1 >Q( i >
jnax {Trn (@)} 2 0 5 max {uill2}

This implies our bound on the Frobenius norm as well. ]
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G.3 Tensor Perturbation

We present the following critical lemma, which serves as the major step to prove the non-robustness
of Neural Tangent Kernel:

Lemma G.5 (Tensor difference). For every m = poly(d), every set of vectors W = {w; };c[m) with

each ||lwil|2 = O(Vd), for every constant r > 0, every q € [0,d)], every symmetric tensor T of degree
r: RXT R, for every T > 0,

1. The following is true

. max ()] = <(T1)THTHF>

SER||6]| 00 <r, My (8)<7 /7

2. For every vectors z1, -+ , zy € R with ||2i]l0o < 1, My (2;) = O(1) and supp(z;) Nsupp(zj) = @
for i # j, for every y such that ||y||oc < 7 and My (y) < 7,/q, the following holds:

ST - T+ )] <0 (5)

i€[q]

Proof of Lemma G.5. For the first item, we can simply let § ~ N (0’1 . d). This choice of §

satisfies ||6|lc < 7 and My (6) < 7,/q with high probability. Furthermore by applying anti-
concentration of Gaussian polynomials (see for instance [5, Lemma I.1]), we know with at least

constant probability |T'(6%")| > M This proves the first item.
To see the second item, we ﬁrst note by tensor r-linearity and symmetry,

ST — T((y + )™ < Z( )Z\T =)

i€[q] '=1 J€ld]

and therefore we only need to bound the terms on the right hand side for any fixed ' € [r].

Define random variable {&; ;}ic—1) jefq Where each & ; is i.i.d. uniformly at random chosen
from {—7,7}. Consider arbitrary fixed values 7; € {—1,1} for j € [¢]. Let us define random
variables Z1, Zs, -+ , Z € R? as:

Vi € [T — 1 ;= Z 5”,2], ZT/ = Z ’}/j( H fm)zj

J€ld J€lq] i€[r'—1]

From these notions one can directly calculate that

BT 2 =27 3 (57
J€ld]

On the other hand, we have || Z;||«c < 7 and moreover, using the randomness of ; j, we know w.h.p.
|Myw (Z;)| = O(14/q) for every i € [q]. Hence, by Claim G.8, we know that

‘E[T(Zh ZQ7 e 7ZT'7 y®(7”—1”/))” = 6()\)

Putting them together, we have ‘Zie[q] 'yiT(z?’"',y@(T—T'))‘ =0 (%), and since this holds for
every ~; € {—1,1}, we conclude that:

Z| (l® /’yg)( /))| ~()\/>
T
ie[q}

Putting this back to the binomial expansion finishes the proof. O]
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G.4 Smoothed ReLU Taloy Series: Proof of Claim G.3

We first note the following Taylor expansion formula for smoothed ReL.U.

Claim G.6 (smoothed ReLU). Let a > 0 be any real and p ~ N'(0,0?) for o > a. Then, for every
x € [—a,al,

2i 1 & , 2i+1
E [p]lp+:0>0 =0 Z C2; (0_> and IE' []lp+:c>0 5 + Z Coit1 < )
1=0

where [cy| = O (%), |chisi| = © (ﬁ)

Proof of Claim G.6. We can directly calculate that

p? 1 d
E [p]l + >0] / pefﬁdp = e 2020
z2
so using Taylor expansion of e 202 we prove the first equation. As for the second equation, we have
1 _2
E[lpz>0] = e 22 dp
2no Jp>—z
This implies that
d 1 _e?
dr E []ler:L‘ZO] = - o 207
Using Taylor expansion and integrating once, we prove the second equation. ]

We are now ready to prove Claim G.3.

Proof of Claim G.3. Specifically, for each i € [m], denoting by © = z + d, we wish to apply
Claim G.6 to

E (z+( vi) (]l<wi1$+c>+9i2bi - ]l—(wi,$+C)+PiZbi)

pisG
= pE<<:C, Ui> (1<wi»x+<>+PiZbi - ]1—(101,96+C)+p12b¢) +pEC<vai> (]l(wi,m—&-g‘)—&-piZbi - ]l—(wi,m—&-g‘)—&-piZbi)
) &
def
Note that g = (w;, ¢) + p; ~ N(0, 0?) for o2 loglGdeZHZ + azi € [loglﬁdeZHQ, loglsdeiH%]'

e We first deal with the © part. Using Claim G.6, we have

wz’ > _ bz 2T+1
E <xavi>]l<wi,x+ﬁ>+pi2bi = <CII,'UZ‘> IgEﬂ<wi,x)fb¢+gZO - $ UZ ( + ZCQT+1 < >

pisC

for |y, 1| =© (ﬁ) Similarly, we also have

wz’ > _ b 2T’+1
— E (2, 0)1_(w; a4 ¢)4pi>bi = (T 00) | — Zc2r+1 < >

pisC
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Putting them together, and using the fact that b; < d=%? < o, we can write
0= E <x vi) []l<wi,$+C>+ﬂiZbi - ]1_<wi7$+c>+ﬂi2bi:|

o (Do (Y (it

r=0

= (z,0) Y ¢ <<“;x>>

r>0
for |} \<O< )) for every r > 0 and ]02T+1]>Q(H_1))

e Let us now focus on the < part. Let vy be the part of v; that is parallel to w;. Then obviously
we have

A

[will2 ¢.pi

E (¢, 0) L, ar)tpinb; = E E (¢, O s ottty = (€ wi) L, o4¢) b

C.pi

[
@ ”U ”2 Il -1/4
== K ((wi) + pi) iy, » >, £ v ]2 - O(d
||w7,H2 C,Pz(<< > p) (w;,x+C)+p;i >b; ” ||2 ( )

Above, the last @ is due to o, < d°") and |Jw;2 > Q(Vd).

Next, we again treat ¢ = (¢, w;) + pi ~ N'(0,02) and apply Claim G.6. We have

2r
w;, b;
pEC(<C’ wi> + pi)]l<wi,x+C)+pi2bi - Ig’g]l(wz,oc —bi+g>0 = O E Cor <H>

for |cor| = © (%) Putting them together, and doing the same thing for the symmetric part,
we have

O=E <C’UZ> ( (wi,x+()+pi>bi — ]l_<wi7$+c>+0i2bi)

pisG
||UyH2U w;, T) — b 2 —{wj, x) — b; 2r B
:7”11)“2 Z Cor <U> — ¢ <U> :|:HUZ|-|H2-O(d 1/4)
v r=0
guvl'uwic,,, i t)\" L ot
lwilz ="\ o '

= et St (272) s pll-ota

Above, using the property of b; < d~°? < ¢, equation @ holds for some |cj| < O(

0.1
0] < O(E).

1) and

TszHz

Finally, putting the bounds for © and <} together, and using < o < 7||wil|2, we derive that

040 =l 3 (elbton ) + e ) (“""’”) sl - O~

= [[vill2 lwill2") \7lwil2

for || < O(1) for every r > 0, ¢/ < O(d~"1r) - " for every r > 0, and |¢]| > Q (z5) for every
odd constant r > 1. This finishes the proof of Clalm G.3. ]
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G.5 Simple Lemmas

We have the following claim relating polynomial value with its coefficients:

Claim G.7 (low degree polynomial). Let p : R — R be a constant-degree polynomial p(x) =
Zf:o crx”, then there exists x € [1/2,1] such that

Ip(m)|29< max |cr|>.

r=0,1,2, R

Proof of Claim G.7. Let us define g(z) < p (z + 3) and write accordingly ¢(z) = S . Using

r=0"~r
the identity formula S>% /2" = 2520 ¢r(z +0.5)" we can derive (recalling R is constant)

r=0 "7

max |c;n|§0< max cﬂ)
r=0,1,2,-,R r=0,1,2,--,R

Conversely, by writing Zf:o c(x—0.5)" = Zf:o crx”, we also have the other direction and therefore

max R|CH =0 < max |C7~>

r=0,1,2,, r=0,1,2, R
Now, notice that ‘ dda;q(:z‘) |m:0‘ = O(]c.]), so we can apply Markov brother’s inequality to derive
that
max z)| > Q max |c .
x€[0,1/2] la(z)] 2 <r0,172,-~,R| T‘)
This finishes the proof. ]

Using this Claim, we also have the following claim about symmetric tensor:

Claim G.8 (symmetric tensor norms). For every constant r > 0, every fized ai,a2 > 0, every
symmetric tensor T of degree r of the form T: R — R, let

A= max T(x®" Ag 1= max T(xy1,29, -+,
x:||zuooga17Mw(x><az{| @l {xi}iem:||xiuoo§a1,Mw<xi>Saz{| (w220 20)l}

then we have:

A< A2 <0(N)
Proof of Claim G.8. A1 < Ao is obvious so let us prove the other direction. Define polynomial
r— Qr
p(s) =T <<x1 48y 4 s g o (D) 1%) )
The coefficient of p(s) at degree ..,y (r+1)"'is © (T(21,x2,- - - , x,)). Thus, applying Claim G.7

and appropriately scaling the operator, we complete the proof. U]

H Appendix for Probability Theory

H.1 Small ball probability: The basic property

We also have the following property:

Lemma H.1 (small ball probability, 1-d case).
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(a) For every subset A C [d], every r, and everyt >0,
1

Xezi—r !
Pr (|3 en ) 2 |<t}<0(\/m+\/m)

(b) For every subset A C [d] with |A] > Q(d), and every t > 0,

Pr (IS ew; 5l < ] 2 00 - 0 (5

Proof of Lemma H.1. Recall we have Pr,,[z; # 0] > Q(%) for each j € A. Let A’ C A be the subset

of such indices j with non-zero z;, so by our assumption we have |z;| > ﬁ for each 7 € A’. By

Chernoff bound, with probability at least 1 — e~ ¥AF/4) v know |A’| > Q(%) A
Conditioning on such A’, by the Littlewood-Offord problem (a.k.a. small ball probability theo-
rem, or anti-concentration for sum of Bernoulli variables, see [27]), we know

VEt + 1 VEt 41
Pr|[) wi zj—r[<t|€] <O(—=)=0(—x)
ZA 7 VIN] VIAlk/d

As for the lower bound, let us denote by A” C A be the subset of such indices j with non-zero z;

and |z;| < O(ﬁ) We know with high probability [A”| > (k). Using E || 2 jeaa” w;z]H <0(1),

we can apply Markov’s inequality and get

< O(

Pr || Z wj - zj| < B| > 0.6 for some constant B = O(1)
JEA\A”

Now, for the sum over A”, we can apply a Wasserstein distance version of the central limit theorem
(that can be derived from [104], full statement see [6, Appendix A.2]) to derive that, for a Gaussian
variable g ~ (0,V?) where V = D jenr (w})?E[(2)?] = Q(1), the Wasserstein distance:

log k
Ws Zw;.zj,g SO(\EE)

jeA

Using the property of Gaussian variables and B = O(1), we have

t t
Pr |g€ Z w;-zj—i, Z w;'zj—i—i > Q(t)
JEA\AN" JEA\A

and using the above Wasserstein distance bound, we have

log k
Pr Zw;-zje Z wy - 25 —t, Z wy -z +t 29(1?)—0(%)

JEA! jGA\A” jGA\A”
]
H.2 McDiarmid’s Inequality and An Extension
We state the standard McDiarmid’s inequality,
Lemma H.2 (McDiarmid’s inequality). Consider independent random variables x1,--- ,x, € X

and a mapping f : X" — R. If for all i € [n] and for all y1,--- ,yn,y; € X, the function f satisfies
|f(y17 Y1, Y Yid 1, ayn) - f(yla o 7yi71aygayi+17 T ayn)| < Ci.
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Then
—2t2

Pr(f(z1, - zn) —Ef > 1] > eXP(Znic
i=1Ci

Pr(f(z1, - ,z,) —Ef < —t] > eXP(W)-
i=1Ci

We prove a more general version of McDiarmid’s inequality,

Lemma H.3 (McDiarmid extension). Let wi,...,wy be independent random variables and
fi(wi,...,wy) — [0, B]. Suppose it satisfies for every k € {2,3,...,N},
o with probability at least 1 — p over wy,...,wy, it satisfies

Yy | fw_p, wi) — flw_g, wy)| < e

o with probability at least 1 — p over wy, ..., Wk—_1, Wk+1, - .., WN, it satisfies
,E ” [(f(w—kv w;c) - f(w—bw;c/))ﬂ < Vk2
wk,wk
Then,
Pr | fon o) = B o) ] 2]
Wi,..., WN w2,..., WN

—Q(t?)
= OV e <t<c B+ SV wﬁBZ)?)

Proof of Lemma H.5. For each t = 1,..., N — 1, we have with probability at least 1 — ,/p over
wi, ..., W, it satisfies

wt+:1P“I.' o [ngﬁﬂi ‘f(w§t7wt+1, wsit1) — flw<, wéﬁr17w>t+1)‘ < C] >1—=p .

We also have with probability at least 1 — /p over wy, ..., wy, it satisfies

>1-p .

2
J B (flwse i, wser) = flwse, wiiy, ween))” < Vi
Wiy1:Wiia

Pr

W42, WN

We denote by K<; the event (over w<; = (wi,...,w;)) that the above two statements hold. We
know that Pr{w<; € K<;] > 1 —2,/p. For notational simplicity, we denote by K<y the full set
over all possible (w1, ..., wy).

Define random variable X; (which depends only on wy,...,w;) as

Xt = wIEt [f('lﬁ) ’ wft] ]l(wflv-"vwgt)nglX"'XKSt € [0? B]

For every ¢ and fixed wy,...,wi_1.
o If (’Ujgl,. . .,Uj<t) ¢ KSI X oo X K<t, then X, =Xi—1 =0.
.If(wgl,...,w<t>€K§1X--~><K<t,

- If W<t Q/ th, then Xt - Xt,1 =0- Xt,1 < 0.
— If W<t € th, then

Xi—Xi 1= E [flwer, w,ws) | weg] — E [fwer, ws, wse) | wey]
Wt W>t

Recall the property w<; € K<¢, we know with probability at least 1 — ,/p over w; and
W, it satisfies

ng’: |f(w<taw£/7w>t) - f(w<tawt7w>t)’ <c
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Taking expectation over wy and w~;, we have
Vw,lsli wIEt [f(w<t7 w,lsla w>t)] - wIEt [f (wet, wi,wst)] < (e + /pB)

This precisely means X; — Xy 1 <c+ ,/pB.
— Using the property w<; € K¢, we know with probability at least 1 — /p over w~, it
satisfies

E (f(w<t7 Wi, Wy) — f(w<t7w1/f/aw>t))2 < V}Q

7"
we,wy

Taking expectation also over ws¢, we have

E (f(w<t7wt7 wsy) — fweg, wy, w>t))2 <VZ+ \/]532

wt7w£,»w>t
2
= E ( E [f(w<t>wta w>t)] - ”E [f(w<t,w2/, W>t)]> S ‘/;2 —+ \/ﬁBz
we w>t wt yW>t

Now observe that, since (w<1,...,w<t) € K<1X---x K¢, we have X;_1 = Ew£/7w>t[f(w<t, wy, wst)].
We also have that as long as w<; € K<, then X; = E,,_, [f(w<s, we, wsy)]. Putting these
together, and using the fact Priw<; € K<;] > 1 —2,/p, we have

E [(Xet1 — Xi)? | wer] < VP +3y/pB?

Wi,
In sum, we have just shown that for all choices of wy, ..., ws_1,
X=X < (e+pB) and E (Xt — X0)? | wey] < V2 + 3B

always holds. Note in addition we also have E,,, [X{|w<;] < X;—1. Therefore, by applying martingale
concentration (with its one-sided and Bernstein form, see Lemma H.4),

—Q(t?)
PriXy =X >1] < e <t(c +VBB) + LN, (V2 + \/1332)2>

Recalling

XN = f(u_j)]l(wgl,...,wgt)GKgl><---><K§t
and we have Xy = f(wy,...,wy) with probability at least 1 —2N,/p (and Xy = 0 with the
remaining probability). Also recalling

Xi:= E  [f(@) [ wi] Ly,

W2,...,WN

and we have X1 = Ey, . wy [f(@) | wi] with probability at least 1 —2,/p (and X; = 0 with the
remaining probability).
Together, we have the desired theorem.

]

Let us state, for completeness’ sake, a simple one-sided Bernstein form of martingale concen-
tration (that we do not know a good reference to it).

Lemma H.4. Suppose we have a submartingale sequence Xo, X1, ..., XN, satisfying:
e Xo=0and E[X; | Xi—1] < Xy,
o X; — X;_1 < c always holds, and
o Ex,[(X: — Xi1)? | X¢—1] < V2 always holds.
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Then,

_o(—
PI‘[XN > t] <e (tC+Zf, Vt2)

Proof. Define potential function ¥, = e2¢Xt for some 1 € (0,1) to be chosen later. We have

U= e X)) < gy <1 + (W(Xt _ Xt_l)) + (T’(Xt _ Xt_l))2>

2c 2c

where the inequality is due to e¥ < 14y +y? which holds for all —oo < y < 0.5. Taking conditional
expectation, we have

Xy — X;_ X —Xi_1.\2
EW; | X; 1] < Uy <1 +nE [tTH | Xeq] + n”’E [(tTtl) \ th})
V.2 2 Vi
<Wy g <1 + 772422> < Wy g€l
. 2 X Vi
After telescoping, we have E[¥y] < e” "4 | and therefore

E[enXN/(ZC)] 02 >y V2 -
PriXy > 1] S = g s’

Choosing the optimal n € (0,1) gives us bound

+2

—o(—2
PI'[XN > t] <e (tC+Zt Vt2)
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