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Abstract— In many applications it is desired to save the content
received from restricted broadcast or multicast to local files for
subsequent replays. The locally saved files should be protected
by a Digital Rights Management (DRM) system to prevent
unauthorized usage. It is a great challenge to combine DRM
with restricted broadcast or multicast since they are designed for
different applications. In this paper, we first present two straight-
forward solutions and discuss their drawbacks. We then present
a novel content encryption key scheme for restricted broadcast
and multicast that facilitates subsequent DRM protection for the
saved content. It enables direct saving of encrypted content to
local files and easy generation and management of decryption
keys for replays of saved files. Only a single key needs to be
delivered to a client in a license. Security of the proposed key
scheme is analyzed, and comparison of the three methods in also
discussed in this paper.

I. INTRODUCTION

In premium broadcast and multicast applications such as
pay-TV or pay-multicast services, content is encrypted. The
main focus of these applications is to restrict access to the
content to a privileged group of users. Users not belonging
to the group are unable to decrypt the protected content.
An access control system is used to achieve the goal. In
these applications, there exists a center which is responsible
for generating and distributing the content encryption keys
to the targeted group of users. Such a group is dynamic.
Users can enter or leave the group. To ensure forward and
backward access control, the content encryption key has to be
changed every time when there is a change in membership
of the group. The frequency to change the content encryption
key depends on a specific application. It may be relatively
infrequent such as the next billing period or the next pay-
per-view event. It may also be as frequent as every few
seconds [1]. Many schemes have been developed to transmit
the content encryption keys securely and efficiently to the
legitimate users so that only the privileged users can access the
content encryption keys. A partial list of the papers is [2]-[11].
Some of these schemes study broadcast encryption. Others
study multicast encryption. Generation of content encryption
keys is not the focus of these schemes. Any method can be
used to generate a new content encryption key, as long as the
new key cannot be predicted from the old keys.

Unlike the access control used in restricted multicast and
broadcast, Digital Rights Management (DRM) is a system
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that provides persistent managements of all the rights ranging
from description, identification, trading, and protection to
monitoring and tracking for digital contents from creation to
consumption [12], [13]. There are several commercial DRM
systems available on the market. A typical one is the Windows
Media Rights Manager (WMRM) from Microsoft [14]. Stan-
dardization organizations have also been working on DRM
standards. The Open Mobile Alliance (OMA) has adopted a
DRM standard recently for mobile environments [15]. MPEG
has adopted a DRM standard called the Intellectual Property
Management and Protection [16]. The Digital Media Project
(DMP) is working on an open DRM standard that ensures
interoperability [17]. In a typical DRM system, the content
publisher encrypts the digital media and then packages the
content into a content object. The decryption key is encrypted
and stored in a rights object called a license. A license also
contains a specification of the acquired rights. It is usually
locked to the targeted device to prevent a user from sharing
with other unauthorized devices. Licenses and protected con-
tent objects are usually distributed and stored separately to
make it easier to manage the entire system. To consume a
protected content object, a user has to first acquire a license
containing the decryption key along with the acquired rights
from the license server. A DRM system enforces acquired
rights through the trusted DRM modules on the client side.
In many applications, a user is allowed to record and
replay the content from restricted broadcast or multicast,
with possible additional payment. Certain restrictions may
be associated with the recorded content. For example, the
recorded content may be restricted to be playable within a
week of recording and is not allowed to play on other devices.
DRM is a perfect solution to guarantee the recorded content
is consumed according to the specified rights. That means
that a DRM system needs to be applied after restricted broad-
cast or multicast. Combining the access control in restricted
broadcast or multicast with DRM is a great challenge, esp.
when the content encryption key changes frequently, since
the two systems are designed with different goals in mind.
The access control in restricted broadcast or multicast is
designed to ensure that the users not belonging to a specific
group are unable to access the privileged content. It has to
ensure that a user who joins (leaves) the specific group cannot
consume the content before (after) he or she joins (leaves)
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for backward (forward) access control. This is archived by
changing the content encryption key, as mentioned above. In
some applications, content encryption keys are required to
change periodically no matter there is a membership change
or not for the specific group. These key changes can occur in
the middle of playing. In a DRM system, on the other hand,
a content object is usually encrypted with a single encryption
key. There is no need to rekey in encrypting a content object in
DRM. This approach greatly simplifies the key management
and generation by a license server and key delivery to users.
For example, in Microsoft’s WMRM, a license server needs
to store and remember only a seed. There is no need to use
a database for a license server. During license acquisition, a
client sends to the license server the DRM header extracted
from the protected content which contains a key ID. The
license server generates the content encryption key from the
received key ID along with the seed it knows, and packages
the key in a license to deliver to the client. A single key is
contained in the license. Direct saving of the encrypted content
from restricted broadcast or multicast will require multiple,
possibly a substantial number of content encryption keys for
a saved content object. This would produce a great burden for
a license server to manage and generate content encryption
keys for content objects. A large database may be required
to handle the key generation during users’ license acquisition.
The size of a license may also be dramatically increased in
order to deliver all the necessary decryption keys to a client.

In this paper, the issues associated with applying a DRM
system to protect the recorded content from restricted broad-
cast or multicast are addressed. First we describe two straight-
forward solutions and discuss their drawbacks. Then we pro-
pose a novel key scheme based on RSA [18] to generate
content encryption keys for broadcast or multicast encryption.
The key scheme simplifies dramatically the key management
and delivery in the DRM system subsequently applied to the
recorded content. Security of the proposed key scheme as
well as its advantages and disadvantages are also discussed.
Encrypted media from broadcast or multicast is directly saved
in this proposed scheme. Only a single key is contained in a
license for a recorded content object. The proposed scheme
is secure to collusion attacks in which clients with knowledge
of different content encryption keys work together attempting
to derive new keys that the group of users do not know. It
has an additional advantage that multiple recorded files can
be merged together directly into a single file by the client,
and only a single key is delivered in a license to decrypt the
merged file, no matter the merged file contains consecutive
encryption blocks or not.

We would like to point out that the novel key scheme
to be presented in this paper is the content encryption key
scheme, i.e., a scheme to generate content encryption keys. It
has nothing to do with the key schemes used in broadcast or
multicast encryption, where a key scheme is designed to ensure
that only the users belonging to a specific privileged group can
receive the new content encryption key when rekeying occurs.
Our content encryption key scheme can be applied together

1-4244-0667-6/07/$25.00 © 2007 IEEE

with any broadcast or multicast encryption schemes.

As far as the issues addressed in this paper concern, there
is no need to differentiate restricted broadcast from restricted
multicast. For simplicity, we would use multicast in the
remaining of the paper to refer to both broadcast and multicast.
Similarly, multicast encryption would refer to both broadcast
encryption and multicast encryption.

The remaining of the paper is organized as follows. In
Section II, two straightforward schemes are presented and
discussed. The novel content encryption key scheme is pre-
sented in Section IIl. In Section IV, we analyze security of
the proposed key scheme. Comparison of the three described
schemes are offered in Section V, followed by the conclusion
in Section VI

II. TWO STRAIGHTFORWARD SCHEMES

Before describing the two straightforward solutions to the
problem addressed in this paper, we would like to define the
term encryption block or simply block, which means a block
of data encrypted with the same content encryption key in
broadcast or multicast. Auxiliary data assisting decryption of
the encrypted data such as the encryption block ID may also
be included in the encryption block. In restricted multicast,
distributed content consists of a sequence of encryption blocks.

The first straightforward solution, referred to as the direct
recording method, saves encryption blocks received from
multicast directly to local storage. A user needs to acquire
a license from the license server to play the saved content. A
license in this method has to contain all the content encryption
keys associated with all the possible combinations of saved
encryption blocks. That means that a license may contain
multiple, possibly a substantial number of, content encryption
keys. The license server has to store all the content encryption
keys used in multicast in order to deliver necessary keys
required by users.

The second straightforward solution, referred to as the
transcryption method, works in a similar way as a transcoder
to compression: a receiver transcrypts the multicast encryption
into DRM encryption. In this method, a receiver first decrypts
the encrypted content from multicast encryption where mul-
tiple content encryption keys are used, and then re-encrypt
the content with the DRM encryption where a single content
encryption key is used for each saved file. In addition to the
disadvantage of computational overhead during the transcryp-
tion, security of the system is also lowered. In this method,
the client is required to perform content packaging that a
content publisher does in a conventional DRM system. Since
users are not trusted in the threat model of DRM applications,
more client modules need to be protected against hacking
and reverse engineering. In this method, the DRM content
encryption key needs to be acquired from the license server by
the client before re-encryption. This ensures that the recorded
content can be played with other devices — another device only
needs to acquire a license from the license server to play the
recorded content!.

'We have assumed here that a license is locked to a device.
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III. AN INTEGRATED CONTENT ENCRYPTION KEY
SCHEME

A scheme better than the two schemes described in Sec-
tion II is to design a key scheme to generate content encryption
keys for multicast encryption by taking into account the
specific requirements of the DRM applied to the recorded
contents. In this section, we present a novel integrated key
scheme designed to meet the needs of both multicast encryp-
tion and DRM. The scheme is based on RSA [18]. It contains
the following four processing phases.

Setup: The center of multicast first generates two large
prime numbers p and ¢. Let n = p-g and ¢(n) = (p—1)(¢g—1).
It then selects a collection P of prime numbers. A scheme
is used to pseudo-randomly select numbers sequentially from
P. The section is exclusive, i.e., a selected number will
not be selected again in future’s selections. An example of
selection scheme is to pseudo-randomly permute the numbers
in P, and select numbers according to the resulting order. Let
p; = P[i] denote the i-th number of the numbers selected by
the scheme from the collection P which are relatively prime to
¢(n). In other words, p1, ps2,ps,--- are the numbers selected
sequentially from P by the scheme which are all relatively
prime to ¢(n), and no two numbers are equal. The number
n and the collection P are publicly known, while the number
¢(n) and the scheme to select numbers from P are secret
information. The reason that the selection scheme is kept secret
is to prevent a hacker from knowing the numbers selected from
‘P by the scheme which are not relatively prime to ¢(n) since
such information can be used to deduce the secret ¢(n). The
pair of numbers {n, ¢(n)} as well as the collection P and the
selection scheme are shared with the license server which will
use the information to derive content encryption keys during
license acquisition. In an application setting, it is possible that
the center in multicast also serves as the license server for the
DRM system.

Multicast: Let B; denote the i-th encryption block and
k; denote the corresponding encryption key in multicast. To
generate the first content encryption key k1, i.e., the encryption
key for the first encryption block Bj, the center chooses a
random integer s € (1,n), where s is relatively prime to n, and
obtains the first prime number p; = P[1] from the collection
‘P. The first encryption key k; is set to be sP1" mod n. The
number s is also shared with the license server in order to
generate keys to deliver in licenses to clients to replay saved
contents. Note that s is not kept as a secret. It is publicly
available.

When the first rekeying is needed, the center generates
a new content encryption key ko to encrypt the second
encryption block Bs. To do so, the center obtains the second
prime number ps from P, ps = P[2]. The content encryption
key ko for the second encryption block Bs is given by ko =
sP2- mod n. This procedure is iterated whenever rekeying
is needed. In general, for i-th rekeying, the center generates
(i + 1)-th content encryption key k;11 to encrypt the (i + 1)-
th encryption block B;.;. This is done by first obtaining
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the (i + 1)-th prime number p;y; from the collection P:
pi+1 = P[i + 1]. The (i 4+ 1)-th content encryption key k;i1
is given by k;11 = sPit1 mod n, where ¢ > 0. The prime
number p; is packaged into an auxiliary field in the encryption
block B; to be sent to clients. Alternatively, these prime
numbers can be multicast in-band to clients separately from
the content. In describing the scheme, we have assumed that
there is no loss in transmitting the selected prime numbers to
clients. If that is not the case in an application, error correction
or redundant transmission of the selected prime numbers is
needed to ensure that clients receive all the transmitted prime
numbers. Note that those transmitted prime numbers are not
used in multicast decryption. They will be used in generating
required keys by the client side DRM module in decrypting
saved content.

Recording: In this scheme, a client simply saves the
encrypted content received from restricted multicast directly
into the local storage for subsequent replays. There is no need
to perform any transcryption. Suppose that a user wants to
record j 4+ 1 consecutive encryption blocks from block B;
to block B;; for replays in future. The encryption blocks
B;,--- ,B;;; along with the prime numbers p;,---,pitj
received from multicast are saved to the local storage. The
saved files can be distributed to other users or devices if needed
since, like in a conventional DRM system, the protected
content can be redistributed without any restriction. Without a
proper license, a user cannot play protected content.

A multicast program may contain some uninterested content
such as advertisement that a user does not want to replay with
the recorded file. In other words, a user may save inconsecutive
encryption blocks into a file. A saved file containing inconsec-
utive encryption blocks can also occur when multiple saved
files are merged into a single file. The integrated key scheme
works with a saved file containing inconsecutive encryption
blocks too. In fact, the scheme works equally well when a
saved file consists of an arbitrary combination of encryption
blocks {B;|i € I}, where [ is an arbitrary set of block indices.

Consuming recorded content: A valid license with appro-
priate rights is required before a user can consume the recorded
content. A client acquires a license from the license server.
During license acquisition, the client sends to the license server
the collection of block indices I that the saved file contains
along with other identification information. A payment might
be required during this process. After authenticating Ehe client,
the license server generates a secret key s; = s™  mod n
for the encryption blocks {B;|i € I} where 77 =[], pi, and
delivers the key in a license to the client. Note that a single
key is contained in the license to be delivered to a client.

In playing a recorded encryption block B;, 7 € I, the client
side DRM module calculates the corresponding decryption
keys® k; from both the key s; contained in the license and
the received prime numbers with the equation: k; = s}’ /P
mod n. With the decryption key k;, the client DRM module

2Symmetric encryption is assumed to be used in encrypting content.
Therefore the decryption key is the same as the encryption key.
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can decrypt the i-th block B;. This process can be applied to
all the recorded encryption blocks {B;|i € I} contained in
the saved file. As to be proved in the next section, the client
can derive only the content encryption keys associated with
the blocks {B;|i € I}, which is exactly the permission of
decryption granted by the license server during the license
acquisition. It will not be able to derive encryption keys
associated with any other blocks. In other words, our integrated
key scheme performs exactly as it is requested.

The above procedure applies only to the recorded content. It
does not affect multicast playing. In fact, content in multicast
can be played as usual as if our scheme did not exist.

IV. SECURITY ANALYSIS

Security of the integrated content encryption key scheme
is analyzed in this section. We will argue that security of the
proposed integrated key scheme depends on deduction of ¢(n),
which is usually done by factoring n. Factoring a large integer
is believed to be a hard problem that security of the RSA
encryption scheme relies on. We conclude in this section that
the integrated key scheme is secure.

We first prove that the keys {k;|¢ € I} can derive the key
s7 and vice versa with the selected prime numbers available.
From the previous section, key k; is calculated by s}’ /P
mod n. Reversely, we want to compute s; from the keys
{k;|i € I}. Since the integers {p;|i € I} are different prime
numbers, the integers {m;/p;|i € I} are coprime. Recall
that 7; = Hz‘e 1 D;- Therefore there exists a set of integers
{aili € I} suchthat ), (7r/pi)-a; = 1. The set of integers
{a;|i € I} can be calculated with the Euclidean algorithm.
Then we have [[,; ki = sy, 1i.e., s; can indeed be calculated
from the keys {k;|i € I}. We conclude that knowledge of the
keys {k;|i € I} is equivalent to knowledge of the key s; when
all used prime numbers are publicly available.

Now security of the integrated scheme is equivalent to the
following mathematical problem:

Given a message m, a positive integer n = pq of the product
of two large unknown primes p and ¢, and a set of signatures
c; = m% mod n signed with the distinct RSA private keys
{d;|i > 0}, find the signature co = m% signed by another
private key dy, where all the corresponding RSA public keys
{eile; - d; =1 mod ¢(n),i > 0} are distinct primes.

We believe that the above problem is a hard problem.
Like other hard problems in cryptography, we cannot prove
mathematically that the problem is indeed a hard problem.
It seems to be difficult to transform the above problem into
another problem widely believed to be hard. As a result,
we cannot show rigorously that the integrated key scheme
is secure. However, we are unaware of any efficient method
to solve the above problem. A known method to solve the
problem is still to deduce ¢(n) by factoring n, which is
believed to be a hard problem. We would argue that the
integrated scheme should be secure. This problem will be left
as an open problem to be solved in the future.

The public information of distributed prime numbers {p;}
can be used to gain some knowledge of the secret ¢(n), i.e.,
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¢(n) cannot be divided by these numbers. If multicast has
rekeyed | — 1 times, the search space for ¢(n) shrinks to
IT'_, (i — 1)/TT'._, p: relative to the original search space.
If all the prime numbers {p;} are large enough, and the total
number of blocks is not very large, shrinking of the searching
space is relatively small and should not cause any noticeable
security vulnerability.

V. DISCUSSION

The integrated content encryption key scheme described
in Section III offers a few major advantages over the two
straightforward methods described in Section II. Compared
with the transcryption scheme, it has the simplicity that only
a single key is generated and transmitted in a license to a
client yet without the computational overhead, the complexity
to negotiate a DRM encryption key with the license server for
re-encryption, or the additional security requirements as the the
transcryption scheme. No transcryption is needed in the inte-
grated scheme. Content is saved directly to the local storage
for subsequent replays. Compared with the direct recording
method, the integrated scheme has the same efficiency to save
the content directly yet without the burden of complex key
management or large number of keys delivered in a license to
a client. In other words, the integrated scheme combines the
advantages of both straightforward methods.

The integrated scheme has an additional advantage over the
the transcryption method when multiple recorded files contain-
ing consecutive or overlapping blocks need to be merged into
a single one. In the transcription method, another transcryption
is required since those recorded files are encrypted with
different content encryption keys. Transcryption ensures that
the merged content is encrypted with a single encryption key
so that a license server knows how to generate the key when
a client acquires a license. Merging can be easily done for
both the integrated scheme and the direct recording method by
simply concatenating those recorded files together according
to the sequence number of the encryption blocks and removing
the duplicated blocks. A new license is required to play the
merged file. For the integrated scheme, the license server can
easily generated a new key and deliver the single key to a
client. For the direct recording method, all the encryption keys
associated with the encryption blocks contained in the merged
file have to be delivered to the client. This means that the size
of a license increases.

The gain of the advantages of the integrated scheme comes
at the cost of complexity in generating the content encryption
keys by the multicast center, license server, and the client.
The license server needs to do one scalar multiplication for
issuing each license. Scalar multiplication is complex. The
integrated scheme requires a collection of prime numbers. The
prime numbers in the collection can be eventually exhausted
for a long enough period of time of multicasting. A larger
collection of prime numbers may alleviate the problem. The
integrated scheme is suitable for those applications where
rekeying occurs relatively infrequently so that the number of
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prime numbers in the collection would be large enough for
the applications.

VI. CONCLUSION

In this paper we first described the challenges when DRM
is applied to provide persistent managements of the rights for
the content recorded from restricted broadcast or multicast.
After presenting two straightforward solutions and discussing
their drawbacks, we presented a novel integrated content
encryption key scheme for broadcast and multicast encryption
which facilitates DRM protection of the recorded content.
The integrated scheme is efficient that broadcast or multicast
content can be saved directly to local files, and a license
server can efficiently manage and generate keys delivered to
clients. Only a single key needs to be delivered in a license
to a client. Security of the integrated scheme was analyzed.
The advantages and disadvantage of the three schemes were
also discussed. The proposed integrated scheme can be applied
together with any broadcast or multicast encryption schemes.
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