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Abstract 
 

The recently proposed Scalable Multi-Layer FGS 
Encryption (SMLFE) [4][5] encrypts an MPEG-4 FGS 
stream into multiply PSNR and bitrate quality layers 
for layered access control. Both layer types are 
supported simultaneously. A simple key scheme was 
used in SMLFE. In this paper, we propose a novel key 
scheme for SMLFE that reduces the number of keys 
maintained and managed by a license server for each 
protected MPEG-4 FGS stream to two. The new key 
scheme needs only one key contained in a license to be 
sent to a consumer. This scheme is based on a 
cryptographic secure hash function and the Diffie-
Hellman key agreement. It satisfies all the 
requirements of SMLFE and can be used to replace the 
original simple key scheme for SMLFE. The secure 
one-way hash and intractability of the Diffie-Hellman 
and the related problems of computing discrete 
logarithm ensure the security of the new key scheme.   
 

1. Introduction 
 

Scalable coding is a coding technology that encodes 
a multimedia signal in a scalable manner that a single 
compressed stream can be easily adapted to a wide 
range of applications. Several scalable coding formats 
have recently been adopted by standards organizations: 
The Joint Photographic Experts Group (JPEG) has 
recently adopted the wavelet-based JPEG 2000 [1] 
which is a scalable image coding format. The Moving 
Picture Experts Group (MPEG) has also adopted a fine 
grain scalable video coding format called Fine 
Granularity Scalability (FGS) to its MPEG-4 standard 
[2]. In this scalable video coding format, a video 
sequence is compressed into a single stream with two 
layers: a base layer and an enhancement layer. The base 
layer is a non-scalable coding of a video sequence at 
the lower bound of a bitrate range. The enhancement 
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layer encodes the difference between the original 
sequence and the reconstructed sequence from the base 
layer in a scalable manner to offer fine grain scalability 
in a large range of bitrates for the sequence. MPEG-4 
FGS enables one–compression–to-meet-the-needs-of-
all applications, which is very desirable in many 
multimedia applications. Rate reduction and other rate 
shaping operations can be performed directly on a 
compressed stream without decompression.  

Scalability offered by scalable formats enables new 
services that cannot be offered by non-scalable formats. 
One of such new services is a layered access control 
with a single scalable stream. A simple layered access 
control algorithm that has a single encrypted layer plus 
an unencrypted layer was proposed in [3] for the 
scalable JPEG 2000 image coding format. To support 
access control of different scalabilities such as access 
control on resolutions or on image qualities in this 
scheme, the same scalable stream has to be encrypted 
differently into different encrypted streams. A much 
more sophisticated layered access control scheme 
called Scalable Multi-Layer FGS Encryption (SMLFE) 
was recently proposed to support both PSNR and 
bitrate layers simultaneously for the MPEG-4 FGS 
format [4][5]. In SMLFE, a single MPEG-4 FGS 
stream is encrypted into a single encrypted stream with 
multiple quality layers partitioned according to PSNR 
values and bitrates. Both types of quality layers are 
supported simultaneously so a server can choose a 
desired layer of either type directly from an SMLFE-
encrypted stream without decryption. In SMLFE, lower 
quality layers are accessed and reused by a higher 
quality layer of the same type, but not vice versa. The 
protection of the two different layer types is orthogonal, 
i.e., a right to access a layer of one type does not make 
the layers of the other type also accessible. To achieve 
this goal, SMLFE partitions each enhancement frame 
into T  PSNR layers and M bitrate layers 
independently. An enhancement frame is therefore 
partitioned into MT ×  different segments, with 
possible existence of empty segments. Each segment 
resides in one PSNR layer and one bitrate layer 
simultaneously. Each segment is encrypted with the 



corresponding segment key. A segment key is reused to 
encrypt the same indexed segments of different frames.  

Multimedia Digital Rights Management (DRM) 
manages all rights for multimedia from creation to 
consumption [6][7]. MPEG has been actively 
developing a DRM framework, the Intellectual 
Property Management and Protection (IPMP), for the 
MPEG-4 standard [8][9]. There are also several 
commercial DRM products available on the market. A 
typical one is the Windows Media Rights Manager 
(WMRM) from Microsoft [10]. Copyright law 
distinguishes between copyright (the right to copy or 
distribute) and useright (the right to "perform" or to use 
a copy once obtained). A DRM system such as WMRM 
separates distribution of the protected content from that 
of the decryption key, and controls the usage of digital 
content rather than its distribution. In fact, DRM-
protected content is typically distributed in 
superdistribution, a powerful distribution mechanism 
that treats ease of replication of digital content as an 
asset rather than a liability.  Superdistribution actively 
encourages free distribution of digital content via any 
distribution mechanism imaginable to reach maximum 
number of potential consumers. A DRM system such as 
WMRM encrypts and packages digital media into a 
digital media file to be distributed in superdistribution. 
The decryption key is uploaded to a license server 
along with a specification of rights to use the content 
desired by the content owner. To play protected 
content, a consumer Alice or the player she uses first 
acquires a license from the license server which 
contains the decryption key as well as the rights Alice 
has obtained for the content.  A license is 
individualized, typically encrypted with a key that 
binds to the hardware of Alice’s player, so the license 
cannot be illegally shared with others. Detailed 
description on processing performed by a DRM system 
such as WMRM can be found in [11]. 

Unlike other DRM system, an SMLFE-based DRM 
system offers preview of the protected content by 
simply leaving the base layer unencrypted. This is a 
much desired feature in superdistribution of DRM-
protected content. The embedded preview version in 
SMLFE serves as its own advertisement. It enables a 
potential consumer to preview the content before 
buying a right to access the content with a better 
quality. A switch from one quality layer to a higher 
quality layer or to a layer of different type is very 
simple in SMLFE. A consumer only needs to acquire 
another license with a new set of decryption keys from 
a license server.  

SMLFE proposed in [4][5] encrypts each segment 
with the corresponding segment key. There segment 

keys are independently generated. For a partition 
ofT PSNR layers and M bitrate layers, MT × different 
segment keys are needed to encrypt an MPEG-4 FGS 
stream, if there is no rekeying in encryption of the 
stream. A license server has to maintain and manage all 
these MT ×  segment keys for each encrypted stream. 
When a consumer Alice acquires a right to access a 
quality layer, all the segment keys for the segments that 
Alice has a right to access have to be delivered to her in 
a license. This increases complexity of key 
management at both the license server and the 
consumer client. Workload of a license server and the 
size of a license have also been increased. 

In this paper, we shall propose a novel key scheme 
for SMLFE which is much more efficient than the key 
scheme proposed in [4][5]. The new key scheme is 
based on the Diffie-Hellman key agreement protocol 
[12] and a cryptographic hash function. Two 
independent keys are needed for each type of quality 
layers, respectively. The key of a lower quality layer is 
the hash value of the key of the next higher quality 
layer of the same type. The logarithm values of all layer 
keys are packaged into the protected content. When a 
consumer Alice acquires a right to access a layer, the 
key of the selected layer is calculated by the license 
server and sent in a license to Alice.  In other words, a 
license contains a single key, exactly the same as in a 
license for a non-scalable stream. The DRM module at 
the client side uses the layer key contained in the 
license and the logarithm values packaged inside the 
protected content to calculate the segment keys for the 
segments that Alice has a right to access. The Diffie-
Hellman key agreement is used in calculation of 
segment keys. The resulting segment keys are then used 
to decrypt corresponding segments. This new key 
scheme is secure and meets all the requirements of 
SMLFE. It can be used to replace the original key 
scheme used in SMLFE as described in [4][5]. 
 

2. Original key scheme in SMLFE 
 

As a preparation to describe the proposed key 
scheme in this paper, we first describe the original key 
scheme for SMLFE described in [4][5]. In SMLFE, a 
PSNR layer is a group of adjacent bit planes in each 
enhancement frame. A bitrate layer is a group of 
adjacent video packets. A video packet in MPEG-4 
FGS is a block of video data separated by 
resynchronization markers or the bit-plane start code. 
Each layer of either type is aligned with video packets. 
Suppose that the bit-planes of each enhancement frame 
are partitioned intoT adjacent groups to form T  PSNR 
layers, and that all video packets in an enhancement 



frame are partitioned into M adjacent groups to form 
M bitrate layers, data of an enhancement frame is then 

partitioned into MT ×  different segments },{ ,mtS  

where Tt ,,1L=  and .,,1 Mm L= A large layer 

number means a higher quality layer. There exists some 
correlation between PSNR layers and bitrate layers. For 
example, a low PSNR layer is likely to share data with 
a low bitrate layer but unlikely to share with a high 
bitrate layer. This means that some segments out of the 
total MT ×  segments per enhancement frame are 
likely to be empty (i.e., of length 0). Figure 1 shows an 
example of segments for an enhancement frame where 
empty segments are not shown. 
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Figure 1: An example of segments for an 

enhancement frame for 4== MT . 
In SMLFE, a set of MT × different segment keys 

}{ ,mtK  are independently and randomly generated for 

each video sequence. The key mtK ,  is used to encrypt 

the segment mtS ,  for each enhancement frame, where   

Tt ,,1L= and Mm ,,1L= . A non-empty segment mtS ,  

is first partitioned into video packets. Video data in 
each video packet is then encrypted with the segment 
key mtK ,  and the encryption algorithm proposed in 

[13]. Table 1 shows segment keys that match the 
example given in Figure 1. Note that partition of 
segments may vary from one enhancement frame to 
another. 

 
Table 1: Segment keys for 4== MT . 

 m=1 m=2 m=3 m=4 
t=1 K1,1 K1,2 K1,3 K1,4 
t=2 K2,1 K2,2 K2,3 K2,4 
t=3 K3,1 K3,2 K3,3 K3,4 
t=4 K4,1 K4,2 K4,3 K4,4 
 
When a consumer Alice acquires a right to access a 

certain quality layer, all the keys for that and lower 
quality layers of the same type are sent in a license to 
Alice. For example, if the layer Alice has acquired is 
the PSNR layer 2=t , then the M2  keys }{ ,mtK , 

where 2≤t  and Mm ,,1L= , are sent in a license to 
Alice. In this way, a right to access a quality layer can 
also access lower quality layers of the same type. 

Higher quality layers of the same type and quality 
layers of a different type are not accessible.  

 
3. Proposed key scheme 
 

In our new key scheme to be described next, each 
layer is assigned a key, called a layer key. Segment 
keys used in SMLFE described in Section 2 is 
generated from layered keys. Layer keys are derived 
from the layer key of the highest quality of the same 
type. For simplicity of description, the following 
notations are described first.  

Let H be a cryptographic hash function. 

)(xH n denotes the result after the hash function H is 

applied n times to x , where 

xxH =:)(0 . }1,,2,1,0{: −= nZn L denotes the 

integers modulo n  where addition, subtraction, and 
multiplication in nZ are performed modulo n .  

}1),(gcd|{* =∈= naZaZ nn denotes the 

multiplicative group of nZ . Let p  be a prime number 

and g be a generator of *
pZ , .22 −≤≤ pg  Let the 

tht PSNR layer key be tx , and thm bitrate layer key 

be my , Tt ,,1L=  and Mm ,,1L= . Let xxT ≡ , 

and yyM ≡ , where x and y are two independent 

secret random numbers in the range of [1, p-2].  
In our new key scheme, layer keys are generated by 

hashing the layer key of the next higher quality layer of 
the same type: 

.mod)(,mod)( pyHypxHx mM
m

tT
t

−− ==  Eq. (1) 

(If any value in Eq. (1), say tx , is outside [1, p-2], the 

key tx  used in the calculation of the logarithm value 

and the segment keys to be described next is actually 
prxt mod+ , where 22 −≤≤ pr . This is assumed in 

the following description without being explicitly 
mentioned.)  

For each layer key, tx or my , we calculate its 

logarithm value pgX tx
t mod=  or pgY my

m mod= . 

A segment key
mt yxK , for the segment

mt yxS , is 

generated as follows: 

.mod)()(, pYXgK tmmt

mt

x
m

y
t

yx
yx === ⋅     Eq. (2) 

The set of the logarithm values 
},,1;,,1|,{ MmTtYXLVS mt LL === are packaged 

with the protected content. They will be used in 
calculating segment keys at a client side. 



When a consumer Alice has acquired a right to 
access some layer, say a PSNR layer b without loss of 
generality, the layer key bx for the PSNR layer b is 

calculated from x  with Eq. (1) and is placed in the 
license to be sent to Alice. At the client side, the layer 
key bx contained in the received license is used to 

calculate all the PSNR layer keys below b with Eq. 

(1): btxHx b
tb

t <≤= − 1),( . The segment keys that 

PSNR layer b can access, mbtK mt ∀≤≤ ,1,, , can be 

calculated with Eq. (2) from the just obtained PSNR 
layer keys and the logarithm values from the set LVS 
that are packaged in the protected content. 

Compared with the original key scheme described in 
[4][5], the number of keys maintained and managed by 
a license server is reduced from MT × keys to two keys 
in the new key scheme. The number of keys contained 
in a license for a consumer is also reduced to a single 
key. If we treat the aforementioned logarithm values 
also as keys (“public keys”), the total number of keys 
needed at the client side, either packaged in the 
protected content or contained in a license, is 

1++ TM , as compared to potentially MT × in the 
original key scheme. 

 
4. Security and implementation issues 
 

In the proposed key scheme, the key of a lower layer 
is generated by hashing the key of the next higher layer 
of the same type. Two independent keys are used for 
PSNR and bitrate layer types. A cryptographic hash 
function is used in this procedure. This guarantees that 
a higher layer can access all the lower layers of the 
same type but not vice versa, and access of one layer 
type does not gain access to the other type, as required 
by SMLFE. The security of segment keys generated in 
the proposed key scheme rests on the intractability of 
the Diffie-Hellman problem and the related problem of 
computing discrete logarithm [12]. In fact, the segment 
key calculation of Eq. (2) is the basic version of the 
Diffie-Hellman key agreement protocol. We conclude 
that the proposed key scheme is secure. 

In actual implementation of the proposed key 
scheme, Elliptic Curve Diffie-Hellman (ECDH) key 
agreement can be used rather than the Diffie-Hellman 
form of Eq. (2). For example, the ECDH and its 
parameters proposed in [14] by the Secure Shell 
Working Group for the SSH transport level protocol 
can be used in the proposed key scheme for SMLFE.  
 
5. Conclusion 
 

In this paper, we have proposed a new key scheme 
based on a cryptographic hash function and the Diffie-
Hellman key agreement. The proposed key scheme 
reduces the number of keys maintained and managed by 
a license server from MT × in the original key scheme 
to 2. Only one key is needed to be sent to a consumer in 
a license, as compared to potential MT × keys in the 
original key scheme. The proposed key scheme is 
secure and satisfies all the requirements of SMLFE. 
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